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Abstract

The proliferation of chem cal and bi ol ogi cal weapons
has experienced a dramatic increase since the coll apse of
the former Soviet Union. Scientists fromthe biol ogical
and chem cal weapons prograns throughout the fornmer eastern
bl oc have been courted by rogue nations and terrori st
groups, either through econom c necessity or shared
political, cultural, or religious ideology. As a result,
the threat of a terrorist attack using chem cal or
bi ol ogi cal weapons has increased dramatically. This |eads
many experts to concede that it’s no |longer a matter of if,
but when.

For alnost fifty years, Cold War planning doctrine
focused on a full-scale nuclear war with the Soviet Union.
Al t hough attenpts to elimnate biological and chem cal
weapons did occur, their use was still restricted primrily
to the battlefield against mlitary targets. As a result,
the United States civilian response plans failed to address
these threats. Wth the wi despread proliferation of these
weapons and information about them federal, state, and
| ocal authorities are rapidly devel oping plans to neet this
new threat. The healthcare industry is particularly
vul nerabl e for a nunber of reasons, anong themare a | ack

of experience and training; reduction in national
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heal t hcare assets due to reforns; and denial of the threat
and the role they would play in response to such an attack.

Efforts so far have focused on first responders, with
very little enmphasis on the healthcare infrastructure that
would ultimately treat and care for victins. This
represents a serious flawin the national donestic
preparedness strategy that will require |eaders in al
fields to correct. This paper will address sonme of the
shortcom ngs of current disaster plans and offer
recommendati ons for |ocal |evel response activities to
consider in developing their contingency plans. It is
critical that |ocal efforts be strengthened, as they wll
be the first line of defense if such a terrorist attack

were to occur.
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| nt roducti on

The end of the Cold War and the col |l apse of the Sovi et
Uni on brought about many positive and negative changes
t hroughout the world. Sonme of the negative changes include
t he i nadequate accountability for weapons of mass
destruction (WD) in the fornmer Soviet Union, the exodus of
scientists and technol ogy fromthe fornmer Soviet Union to
rogue states and terrorist organi zations, the accessibility
and desire of terrorist organi zati ons to obtain weapons of
mass destruction, and the fal se sense of security that the
United States no | onger faces any serious threats.

These negative results have thrust the healthcare
industry in the United States into a precarious position
that it is just beginning to recogni ze and under st and.

This is evidenced by the nunerous journal articles,

comm ttees, and convention speeches across all healthcare
di sciplines regarding terrorismand the use of WWD agai nst
the citizens of the United States. Mich like the Y2K i ssue
however, the medical community has been slow to respond to

the growi ng threat of biological and chem cal terrorism

So what is the Probl enf?

The inpact of disasters, whether natural or man-nmade,

IS increasing because the world’ s popul ation density is
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i ncreasing (Lewis and Aghababi an, 1996). Conbine this with
the terrorist’s goal of maxim zing casualties and the
nmetropolitan areas becone the nost at risk targets (Sinon,
1997). Weapons that contain radi oactive, chem cal, and

bi ol ogi cal conponents are ideal to terrorists because they
are sure to create panic even in the population that is

mar gi nal |y exposed (Sl ater & Trunkey, 1997). Thus, chem cal
and bi ol ogi cal weapons offer terrorists a very effective
tool to achieve their goals. Across the nation, officials
in all levels of governnent recognize the very real threat
of terrorist attacks on U S. soil using these weapons.

Thi s has fuel ed serious concerns about the adequacy of the
| ocal, state, and federal response to such incidents.

These concerns have |led to studies of how well prepared the
US is torespond to a major terrorismincident and the
findings are not encouraging (Sinmon, 1997). During
hearings held in 1995 and 1996, the U S. Senate Pernanent
Subconmi ttee on Investigations found that the U S. did not
have a plan that coordinated federal, state, and |oca
agenci es in managi ng the consequences of a terrorist attack
wi th a weapon of mass destruction (Sinon, 1997). The
subcomm ttee also found that principle field officers with
police, fire, and EMS departnments in major cities are

i nadequately trained and do not have basic equi pnment to
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deal with biological, chemcal, or nuclear terrorism
i ncludi ng protective gear, breathing apparatus,
decont am nants, and antidotes (Sinon, 1997).

The federal government concedes it does not have the
response resources necessary to quickly react to a
terrorist attack either. For this reason, significant
enphasis is being placed on preparing the assets in |oca
comunities who will be the first responders to chenica
and bi ol ogical incidents. Mst of this enphasis has been
on police, fire, and EMS resources. However, there are
ot her healthcare entities that also play a significant
response role during incidents of chenical and bi ol ogi cal

terrorism There are several reasons for the inadequate

8

pl anni ng and preparation in the healthcare community, which

wi |l be discussed in the follow ng sections.

VWhat is the goal and how wll it be acconplished?

First of all, this paper is intended to be educati onal

and informational for those individuals and organi zations
that will be involved, or nmay becone involved, in the

| ocal -1evel civilian response to chem cal and bi ol ogi cal
terrorism It will draw upon the expertise and experience
of professionals in the field of disaster managenent, nuch

of whi ch has been obtai ned during conferences, neetings,
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and personal interviews. The concepts presented wll
intentionally span beyond the healthcare industry to
enphasi ze the critical inportance of “thinking out-of-the
box.” This will be acconplished by generically identifying
known shortfalls in current response plans throughout the
nation. The paper will offer plausible recommendations to
overcone these discrepancies in the hopes of facilitating a
nor e t horough, broad-based, and cooperative planning
environnment in the community. The resources drawn upon
will provide the foundational planning considerations
necessary to pronote commruni cation, coordination, and
detail ed planning anong civilian healthcare and di saster
managenent entities. Finally, the paper will draw upon the
aut hor’ s own experiences, observations, and interactions in
t he di saster-planning environnment. It is the author’s
intention that the information contained in this paper wll
be cross disciplinary in its application. This is not a

di saster plan, but a collection of considerations that
shoul d be di scussed when devel opi ng actual plans to contend

with incidents of chem cal and biological terrorism
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Literature Revi ew and Di scussi on

Terrori sm-A Hi storical Perspective

Terrorismis not a new concept and has been around for
centuries. One of the earliest docunented accounts of a
terrorist act using |arge-scal e expl osives occurred on
April 5, 1585 near Antwerp, Belgium (Slater & Trunkey,
1997). It is a conmon msconception in the United States
that terrorismis sonething that happens in other
countries, but froma historical perspective this is not
t he case. Between 1984 and 1994 there were al nost 18, 000
expl osive and i ncendiary bonmbing incidents in the United
States resulting in 256 deaths and 3,215 injuries
(Mal 1 onee, et al., 1996). Three of the nobst notabl e recent
terrorist attacks in the U S. are the 1993 Wrld Trade
Cent er bonbi ng, the 1995 bonmbi ng of the Alfred P. Miurrah
Federal Building in Cklahoma City, and the Aynpic Village
bonmbi ng during the 1996 Summer d ynpi cs.

Hi storically, many terrorist organizations have
nmoder ated their choice of weapons and targets in an effort
to mai ntain popul ar support (Slater & Trunkey, 1997).
However, there has recently been an energence of terrorist
groups that are increasingly isolated fromthe nainstream

and appear unconcerned with public opinion (Slater &
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Trunkey, 1997). Couple this with the fact that state
sponsorship of terrorismhas also risen, along with a
wor | dwi de di ffusion of technol ogy through the Internet and
t he exodus of scientific experts from Eastern Europe, and
the potential increases that a WVD terrorist incident wll
occur (Breman, 1998). This is supported by evidence of the
expansi on during the past decade of the potential users of

t hese weapons, which now i ncludes not only a grow ng nunber
of devel oping nations but also a wi de range of non-state
actors such as terrorist groups, religious cults, and even

i ndi vi dual s (Ferguson, 1997). The acquisition by these
non-state actors increases the threat potential for the use
of biol ogical weapons as agents of terror rather than as

i nstruments of war (Ferguson, 1997).

Chem cal and bi ol ogi cal weapons have been used for
centuries in warfare around the world. Plague infested
bodi es and ani mal carcasses were catapulted over the walls
of Kaffa during the Tatars siege in the 14th-Century
(Christopher, Cieslak, Pavlin, & Eitzen, 1997). During the
French and Indian war, British mlitary forces gave
smal | pox cont am nat ed bl ankets and handkerchiefs to Native
Anericans in the Chio River Valley (Christopher, et al.,
1997). During World War |, chem cal and biol ogical agents

were used against soldiers and mlitary animals. In Wrld
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War |1, the Japanese used chemi cal and biol ogi cal weapons
agai nst the Chinese and in experinments on Allied Prisoners
of War. Despite several treaties designed to term nate
chem cal and bi ol ogi cal weapons devel opnent, several
nations still have viable prograns. This is evidenced by
the revelations in Iraq following the Gulf War and in 1992
statenments from Russian President Boris Yeltsin that the
Soviets violated the 1972 Convention on the Prohibition of
t he Devel opnent, Production and Stockpiling of

Bact eri ol ogi cal and Toxi n Weapons and on Their Destruction
(Christopher, et al., 1997).

The rel ative ease of producing and delivering chem cal
and bi ol ogi cal weapons has lead to them being referred to
as the “poor man’s nucl ear bonb.” For this reason, nost
experts contend that a chem cal or biological terrorist
attack is a viable and a foreseeable scenario. This
forecast may have been manifested by the fact that severa
chem cal and biological terrorist attacks have al ready
occurred. In the late seventies, Bulgarian agents used
ricin toxins to assassinate a Bulgarian énmgré in London
and attenpted to assassinate another in Paris (Sinon,
1997). This sanme toxin was involved in a failed 1995
attenpt by a Mnnesota mlitia group against |ocal

governnment officials (Sinon, 1997). Ricin was also the
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center point of the 1993 arrest of an Arkansas nan by
Canadi an custons officials who found in his possession
enough of the toxin to kill 30 mlIlion people (Slater &
Trunkey, 1997).

In regards to biological incidents, 750 people in
Oregon were deliberately poisoned with Salnonella in 1984
by a foll ower of Bhagwan Shree Rajneesh, in an effort to
di srupt local elections (Slater & Trunkey, 1997).
Simlarly, an Chio man was arrested in 1996 after he
obt ai ned buboni ¢ plague cultures through the mail (Sinon,
1997). Perhaps the nost infanmous recent incidents have
been the efforts of the Aum Shinrikyo cult in Japan. The
cult used sarin gas in attacks on the cities of Mtsunoto
in 1994 and Tokyo in 1995. It has al so been reveal ed that
the cult had obtained a Russian helicopter, VX gas, anthrax
and botulismtoxins, and were attenpting to obtain Ebol a
virus cultures to use in their terrorist attacks (Slater &
Trunkey, 1997). The cult reportedly dispersed aerosols of
ant hrax and botul i smthroughout Tokyo on at | east eight
occasi ons, but the attacks failed to produce any ill nesses
(I'ngl esby, et al., 1999). The threat of Anthrax was al so
i nvol ved in several 1998 hoaxes involving letters mailed to

health clinics in Indiana, Kentucky, Tennessee, and
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California (U S. Departnent of Health and Human Services
[ DHHS] , 1999).

These incidents underscore the reality and
significance of the threat faced by the healthcare industry
fromchem cal and biol ogical acts of terrorism It is
clear that the threat to the nation from biol ogi c and
chem cal weapons is no |l onger a debate issue (Russell,
1997). Unfortunately, there is a w despread tendency to
t hi nk about defense agai nst biol ogical warfare as
unnecessary, as soneone else’s responsibility or as sinply
too difficult (Danzig & Berkowsky, 1997). Al so, our quick
and efficient responses to natural disasters and even the
bombi ng of the Federal Building in Oklahoma Cty may be
instilling healthcare | eaders, legislators, and di saster
preparedness officials with a fal se sense of security
(MacPherson, 1996).

Further conplicating this issue are the market driven
and | egislative changes in healthcare, such as the Bal anced
Budget Act (BBA), which are having a profound negative
i npact on the nation’s hospitals. This is not just an
urban heal thcare issue either. As the BBA and ot her
negati ve econom c trends occur, rural healthcare
organi zati ons nust reeval uate how they will contend with

di sasters that occur in their area (MacPherson, 1996).
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This is particularly true for facilities near |arge
nmetropolitan areas, which are the nost |ogical targets of
terrorism Consideration should be given to a reverse
evacuation plan shoul d urban systens becone overwhel ned
with terrorist victins. Qher casualties, sonme not
directly related to the attack, will still occur and may
reach peak levels in the aftermath of an incident as panic
and fear spread throughout the popul ation.

Federal, state, and local planners nust take into
account the new heal thcare environnment and the inpact it
wi |l have on neeting the needs of the comunity in a
di saster, whether it is natural or man-nmade. It is
i nperative that the healthcare industry prepares itself to
neet the chem cal and biological terrorismthreat, as well

as the challenges that go with it.

The Federal Response Plan—+sn’'t it enough?

Despite all the natural and man-nade di sasters that
have occurred in a country nore than 200 years old, the
organi zed convergence of disasters and the U S. Governnent
is a fairly contenporary occurrence (Roth & Gaffney, 1996).
Federal planning for WWD incidents has for many years been
focused on a nuclear attack fromthe former Soviet Union.

One element mssing fromthis planning has been the
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coordi nation of all the federal agencies that woul d be
intertwined to neet the nation’s needs in the event such an
attack were to occur. This lack of coordination, along
with sone significant natural disasters, led to the
creation of the Federal Energency Managenent Agency (FEMA)
in 1979 by President Jimmy Carter (Roth & Gaffney, 1996).
I n essence, FEMA was given the lead role in planning and
coordinating the federal response to donestic disasters
(Russell, 1997). Unfortunately the focus remai ned on
wi despread nucl ear warfare and not on single incident
response, an issue only recently overhauled (Roth &
Gaf f ney, 1996).

It wasn’t until the passage of the Stafford Act that
pl anni ng and preparedness were given financial priority,
thus allowi ng FEMA to respond nore adequately to disasters
(Roth & Gaffney, 1996). This led to the devel opnment of the
Federal Response Plan (FRP) in 1992, which is the structure
the Federal Governnent uses to respond to disasters (Roth &
Gaf fney, 1996). The procedures contained in the FRP all ow
FEMA to nore adequately support |ocal and state governnents
during natural and nman-nade di sasters (Tucker, 1997).
However, the FRP is not the catchall answer to disasters
and many concede it still falls short in several key areas

to include coordination, integration, time and noney (Roth
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& Gaffney, 1996). Although it addresses the coordination
of federal agencies, the FRP still |lacks a single, specific
command and control systemthat integrates state and | oca
assets (Roth & Gaffney, 1996). It should be noted,
however, that as with any plan, the FRP is still evol ving,
realizing efficiencies, broadening its scope, and inproving
its response capabilities (Oster, 1997).

Even though it is still evolving, the FRP does provide
a foundation, and strides are being nmade to address the
shortcom ngs and include the flexibility to neet new
chal | enges in di saster managenent as they arise. This
flexibility is evidenced by the 1996 FEMA devel opnent of
t he FRP annex delineating rapidly nobilized interim
responses that would precede the nore logistically
demandi ng traditional response assets (Tucker, 1997). This
annex details procedures for responding to incidents of
nucl ear, biological, or chemcal (NBC) terrorismin areas
where state and | ocal capabilities either do not exist or
are inadequate to handle the incident (Tucker, 1997). It
must be noted that no single disaster plan will answer all
t he questions and ensure that all the needs are net,
however, by incorporating flexibility and conprehensive
sub- pl ans, various needs may be addressed adequately as the

situation changes (Lewi s & Aghababi an, 1996).
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Shouldn’t the MIlitary be responsible for this?

One nyth that continues to persist is the role that
the US mlitary will play in the event of a donestic
chem cal or biological terrorist incident. The Posse
Comtatus Act (Title 18, Section 1385, of the U S. Code)
strictly limts the use of US. mlitary forces to execute
civil and crimnal |aw (Tucker, 1997). Departnent of
Def ense (DoD) support to state and |ocal authorities nust
be provided by mlitary and civilian personnel who are not
armed and do not engage in donestic |aw enforcenent
activities unless properly authorized by the president
(Tucker, 1997). This does not nean that the U S. mlitary
doesn’t get involved in disaster relief as evidenced by
recovery efforts in the wake of Hurricanes Andrew, Fran,
and Bertha, in addition to earthquakes, fires, and other
di sasters across the country.

This involvenent is not limted to direct response
activities either. Significant research and devel opnent
efforts in detection and neutralization of chem cal and
bi ol ogi cal weapons have been provided by the Defense
Advanced Research Projects Agency (DARPA) (Stephenson
1997). Departnent of Defense support of scientific

research and devel opnment in the field of NBC defense can
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and will have significant inplications on donestic civilian
pr epar edness and response.

Qobvi ously, the Departnent of Defense has a role in the
FRP and coordinates its activities wwth FEMA and ot her
signatories of the plan. Federal |aws and codes have been
one of the major obstacles in inproving DoD responses to
donestic disasters. Currently, the Departnent of Justice
and DoD are devel oping regulations for mlitary support
during energency operations involving weapons of nass
destruction (Tucker, 1997).

It is true that in the United States, the mlitary has
t he nost assets to deal with nuclear, biological, and
chem cal (NBC) warfare. However, as the Senior Advisor to
t he Bi ol ogi cal Warfare | nproved Response Program Bri gadier
General Donna F. Barbisch, D.H A, states:

W' re positioned to deal with these kinds of

threats on the battlefield. Wen the threat

becones a donestic issue, a |lot of the dynam cs

are changed. We don't traditionally nobilize our

mlitary for events in the continental United

States. The mlitary does not get involved until

cal l ed upon by the actual agency that has the

| ead in donestic situations. |In the Federal

Response Pl an, the Departnent of Health and Human



Di saster Pl anni ng 20

Servi ces—Fhe Public Health Service-is the | ead

Federal Agent in a nedical energency. (Johnson,

1999) .

This statenent is further strengthened by an Cctober 5,
1999 letter to the editor of USA Today by the Honorable
John J. Hanre, Deputy Secretary of Defense, which clarifies
the distinction of the mlitary' s role in donestic

i nci dents as bei ng supportive of and subordinate to the
civilian agencies tasked with responding to the incident.
Secretary Hanre further stipulates that the U S mlitary
does not want a domestic | aw enforcenent role (Hanre,
1999).

Realistically, neither the mlitary’s NBC units nor
any of the other elite federal units are geared to respond
inatinely manner. |In 1996, the Marine Corps established
t he Chem cal Biol ogical Incident Response Force (CBIRF) to
respond to incidents of chemi cal or biological terrorism
(Tucker, 1997). CBIRF has been pre-deployed to high
visibility events such as the 1996 Sunmer O ynpics, the
Republ i can and Denocratic National Conventions, and a G7
Summt. However, in spontaneous acts of terrorism CBIRF
and other elite federal units would require a m ni num of

four hours airtinme to deploy to the scene (Tucker, 1997).
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It is unlikely that terrorist organizations will give
advanced warning of their intentions specific enough to
permt a pre-deployed response. Elite federal assets also
lack the capability to handle | arge nunbers of casualties
during chem cal attacks and the ability to respond to

si mul t aneous i ncidents (Tucker, 1997). 1In 1996 the DoD
admtted shortcomngs in its ability to provide the

assi stance that | ocal energency agencies m ght need
followng a WWD terrorist attack (Gunby, 1998). As a
result, the enphasis switched to civil-mlitary cooperation
and enhanci ng donestic preparedness, which Congress
facilitated by enacting the Defense Agai nst Wapons of Mass
Destruction Act of 1996 (Danzig & Berkowsky, 1997). One
provi sion of this act includes the enabling of DoD and

ot her federal support to nore than 100 state and | ocal
prevention and response efforts (Danzig & Berkowsky, 1997).
It is for these reasons and others, that the major focus of
t he Donestic Preparedness Programis on training and

i ntegration exercises involving |ocal police, firefighters,
medi cal personnel, and other first-responders (Tucker,

1997) .
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Local Response—troubles in the first |line of defense

Despite federal response plans, nuch effort will be
required to enhance the preparedness of the l|ocal first-
responders (Tucker, 1997). Traditionally first responders
include fire, police, and EMS resources. In the event of a
chem cal or biological act of terrorism the |ocal nedical
community will also be a key component of the response,
al though it may not be the first to respond. For this
reason, the Centers for Di sease Control and Prevention
(CDC) and the Departnent of Health and Human Services
(DHHS) are working with state and | ocal organizations to
i nprove their response capabilities and devel op locality-
specific plans (DHHS, 1999).

Wio will “respond” first will be dependent on whet her
the attack is chem cal or biological in nature. Chenica
agents by their nature result in casualties al nost
i mredi ately upon contact. Biological agents on the other
hand, may take days to make the victimshow signs of an
illness. Because of this, the discussion will alternate
bet ween chem cal and biol ogical attacks. In the event of
an overt biological attack the energency response woul d be
simlar to that needed in a chem cal case (Tucker, 1997).

For this reason, it nust be understood that the traditional
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first responders—police, fire, EM5S—+my be aware of, and
have to contend with, a biol ogical agent at the scene of
t he di saster.

Because the arrival of specialized federal response
units could be del ayed for several hours, pronpt nedical
treatment will inevitably be the responsibility of |oca
first-responders (Tucker, 1997). |If a terrorist incident
were to result in the release of a lethal chem cal agent,
| ocal assets—firefighters, police, paranedi cs—aould be the
first to arrive on the scene, and | ocal hospitals and
heal th care workers would bear the i medi ate burden of
treating casualties (Tucker, 1997). These responders wl|
have to performtheir duties at a time of unprecedented
crisis and fear (Sinon, 1997). Conplicating this is the
fact that not all fire departnents are trained to deal with
hazardous material incidents, even though a majority of
muni ci palities have special hazardous materials (HAZNMAT)
teans equi pped and trained to handl e i ndustrial HAZMAT
contingencies (Tucker, 1997). It is conmon for these
special teans to be included in local plans to respond to
chemi cal terrorist incidents. Nevertheless, such teans are
generally not trained or equipped to detect, identify, or
handl e chem cal warfare agents, which depending on the

chem cal and its concentration, may be significantly nore
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toxic than industrial chemicals (Tucker, 1997). This
statenent is supported by Donestic Preparedness Program
field exercises that have often found these individuals to
be poorly trained and equi pped to respond to incidents of
chem cal or biological terrorism (Tucker, 1997).
Additionally, while |ocal responders will nost |ikely be
first on the scene, they should also be trained to
integrate with federal support fromthe Public Health
Service (PHS) and DoD (Lederberg, 1997). These field
exerci ses have also found that | ocal response planning is
i nadequate for such incidents (Tucker, 1997). It is
important that state and | ocal health departnents work with
the first responders to ensure that their plans address
chem cal and bi ol ogical terrorism paying particular
attention to protective neasures and training (DHHS, 1999).
Thi s i nadequacy has al so pronpted several Federal and
State initiatives to strengthen the capabilities of first
responders. The Departnent of Justice, by order of the
Attorney Ceneral, setup an Ofice for State and Loca
Donesti ¢ Preparedness Support to administer grants to state
and | ocal public safety personnel for the acquisition of
equi pnent and training necessary to safely respond to and
manage donmestic terrorist activities, nuclear, radiol ogical

and expl osive devices (U S. Departnment of Justice [DQJ],
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1999). This programspecifically identified 157 cities and
counties nationwi de that are eligible for this grant
program and generally directed the funds to the first
responders in these | ocations.

Qur current capability to effectively respond to an
incident of biological terrorismis far |ess than needed
(Russel |, 1997). The civilian popul ati on cannot be
protected in the sane manner as the arned forces, which has
access to vaccines, equipnent, training, and intelligence
information (Atlas, 1998). The first responders to a
bi ol ogi cal attack are unlikely to be the mlitary, police,
or firefighters even though they are the enphasis of nost
of the current preparedness initiatives (Atlas, 1998). The
first responders to such an attack are nore likely to be
enmergency room wor kers or other heal thcare personne
(Atlas, 1998). To a further extent, physicians will be in
the front line for renediation in the wake of a bi ol ogica
terrorist attack (Lederberg, 1997). They should be trained
to be alert to any constellation of disease that m ght be
t he harbi nger of new out breaks (Lederberg, 1997).

There has been little focus on preparing the
heal t hcare infrastructure to handl e chem cal and bi ol ogi cal
casualties. There are several possible reasons for this,

nmost notably a | ack of conmunication. The |ack of
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prepar edness can also be attributable to the fact that
casualties frombiological terrorismare so disturbing to
t hi nk about, that many public officials cling to the hope
that with the right mx of police, security neasures, and
intelligence gathering, such events can be prevented
(Sinon, 1997). Another reason cited is the difficulty in
pl anning for an event that has never occurred before
(Sinon, 1997). Furthernore, defense against a biol ogical
attack is both unfamliar and difficult, and there is a
natural tendency to put it aside in favor of problens that
are easier to deal wth (Danzig & Berkowsky, 1997). There
is also the belief that because they have never been used,
t herefore they never will be (Danzig & Berkowsky, 1997).
For sonme, there is a sense that a potential actor can be
deterred fromusing biological weaponry if it is clear that
this would invite nuclear retaliation (Sinon, 1997). This
notion is conpletely |acking in sound reason given the
evidence of the great difficulty that lies in |linking
forensic evidence back to the perpetrators. It also fails
to take into account an attack by donestic terrori st
gr oups.

The nedical and health conmunities wll play the nost
significant role in conbating biological terrorism and

will have to contend with mass public fear and uncertainty
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on a national scale (Sinon, 1997). To the extent that we
can reduce the uncertainty about how biol ogical terrorist
incidents are likely to unfold, the better the nedical and
heal th professions will be prepared to deal with the
aftermath of this nost dangerous form of global terrorism
(Sinmon, 1997). Casualties from biol ogical and chem ca
terrorismw || challenge our disaster nmedical plans and
heal th professionals to the extrene (Slater & Trunkey,
1997). Not only will the nunber of casualties be
potentially overwhelmng, there is the added risk for
contam nation fromthe patients and the environment (Sl ater
& Trunkey, 1997).

Wil e protective clothing is a solution to this, it
al so brings about unique issues to address as noted in
studi es conducted by the U S. Mlitary. These studies
found that claustrophobia, difficulties with breathing
apparatus, overheating, dehydration, failure to recognize
danger, and anxi ety commonly occur in personnel using
protective equi pnent (Sl ater & Trunkey, 1997). Studies of
fire and HAZMAT response teans nay show sim |l ar findings.
The inplications are profound; particularly given the |evel
of training the average civilian healthcare worker receives
inthis type of protective clothing (Slater & Trunkey,

1997). Indeed, healthcare workers beyond those with even



Di saster Pl anni ng 28

m ni mal protective clothing training may suddenly find

t hensel ves chal l enged with the prospect of functioning in
protective equi pnent (Kvetan, 1999). It also highlights a
potential problem of secondary exposure, should healthcare
wor kers be unable to tolerate prolonged use of protective
clothing (Slater & Trunkey, 1997). Thus, there is a great
potential that healthcare facilities would be rapidly
overwhel med by a nass outbreak of infectious disease froma
bi ol ogi cal attack (Atlas, 1998).

The relative unfamliarity of nost enmergency nedicine
personnel with the diagnosis and treatnent of injuries from
non- conventi onal weapons conbined with the high casualty
generation potential of these weapons wil| exacerbate these
difficulties (Slater & Trunkey, 1997). It is inperative
t hat comuni cati on and coordinati on between all |evels be
fostered since |local resources will be central to any
successful response to the terrorist use of a biological
agent (Tucker, 1997).

As difficult as coordination anong FRP agencies is, an
even nore significant hurdle exists at the integration of
t hese assets into | ocal and state governnents (Roth &
Gaffney, 1996). 1In general, each locality, county, and
state will have its own agenda and nanagenent structure

into which a federal resource nust fit (Roth & Gaffney,
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1996). It is critically inportant that inproved

coordi nati on be devel oped between federal response teans
and state and | ocal first responders (Tucker, 1997).

O herwi se, as evidenced in previous events, it wll take
fromdays to weeks to nmake this integration (Roth &

Gaf fney, 1996). |In the neantinme, federal assets are either
unused or underused (Roth & Gaffney, 1996). To resolve
this, each jurisdiction s enmergency managenent plan nust
address the integration of these resources into their
existing structure (Roth & Gaffney, 1996). It is not
uncommon for these plans to do so for nutual aid resources
coming fromthe inmediate area, but rarely does a plan go
further than that (Roth & Gaffney, 1996).

The National Guard is also integrated into nost state
energency response plans (Gunby, 1998). Should an incident
overwhel m | ocal assets, the state governor may decide to
call up National Guard assets to assist |local authorities
(Tucker, 1997). Unfortunately, it may take 12-24 hours for
these units to nobilize and depl oy (Tucker, 1997). 1In an
effort to inprove coordination and |ocal capabilities, the
DoD drafted a plan in 1996 to establish one Rapid
Assessnent and Initial Detection (RAID) teamin each of the
ten FEMA regions (Gunby, 1998). These units woul d be

conposed of state National Guard units with the thought
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that the personnel are already |located in many of the
potential target comrunities (Gunby, 1998). The plan al so
calls for stockpiling antibiotics and vaccines (including
those for anthrax and small pox) as part of a federal health
agency-wi de effort to protect civilians in the event of a
terrorist act (Gunby, 1998).

Anot her aspect that inhibits cooperative and
coordi nated di saster planning efforts in the civilian
heal t hcare sector is the conpetitive nature of the
i ndustry. Regardl ess of whether an organization is for
profit or not for profit, it still nust conpete for market
share and scarce financial resources in order to exist. It
is difficult to convince CEGCs of the inportance of
commtting resources to prepare for a scenario that my
never cone to fruition. Its even nore difficult in areas
wi th several conpeting organizations when comrtting scarce
resources could easily result in forfeiting a conpetitive
edge.

The heal thcare industry in the United States has
under gone significant and often painful transformations
over the past ten years, with nmany facilities having to
downsi ze or close as a result. This has led to another
i ssue that disaster planners nust contend with and that is

the issue of dwi ndling comunity resources. Once a plan is
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devel oped, it nust be updated to reflect changes in the
environnent for which it will be inplenmented. Adjustnents
for new threats, new technologies to deal with the threats,
and changes in the response resources in the conmunity are
all considerations that nust be taken into account. It is
i mportant that individuals involved in the planning process
keep abreast of political and | egislative changes that

i npact the healthcare environnment as well. The Bal anced
Budget Act is one such piece of legislation that has had a
severe and negative inpact on the healthcare industry,
particularly hospitals. Wiile relief efforts are being
sought, it is already too late for nmany facilities,
particularly in the rural comunities. This is a prine
exanpl e of the broad type of intelligence information that
nmust be reflected in the planning process.

The Joi nt Conmi ssion for Accreditation of Healthcare
Organi zations (JCAHO requires hospitals in the United
States that seek accreditation to have di saster plans and
ensure that their enployees are famliar with them (Auf der
Hei de, 1996). Hospitals are not only required to have a
witten disaster plan, they nust also inplenment that plan
at least twice a year to neet JCAHO standards (Oster,
1997). O course, the nere existence of a disaster plan

does not assure that the institution is actually prepared
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(Auf der Heide, 1996). Rehearsal of the plan and conti nued
refinement are extrenely critical (Slater & Trunkey, 1997).
Unfortunately, the analysis of nunerous disasters has
reveal ed that hospitals are often inadequately prepared
(Auf der Heide, 1996). This analysis has found that
hospitals are often overwhel ned by the substantive and

unpl anned for problens that develop in disasters (Auf der
Hei de, 1996). This is particularly true in terrorist

i nci dents where over triaging often occurs and results in

i nefficient consunption of medical resources (Slater &
Trunkey, 1997). Enpirical studies also reveal that plans
are only as good as the assunptions they are based on, and
much of this conventional w sdom has been incorrect (Auf
der Heide, 1996). |If the threat of chem cal and bi ol ogi cal
terrorismis to be taken seriously, it will require a ngjor
effort to devel op contingency plans (Russell, 1997).

There are many reasons for the inadequacies that exist
in the local civilian response activities. Those nentioned
in the previous paragraphs are by no neans all-inclusive,
but are nerely a sanple fromacross the nation of the
primary reasons given for the current state of il
preparedness for chem cal and biological terrorism

Fortunately the evidence suggests that sone policynakers,
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| awmakers, community and industry | eaders are beginning to

heed the warning signs and take action.

Reconmmendat i ons

What can we do to fix this?

Di saster can be defined as an event that results in
risk of injury or loss of life or property and results in a
demand for services that exceeds avail able resources (Lew s
& Aghababi an, 1996). Chem cal and bi ol ogi cal weapons
certainly have the capability to overwhel mlocal response
capabilities. Only by planning and investing in the right
training and defensive neasures can we reduce the risks,
di sruption, and casualties fromsuch incidents (Danzig &
Ber kowsky, 1997). In devel oping pl ans, the nunber of
victinms and severity of injuries necessary to overwhelm
services will vary fromcomunity to community and is
dependent on the availability of EM5S and hospital resources
(Lewi s & Aghababi an, 1996). Disaster planning nust take
into account resources available locally as well as the
options that are available from outside sources (Lewis &
Aghababi an, 1996). Planners nust take into account the
possibility that sonme | ocal response assets will fall

victimto the attack and hanper response activities (Sl ater
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& Trunkey, 1997). Hospital disaster plans nust al so
account for the limts of the community resources and
establish systens to assess danamges and anti ci pate needs
(Lewi s & Aghababi an, 1996). There nust be a network of
conprehensive plans for all expected |osses, such that they
can be replaced as the events surrounding a disaster unfold
(Lewi s & Aghababi an, 1996).

Di saster planners nust plan for a variety of
di sasters, especially those that pose the greatest
potential risk to a given conmunity. Al though many
di sasters are unpredi ctable and unpreventable, there are
potential disasters that can be identified through
communi ty assessnent (Oster, 1997). A conprehensive
hospital disaster plan begins with a comunity assessnent
to identify likely scenarios and the needed resources to
respond to them (Oster, 1997). Hospital plans nust al so
di stingui sh between internal and external disasters (Lew s
& Aghababi an, 1996). External disasters occur within the
community and may or may not affect the hospital directly
(Lewi s & Aghababi an, 1996). Internal disasters refer to
conditions affecting the hospital directly and nay be an
extension of the external disaster (Lewis & Aghababi an,
1996). The plan shoul d address the | oss of power, water,

heat, comuni cations, and structural problens (GCster,
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1997). Contingency plans for dealing with public hysteria
and di sruption of health care delivery systens—ncl udi ng
the possibility of health care professionals’ beconmng il
fromthe biological attack, or fleeing the affected area if
they are not confident that they have adequate equi pnent to
protect thensel ves—shoul d be established in every | arge
city (Sinon, 1997).

Experi ences encountered during actual disaster
situations formthe basis for teaching disaster nedicine
and di saster planning (Lewis & Aghababian, 1996). This is
true in San Antonio, which recently held a Di saster
Pl anni ng Conference that drew from experience during the
G eat Flood of 1998 to facilitate thinking for other
di saster scenarios. Past experiences and | essons | earned
can provide an excellent foundation in the devel opnent of
contingency pl ans.

The concl usi ons drawn fromthe previous sections
hi ghl i ghting the shortcom ngs in preparedness for acts of
chem cal and biological terrorismcan be subcategorized
into the follow ng groups: planning; strategic planning;
intelligence; personnel and facilities; education and
training; and coordination and comruni cati on.

Pl anni ng. Each individual healthcare entity should

examne its role or potential role in the event of a WWD
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incident. As nentioned earlier, the federal governnent
recogni zes it does not have the resources to respond
adequately to a donestic incident of biological or chem cal
terrorismand is therefore establishing prograns to assi st
| ocal and state agencies’ preparation efforts. 1|In essence,
the civilian healthcare sector, which includes sone of the
first responders, has been tasked with developing its own
readi ness mssion, simlar to the mlitary’s.

Pl anning occurs in three tine-based segnents. The
first and logical ideal is the pre-incident or contingency
plan. |ssues are addressed and planned for ahead of tine
and the plan is nmerely inplenmented if a crisis occurs.
Those involved in the plan inplenentati on and response
efforts should nonitor the situation, adjusting the
response to nmeet the crisis as it develops. The second
ti me-based segnent, and unfortunately the one that is nost
often utilized, is concurrent planning. This occurs at the
sane tinme the crisis is occurring and is reactionary in
nature. This type of “seat of your pants” planning is not
very effective in adequately neeting the needs of the
community and often serves as an exanple of |essons |earned
in how not to do things. The final segnent is the post-
incident plan. This is a very inportant segnent in

preparing the comunity’s assets for future crises. In
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this segnent, a review of the disaster and its consequences
is conducted, along with an evaluation of how the response
pl an’ s i npl enentati on devel oped. Lessons |earned are
incorporated into the response plan’s revision to
facilitate a better response in future disasters. Planners
and others responsi ble for the response efforts should
i ncorporate the contingency and post-inci dent phil osophies
in their planning activities. By doing so, responders wl |
be better prepared to neet the dynam cs of the disaster and
be less reliant on reactionary planning.

The American Col | ege of Energency Physicians (ACEP)
has recei ved nunmerous requests for disaster nedical
pl anning information (Auf der Heide, 1996). Anpong them
have been requests from hospitals for generic disaster
plans to adapt for their own use (Auf der Heide, 1996).
Di saster preparedness is not sonething that can be
devel oped for us by soneone el se, however, and disaster
researchers have di scouraged the use of “generic” disaster
pl ans (Auf der Heide, 1996). There is an increased
awar eness of the inportance of the nulti-disciplinary
approach to disaster planning to i nprove asset nobilization
and utilization efficiencies (Oster, 1997). It has been
argued that the process of disaster planning is nore

inportant than the witten docunent that results (Auf der
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Hei de, 1996). |In an ideal planning environnent, a broad
spectrum of disciplines, internal and external to the
organi zati on are brought in to brainstormand devel op a
pl an.

So how do we devel op a plan? One nethod has been to
extensively research di saster managenent literature for key
problens that will have to be addressed in a disaster plan
(Auf der Heide, 1996). The problens are phrased as
guestions and organi zed into categories, then addressed
according to appropriate |ocal circunstances (Auf der
Hei de, 1996). The result is a reasonably effective plan
that recogni zes the fact that in disasters, hospitals do
not exist in isolation (Auf der Heide, 1996).

It has al so been suggested that the type of
contingency planning used by the military in anticipating
new threats serves as a useful framework for the civilian
sector (Buchanan, 1997). 1In this case, civilian planners
are encouraged to adapt the four mlitary contingency
pl anni ng conponents of intelligence, personnel and
facilities, rapid response, and strategic planning to
formul ate their own plans (Buchanan, 1997). In mlitary
terns this can be done at the tactical or short-termlevel,

and at the strategic or |ong-range |evel.
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Strategic Planning. This conponent of contingency

pl anni ng draws on and feeds the other conponents of
contingency planning. Strategic planning involves futuri st
t hi nki ng to consider how changes in global politics,

soci ety, econom cs, technol ogy, science, and nedicine wll

i npact an organization’s ability to neet future challenges
(Buchanan, 1997). Wile this list is not all enconpassing,
it serves as a reference point for how broad a view is
needed in contingency planning. Few in the healthcare
communi ty woul d have ever predicted that the fall of the
Sovi et Union woul d be brought about by the economcs of a
Cold War arns race and would result in the exodus of
scientific personnel and materials to rogue nations and
terrorist organizations. Nor would they have made the
connection that biological and chem cal terrorismwere nore
of reality than at any other tinme in history. Nor would

t hey have believed that they would be drafting plans,

trai ning personnel, and purchasing equi pnent to help their
staffs cope with such terrorist incidents.

Heal t hcare executives and | eaders are becom ng
increasingly interested in the mlitary s war coll eges
where questions such as “what we would do if” are posed and
appropri ate responses are planned for (Buchanan, 1997).

This type of strategic planning is undertaken with the
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realization that the probability of any specific “what if”
scenario is low, but the probability that one scenario wl|
materialize is extrenely high (Buchanan, 1997). Most
heal t hcare organi zati ons recogni ze the inportance of
internal strategic planning for their routine operations,
and sonme are beginning to recognize its inportance in
preparing for acts of terrorism These organizations are
cautioned not to forget the external strategic planning
necessity. Healthcare organizations should consult and
work with police, fire, EMS, public utilities, city

pl anners, county planners, local mlitary facilities,
pharmaceuti cal and nedi cal equi pnent suppliers, other
consumabl es suppliers (food, water, fuel), local public
health districts, and the business comunity to draft
contingency plans in the event of a terrorist act. They
shoul d al so involve state and federal authorities as well,
tapping into their vast networks of resources. The efforts
sone heal thcare organi zati ons have undertaken to deal with
the Y2K bug offer an excellent starting point for strategic
contingency planning, particularly if their efforts have

i ncl uded col | aborative conmunity efforts |ike those of the
Greater San Antonio Hospital Council’s Y2K comm ttee.

Intelligence. 1In the nost sinplified terns,

intelligence is the gathering of information prior to,
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during, and after an event to strengthen the response to
the event, regardless of when it occurs. Mre
specifically, intelligence is the gathering of nedical,
scientific and other information (Buchanan, 1997). In fact
before any planning can take place, initial information
nmust be gathered to facilitate the planning process
(Leonard, 1996). Intelligence gathering plays a key role
in the aforenentioned strategi c planni ng process because it
provi des scenario drivers to facilitate the planning
process. Under ideal conditions, planners know all the

i nformati on about a possible event and it is only a matter
of noving the assets to nmeet the needs generated by the
event. Unfortunately this is rarely the case, even when
terrorists or informants provide advance warning of their
intentions. Details are often vague or deliberately

m sl eadi ng, often resulting in chaos that causes initial

m smanagenent of response assets.

Much like the mlitary, tactical and strategic
intelligence nmechani sns can overlap. Fromthe civilian
perspective, tactical intelligence is avail able from many
sources. In the pre-incident phase, the healthcare
i ndustry can draw from nunerous Internet sites that provide
useful planning, informational, and response information

for various incidents. Sone of the major sites include the
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Centers for Disease Control, the Departnent of Defense, the
Departnment of Energy (DOE), the World Health Organi zation
(WHO), and the Departnent of Health and Human Services. An
appendi x is provided which lists several useful websites
for contingency pl anning.

Federal and State heal th agenci es al so provide
war ni ngs of potential disease outbreaks and shoul d be
utilized as resources for planning purposes. There are
al so non-nedi cal resources that should be considered for
intelligence gathering. The predom nant sources are the
DoD, the FBI and others in the | aw enforcenent community.
These organi zations, along with the National Security
Agency (NSA), the State Departnment, and the Centra
Intelligence Agency (ClIA) accunul ate enornous anmounts of
data regarding threats to the United States. A significant
portion of this information is available to the public at
their respective websites. It is inportant to rely on
these intelligence and | aw enforcenent organi zations to
identify specific threats (Russell, 1997). This
information is beneficial in planning both tactically and
strategically. Oher sources of information are the
nunmerous scientific, nmedical, and educational institutions
that of fer personnel resources and |library archives rel ated

to sone of the threats posed. These resources are often
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avail able in electronic format through such sources as Med-
Line and the institution’ s or individual’s website.

Organi zations should not limt their intelligence
gathering efforts to only donestic sources. There are many
nations that have vast years of experience with terrorism
Per haps one of the best at responding to such incidents is
the nation of Israel. Because of near continuous mlitary
and terrorist threats, Israel has one of the nobst advanced
nati onal disaster plans in the world (Kvetan, 1999). The
| sraeli systemfully integrates mlitary and civilian
medi cal assets, and has designed its hospital systemto
specifically accommpbdat e HAZMAT casualties (Kvetan, 1999).
It may be val uable for organi zations and conmunities to
establish consultative exchanges to strengthen their
abilities to respond to acts of terrorism Many
comunities have already established economc and cultura
exchange prograns, and disaster planning could easily be
i ncorporated into these prograns.

Intelligence gathering goes beyond sinply addressing
the nedical issues of potential victins. Admnistrators,
facilities managers, HAZMAT managers, pharnmaceuti cal
managers, and public relations managers nust al so be
involved in the intelligence process. Bed capacity;

staffing; security; ventilation; water supplies and
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dr ai nage; conmuni cations; electricity; generators;
mai nt enance; protective clothing supplies; decontam nation
supplies and equi pnent; antibiotic and vacci ne supplies;
and nedia control are a few of the issues to consider
should a terrorist incident occur.

| f contam nated patients arrive at your facility, what
hazards will they pose to the facility and its occupants?
Do you have the capabilities of decontam nating |arge
quantities of staff and patients? How will contam nated
clothing and water be handl ed? WII your communi cations
network wi thstand the onsl aught of calls seeking
information, both internally and externally? If the
i ncident involves a power disruption that affects your
facility, how long can you go with generator power? WII
you be able to acquire fuel supplies? Do you have enough
beds, staff, and supplies to cope with a |arge-scale
di saster? How will you handle the nedia to avoid panicking
the public and sinultaneously ensuring public safety? The
answers to these questions will depend on who is attacked,
how many are affected by the attack, and the reaction of
the public to the attack. One scenario to keep in mnd is
the potential for an attack on an area of the city with a
| arge concentration of nmedical facilities, such as in the

San Antoni o Metropolitan Area known as “hospital hill”.
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In the early stages of a terrorist attack, the
general public, first responders, and news nedia can often
provide real tinme information to the healthcare systemthat
may enable it to properly prepare its response to the
crisis. Healthcare personnel will need to guard agai nst
i naccurate or exaggerated reports from pani cked citizens or
deliberate msinformation fromthe terrorists or their
synpat hi zers. In general the first responders, that is,
the police, fire, and energency nedical system (EMS)
personnel will be the nost reliable source of this
informati on. Because they will be the first officia
response on the scene, the first responders have been the
focus of recent federal and state efforts to prepare the
civilian community to cope with chem cal and bi ol ogi cal
terrorist attacks. The ability to recognize and treat
victinms for various chem cal agents, provide an accurate
and tinely estimte of the nunber of victins, and contain
further contam nation to people and equi pnent w ||
significantly enhance the nedical community' s ability to
respond appropriately to a chemcal related crisis.

This is quite different, however, when bi ol ogi cal
agents are used. Victins may appear in ERs, individual
doctors offices, public health clinics, school nurse

of fices, worksite health offices, and nursing hones. The
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ability of those who would make first contact with these
patients to diagnose their synptons is inportant. Perhaps
even nore inportant is the provision of a nmechanismto
report such incidents to a central point, which may provide
the first indication that a biological attack has occurred.
In the U S., individual clinicians funnel their
reports to local and state public health offices, and in
turn to the national Centers for Disease Control and
Preventi on (Lederberg, 1997). Oher nechani sns co-exi st
with the CDC system such as Southern California s Reddi Net
system whi ch anong other things has the ability to detect
spikes in flu viruses ("Flu Task Force Endorses,” 1998).
The nonitoring sensitivity of such systens could be enough
to warrant further investigation to deternine if a
del i berate biol ogical agent is responsible or if it is just
a naturally occurring event. The effectiveness of this
reporting mechanismwll be in the training of healthcare
wor kers to recogni ze the synptons of biological warfare
agents and understand that they often mmc routine
illnesses. Wth the exception of ER staffs, this training
shoul d be geared toward those not in the first responder
category. This does not inply that first responders should
not be trained in the risks of biological agents. First

responder training should focus on personal protection and
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containnent if a biological agent is suspected or confirned
at a disaster sight.

Personnel and facilities. The chaos that will devel op

with a chemi cal or biological terrorist attack will pose
significant managerial inplications for |ocal responders.
Pl ans shoul d address issues of staff availability and
recall. Additionally, as the severity of resource
deprivation increases, the need for role flexibility also
clinbs (Bissell, 1996). This inplies the need for cross
trai ning and exposure to other areas of the hospital

out side of the enployee’s normal work environnent.

Consi derations should also be given to the fact that sone
heal thcare workers will be victins and several replacenent
sources should be identified ahead of tine. Large-scale
attacks will drain on staff capabilities, further
aggravating the need for additional healthcare workers.
This drain on healthcare resources will require the staff
to inplenent unique triage procedures that they may not be
famliar with. 1In chem cal or biological attacks, it
becones critically inportant to prioritize care to those
victins that will benefit nost with the limted resources
avail able (Gster, 1997). This will require a fundanental
change in the Anerican approach to emergency heal thcare

delivery, which often entails heroic efforts for an
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i ndi vi dual without regard to the resources invol ved.
Rendering selective care through disaster triage, although
essential, is alien to nost providers because they are
trained to exhaust all possibilities for all victins
(Cster, 1997). This will require training for all staff
menbers to recogni ze when it beconmes futile to render care
to victins that won’t survive regardless of the efforts of
the staff (Gster, 1997). Only by instilling this

phi | osophy i n disaster preparedness efforts can the
heal t hcare community begin to address the resource
[imtation problenms that will present during a |arge

magni tude cri sis.

Pl ans shoul d i ncl ude probl enms brought on by staff
fears and concern for their safety and that of their
famlies. The 1992 Los Angeles riots provide sone insights
t hat pl anners shoul d consider in regards to staffing
i ssues. Many Los Angel es hospitals experienced difficulty
convincing staff to remain on duty partly due to the
hostil e environment created by the riots and because staff
menbers were uncertain over the safety of their own
famlies and hones (Lewi s & Aghababi an, 1996). Stress
relief and counseling services should be planned for ahead
of time and inplenented for staff and patients during and

after the inmedi ate cri sis.
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Pl anners shoul d consider the | egal issues of
alternative sources of healthcare workers, such as those in
i ndependent practices, nursing hones, and charitable
organi zations. Energencies on this scale will produce
uni que situations that nost healthcare adm nistrators are
not prepared or trained to deal with. Additionally, as in
many di sasters, untrained and uncoordi nated vol unteers may
show up and begin rendering assistance. It is inperative
during chem cal and biological terrorist incidents that
t hese assets be managed in a positive fashion to avoid
contradictory treatnment protocols and to prevent further
proliferation of the agent through contam nation. Public
relations staff will be of great assistance at this stage,
di ssenm nating accurate i nfornmation about public health
concerns and hospital needs to include bl ood donations.
Public hysteria and disruptions in healthcare delivery are
very real possibilities during a chem cal or biological
attack. Public relations staff should also be used to
di ssem nate accurate information that will help reduce this
public panic (Sinon, 1997).

Security will also be a major point to address in the
plan as well. Controlling public panic and disruption of
services will require a significant security el enent.

Lessons fromthe Los Angeles riots include the fact that
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many facilities | ost power after 2-3 days of civil unrest
in their external environnents (Lewi s & Aghababi an, 1997).
Security plans should be nade in conjunction with utility
conpani es and | ocal, state, and federal |aw enforcenent
agencies to mnimze the potential disruption of services
fromfactors in the external environnent. Provisions
shoul d be nade for shortages or conplete unavailability of
| ocal law enforcenment officials to assist with security
measures as wel | .

This section also addresses facilities, which
enconpasses the physical building and its conponents. It
shoul d al so i nclude the services, equiprment, and supplies
necessary for the facility to fully function in the event
of a chem cal or biological incident. Ventilation, power,
and water supplies will be of critical inportance in
sustai ning the organi zation’'s response to a terrorist act.
In preparing its plans, the facility should | ook at
internal and external disaster factors, and plan for
neeting the chall enges they present. Supply stocking
policies will vary from organi zati on to organi zation, wth
many relying on just-in-tinme inventory practices for nost
non-urgent consumables. Cearly, there is a need for
hospitals to have adequate supplies—er ways to quickly

obtain these supplies—ef antibiotics and antitoxins that
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could be used to treat those exposed to biological agents
(Sinon, 1997). The Tokyo subway attack provided sone
supply | essons planners should consider. Initial supplies
of pharmaceuticals to treat victins were sufficient for the
nmoderate to severely ill victins (Ckunura, et al., 1998).
Early in the crisis, an order was placed for additional
pharmaceuticals that facilitated further treatnent of the
victinms (Okunura, et a. 1998). The plan should give
consideration to alternative sources for obtaining al
supplies to include substitutes. It is possible that
contai nment efforts will disrupt routine delivery services.
This can significantly delay the arrival of critical itens
that may be needed in the treatnment of victinms of this
incident or an unrelated but equally traumatic incident.
Pl anners shoul d keep in mnd that not only will there be
bi ol ogi cal or chem cal casualties, but trauma victins from
the resulting chaos as well. Interagency and nutual
support agreenents are other issues to consider when
devel opi ng supply contingency plans. It is inportant that
pl ans address coordi nation and lines of authority to
facilitate a snmooth and thorough response to the crisis
(Roth & Gaffney, 1996).

In addition to nedical supplies, plans shoul d address

wat er, fuel, food, linens, and other itens necessary to
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sustai n an extended staff section and extraordi nary patient
load. Due to the potential transportation, security, and
wor kl oad problens that nmay be encountered, it is inportant
that plans include provisions for sleeping quarters,
scrubs, and linens to support staff nenbers that remain at
the facility for an extended period of tine (Lews &
Aghababi an, 1996). Consideration should al so be given to
the potential of refugees canping in and around the
hospital compound. |If a chem cal or biological attack
resulted in an evacuation of an area, planners should be
awar e of what potential populations may end up at their
facility. Nursing hones may evacuate their patients to

| ocal hospitals and add to the burden on staff and supplies
(Auf der Heide, 1996).

Along with antibiotics and vacci nes, the plan shoul d
address other protective measures such as nmasks,
respirators, hazard suits, and decontam nation
capabilities. Additional |essons fromthe Tokyo Sarin
attack include the ineffectiveness of ordinary masks and
gl oves worn by nedical staff for protection against
chem cal agents, which resulted in secondary exposure of
sone staff nmenbers (Okunura, et al., 1998). Very few
di saster plans include a conprehensive decontam nation

conponent (Slater & Trunkey, 1996). Decontam nati on
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requires large quantities of water, the ability to apply it
to the patient, and a neans to di spose of contani nated

wast ewat er and clothing that the patient was wearing
(Slater & Trunkey, 1996). During such a crisis,

significant supplies of protective clothing may be utilized
depending on the size of the disaster. \Wile such supplies
can be stockpiled, plans should address the issue of shelf
life to prevent unnecessary risk to staff and civilians.

D sposal of contam nated gear and patients’ clothing, in
addition to the decontam nati on agents nust al so be
addressed. It is possible that decontam nation will occur
at the attack site, however, and those forward

decontam nation units may surface a need for additional
protective gear for their staff and the victinms, again
depending on the scale of the attack. Community w de
coordi nati on of decontanination plans is necessary to
ensure it is properly conducted and supported to contain
the agents used and prevent further exposure. |If fixed
decontam nation stations are established, the plan should

i ncl ude mai ntenance schedul es to ensure the equipnent is
wor ki ng properly. Additional consideration should be given
to the water supply to be used for decontam nation. Areas
that are susceptible to droughts should consider alternate

sources of decontam nation. Alternative treatnent areas
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shoul d al so be configured for the unique probl ens that

chem cal and bi ol ogi cal casualties will pose. This was a

| esson | earned in the Tokyo attack when poor ventilation in
overflow treatnent areas resulted in secondary chem ca
exposure to the staff (Okunmura, et al., 1998).

I ndividual facilities nust also consider protective
gear for other staff nenbers who are involved in the
response, but are not providing direct patient care. This
woul d i nclude sone adm nistrative staff as well as security
personnel . Contingencies involving biological and chem cal
casual ties, although urgent, wll be processed slower than
normal nmass casualty situations. Consideration should be

given to alternate fornms of comrunication due to the

cunber sone nature of the protective clothing that will be
used. In addition to this, decontam nating patients, on
scene responders, and transport vehicles will delay the

arrival of victinms to the treatnent areas. The m ndset
that nust drive the response to this type of crisis is the
safety of the many over the lives of a few. Containing the
potential agents used in the attack is paranount.

Desi gnated safe areas and control |l ed access to the
facility at all possible entry points nust be maintained.
As is often the case in nost disasters, getting victins to

t he nearest hospital is seen as the nost inportant
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obj ective (Auf der Heide, 1996). Security measures nust
address the spontaneous arrival of patients in non-
traditional nodes of transportation. This will be critical
in preventing the possible spread of the chem cal or

bi ol ogi cal agents. Security personnel should be equi pped
and trained to operate detection equi pnment and pl ans shoul d
be devel oped to decontam nate vehicles and personnel at the
heal thcare facility. Depending on the type of attack, the
| ocation, and neteorol ogical conditions, the facility wl
need to verify that staff and patient vehicles already at
the facility and those just arriving are not contam nat ed.
Li kewi se, those facilities that operate nedical evacuation
(medevac) helicopters nust consider the safety of the crew
and the decontanmination issues if the aircraft is used in
the response. This is also an area the mlitary has

consi derabl e experience in and should be used for

consul tation in devel oping a plan and procuring protective
clothing for flight crews. Finally, nost protective
clothing will be cunbersone to the point that norma
functions cannot be perforned, to include the use of sone
treatment equipnent. Training and exercises will identify
t hese shortcom ngs and facilitate adaptation to overcone
them Consideration should also be given to the equi pnent

that wll be used during the response. It is unlikely that
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this equipnment is conpatible with the protective clothing
that staff nmenbers will be wearing, nor is it conpatible
with the decontam nation nethods comonly used. This is
particularly true for off-the-shelf electronic instrunents
and conputers. Plans should address the use of |owtech
treatment and admi nistrative nmechanisns until the threat
has passed.

Prudent public health neasures, including vaccination
of selected groups—nilitary, healthcare workers, and other
civilian popul ati ons—st ockpiling of nedicines, and
devel opnent and depl oynent of rapid diagnostic systens
shoul d be undertaken to conbat the real threats of
bi ol ogi cal weapons (Atlas, 1998). Plans should give anple
consideration to the key el enents of personnel, facilities,
and supplies to facilitate a productive response to an
i nci dent of chem cal and biological terrorism

Education and Training. Education and training of the

heal t hcare community will require a major effort involving
several major professional organizations (Russell, 1997).
Early recognition will be an inportant factor in

determ ning the overall outconme and will depend on the
| evel of suspicion and know edge of the healthcare
provi ders that see the initial cases (Russell, 1997). In

chem cal attacks, tineliness is a critical factor in
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successfully treating victins. In biological attacks, the
nature of the weapon nay delay initial onset of synptons
for several days. |In this scenario, nedical personnel nust
be trained to recogni ze the synptons and qui ckly determ ne
how wi despread the exposure is. |If the agent used can be
transmtted through person-to-person contact, an epidenmc
out break anong healthcare workers is likely to occur
(Atlas, 1998). This requires healthcare workers to be
adequately trained in identifying biological agents to
prevent the risk of contam nation to them and ot hers
(Atlas, 1998).

To minimze the effects of a biological terrorist
attack, the healthcare conmunity nust be aware of the
threat of biological warfare and terrori smand have an
i ncreased i ndex of suspicion that such an attack can occur
(Atlas, 1998). They nust have some understandi ng of the
cl asses of agents that have been and can be weaponi zed and
their effects after inhalation (Atlas, 1998). It is
i nperative that treatnment protocols for victinms of
terrorist attacks be incorporated into the disaster nedical
plan (Slater & Trunkey, 1997). This will be a readily
avai | abl e reference for healthcare workers who are
unfam liar with treating these types of casualties and w |

facilitate appropriate treatnent (Sl ater & Trunkey, 1996).
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None of the providers by virtue of their basic training is
wel | equi pped to nmanage the public health consequences of

di sasters, but nurses and physicians should be able to
easily nove into the role, given appropriate speci al
training (Bissell, Becker, & Burkle, 1996). The principles
of prevention that help clinicians conceptualize strategies
agai nst di sease are relevant as the nedical profession
considers the problem of biological weapons proliferation
(Kadl ec, Zelicoff, & Vrtis, 1997).

Primary prevention of biol ogical weapons proliferation
requires education, specific protective neasures, and
environmental nodification (Kadlec, et al., 1997). For the
medi cal community, further education stressing the
recognition of this threat is both tinmely and necessary
(Kadl ec, et al., 1997). Medical personnel also should be
trained to recognize the different synptons of various
bi ol ogi cal agents so that those exposed can be treated
quickly (Sinon, 1997). |If an attack with biol ogi cal agents
i s suspected, the proper authorities, whether mlitary or
civilian, should be notified imediately (Franz, et al.,
1997). Disaster plans for managi ng a bi ol ogi cal attack
nmust be devel oped and realistic training provided to ensure
effective response to an actual terrorist event (Holl oway,

et al., 1997).
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These plans nmust al so assune that enotional and
psychiatric problens will occur in the unexposed popul ation
as well as the exposed (Holl oway, et al., 1997). Medi cal
responders will need training to recogni ze the synptons of
anxi ety, depression, and di sassociation (Holloway, et al.
1997). The nmental health of the responders should al so be
considered in planning for chem cal and bi ol ogi cal
terrorist attacks (Sinon, 1997). The |ikelihood of
treating mass victins, to include children and col | eagues,
can take a toll on energency workers as indicated in sone
studies (Sinmon, 1997). Crisis intervention prograns such
as Critical Incident Stress Debriefing (CISD) will be
useful in neeting the mental health needs of the crisis
responders (Sinon, 1997). Thusly, Critical Incident Stress
Managenent (ClSM shoul d be considered in the planning
process (Oster, 1997). Planning and preparation for
bi ol ogi cal attacks and their attendant psychol ogi cal
consequences can dimnish the terrorists’ ability to
achieve their overall goal —+he induction of terror
(Hol | oway, et al., 1997).

I ncreased training, research, and response capacities
of the bionedical community is critical for devel opi ng and

depl oying the protective network agai nst bi ol ogi cal
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weapons, as well as for dealing with natural outbreaks of
di sease. (Atlas, 1998).

Coordi nati on and Communi cation. Planning is key to

effective coordination and conmuni cation. One reason cited
for communication difficulties is that although nost
hospital s have a disaster plan, few localities have a
coordi nated, community-wi de plan for disaster nedical care
(Auf der Heide, 1996). Anobng other reasons, such planning
is often deterred by jurisdictional disputes and the day-
to-day conpetition that exists in the community (Auf der
Hei de, 1996).

Organi zi ng and managi ng the care of patients and
nmounting the appropriate public health response w ||
i nvol ve | ocal healthcare representatives, nunicipal
agenci es and state public health authorities (Russell,
1997). The public health response to bio-terrorismwl|
requi re conmuni cation and coordi nation with first
responders and | aw enforcenent officials as well (DHHS,
1997). State and local health departnents should work with
these groups to ensure that |ocal disaster preparedness
pl ans address bio-terrorism define the roles of each
agency, including protection of first responders; and are
tested through sinmulations (DHHS, 1999). The effectiveness

of coordination, support, and |l eadership at the federa



Di saster Planning 61

level will also nake significant differences in reducing
death rates and containing the possible secondary spread of
comuni cabl e di sease (Russell, 1997).

Di saster Medicine is devel oping as a subspecialty
wi thin Enmergency Medicine (Gster, 1997). Although still in
its infancy, this new subspecialty has begun to conpile the
data needed to guide future growh (Oster, 1997). The
goal s of disaster nedicine are two-fold: to provide an
efficient and prepared response to any type of nedical
di saster and to prevent nedical disasters through proper
and infornmed di saster planning (Oster, 1997). These
devel opnents are encouragi ng and foster the planning
m ndset in the providers that will be inpacted heavily in
the event of such disasters. Surveys carried out on
prepar edness for chem cal accidents and airport m shaps
reveal ed that hospitals were better prepared when the
medi cal directors of the enmergency departnent participated
in the community planning (Lewis & Aghababi an, 1996).

Anot her issue conmpoundi ng di saster events is the
frequent |ack of communication fromthe scene to receiving
hospitals (Auf der Heide, 1996). In numerous disasters,
initial notification of the disaster was received fromthe
first arriving casualties or anbul ances (Auf der Heide,

1996). O ten nore information was received via “runor
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net works”, the news nedia, or fromthe first arriving
casual ties or anbul ances than through official channels
fromthe disaster scene or conmand post (Auf der Heide,
1996). Consideration should be given to a centralized
communi cations center to collect and dissem nate
information in a tinely manner. This serves two purposes:
tinmely and accurate exchanges of information, and an
accurate picture of the situation and how it is devel oping.
Several cities have established coordination activities,
namely Emergency Operations Centers (EOCC) to direct the
response efforts during disasters. It is inperative that
the ECCs al so include the healthcare community, beyond that
of the public health department, to ensure that the
community nedi cal assets are neeting the needs of the
general population during the crisis. This can facilitate
better use of limted |ocal nedical assets by preventing
over utilization and under utilization of healthcare
assets. Should the incident require it, EOCCs and
heal t hcare facilities should establish a nmeans of nedical
regulating to control patient flowto area hospitals and
clinics. This is a process used by the mlitary to spread
casual ti es anong avail abl e healthcare assets to prevent

backl ogs, supply shortages, and injury escalation in
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patients. Comuni cation and coordi nati on planni ng can
greatly inpact the response outcone during a crisis.

O her Consi derati ons. In disasters, where it is known

that it will be some tinme before sufficient nedical
resources wll be available, the consequences of triage,
and therefore its practice, change considerably (Bissell
et al., 1996). It nmay be necessary to make patients who
woul d normally be classified as second priority patients,
the new top priority given the futility of investing tine
and resources in those who are immedi ately |ife threatened
(Bissell, et al., 1996). This is particularly true with
regard to chem cal casualties, and may hold true for many
bi ol ogi cal victinms. The |egal and ethical considerations
are staggering, but a very real issue that nust be
addressed in the plan.

In summary, the preceding sections on pl anning
consi derations are by no neans all inclusive. There is no
single disaster plan that will answer all the questions and
al ways ensure that all needs can be net (Lew s &
Aghababi an, 1996). Yet, if the “plans” wthin the disaster
plan are flexible as well as conprehensive, various needs
can be addressed as the situation changes (Lews &

Aghababi an, 1996).
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Concl usi on

Unfortunately, the nature of the current healthcare
environnment i s not conducive to adequate planning for WD
incidents. Conpetition for scarce healthcare dollars and
mar ket share, further reductions in Medicare rei nbursenent
rates, and technol ogi cal advances take precedent over
pl anni ng because they are tangible subjects with
foreseeabl e outcones. In large cities with several
heal thcare systens in operation, it’s difficult to foster
cooperation in devel opi ng a coordi nated di saster plan.
This trend is likely to continue until a terrorist incident
sheds much negative light and litigation on the healthcare
industry’s inability to respond to the needs of the
community during the crisis. Perhaps only then will the
| essons | earned be inplenented on a grand scale to ensure
adequate protection of the public.

Despite a dismal outlook for the first |ine of
defense, the nessage is being taken seriously by sone
organi zations. These include the Anerican Coll ege of
Heal t hcare Executives (ACHE), the Anmerican Hospital
Associ ation (AHA), the Texas Hospital Association (THA),

t he Texas Departnent of Health (TDH), the Bexar County

Emer gency Operations Center (EOCC), and the San Antonio
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Metropolitan Health District to nanme a few QO her regions
of the country are al so show ng signs of contingency

pl anni ng and coordi nation efforts specifically geared
toward WWD. This is evidenced by the nunerous web sites
and web based networks that have been established

addr essi ng the subject.

Fromthe discussion, it is clear that the nunber and
types of organizations that will respond to incidents of
donmestic chem cal and biological terrorismis wdely
varied. However, to date there have been no donestic
i ncidents of chem cal or biological terrorismthat have
stressed the response systemlike it would be stressed
shoul d a major incident occur. Coping wth hundreds or
per haps thousands of sick and dying patients, thousands of
pani cking citizens, and the assorted chaos created by a
terrorist event is not sonething that can be practiced
sufficiently. This fuels the trend to ignore the
possibility by those who would be directly nmanagi ng the
event .

The fact is the nmedical community will play a
significant role in responding to those who are inpacted by
such events. The disciplines of disaster planning and
di saster managenent are critical elenents in preparing our

response capabilities to neet the chall enges of donestic
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terrorismregardl ess of its nmagnitude. Unfortunately, the
| evel of planning and nmanagenent varies significantly anong
civilian agencies, particularly healthcare organi zati ons.
There are a host of reasons for this variation and one
coul d apply nunerous variations to each di saster scenari o.
There are sufficient resources to neet the planning and
trai ning shortcomngs if organi zati ons choose to pursue
them There is sufficient evidence and anpl e warning that
chem cal and biological terrorist attacks will occur. It
is inmperative that those who have an influence or inpact on
our response capability beconme nore proactive and |ess
reactive in neeting this threat. 1In closing, experts in
the security and | aw enforcenment communities concede t hat
donmestic incidents are on the rise and its no |onger a
matter of if, but when and where and incident will occur

(Johnson, 1999).
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Appendi x

The American Public Health Associ ati on
http://ww. apha. or g/

The Agency for Healthcare Policy and Research
http://ww. ahcpr. gov/

The Centers for Disease Control and Prevention (CDC)
http://ww. cdc. gov/

The Central Intelligence Agency
http://ww. odci . gov/ci al/ ci ahone. ht m

U.S. Departnent of Justice
http://ww. o) p. usdoj . gov/

Vet erans Adm ni strati on
http://ww. va. gov/ VA. ht m

El ectronic Coll ege of Process |nnovation
http://ww. dtic/m|l/c3i/bprcd/index. htm

Federal Bureau of Investigation (FBI)
http://ww. fbi.gov/

Feder al Energency Managenent Agency (FEMA)
http://ww. f ema. gov/

Food and Drug Adm ni stration (FDA)
http://ww. fda. gov/

Heal th Care Financing Adm ni strati on ( HCFA)
http://ww. hcfa. gov/

The Library of Congress
http://1 cweb. | oc. gov/

U.S. Arny Medical Departnent Library and I nfornation
Net wor k
http://ww. armynedi ci ne. arny. m |/ medcom nedl i net/ ul srch. ht m

Nati onal Aeronautics and Space Adm nistration (NASA)
http://ww. gsfc. nasa. gov/ NASA honepage. ht m
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Nati onal Security Agency (NSA)
http://ww. nsa. gov: 8080/

Thomas: Library of Congress Search Engi ne
http://thomas. | oc. gov/

United States Intelligence Community
http://ww. odci . gov/ ci a/ ot her _|i nks/wheel /contents. htni

United States |Informati on Agency (USIA)
http://ww. usi a. gov/ usi s. ht m

Medi cCom Or g—publ i ¢ heal t h/ di sast er managenent |i nks
http://medi ccomorg/ public/default.htm

Nati onal Oceani ¢ and Atnospheric Adnmi ni stration (NOAA)
http://ww. noaa. gov/ fi ndex. htm

The White House
http://ww. whi t ehouse. gov/

Depart nent of Defense (DoD)
http://ww. def ensel i nk. m |/

Def ense Threat Reduction Agency
http://ww.dtra. ml

Chem cal Warfare/ Chem cal biol ogical Defense (CW CBD)
| nf ormati on Anal ysis Center (CBIAC
http://ww. cbi ac. apgea. arny. m |/

The NBC Medi cal Defense I nformati on Server
http://ww. nbc- ned. or g/

The Arny Medi cal Departnent Center and School
http://ww. arnynmedi ci ne. arny. m | / ar mymed/

U.S. Arny Sol dier and Biol ogi cal Chen cal Comrand
| nf ormati on Server
http://ww. sbccom apgea. arnmy. m |/

Edgewood Research, Devel opnent, and Engi neeri ng Center
ERDEC
http://ww. sbhccom apgea. arny. m | / RDA/ er dec/




Di saster Planning 75

Joint Service Chem cal Biological Information System

(JSCBI S)

http://ww. sarda.arnmy. m|/jschis/jscbis.htm

Dugway Provi ng G ound
http://ww. atc.arny. m |/ ~dugway/

Chem cal and Bi ol ogi cal Weapons Nonproliferation Project
http://ww. stinmson. org/ cwe/

The PTS- OPCW PrepCom Hone Page
http://ww. opcw. nl/

United States Arny Chem cal School
http://ww. ncclellan.arny. ml/

Harvard Sussex Program on CBW Armanent and Arns Limtation
http://fas-ww. Harvard. edu/ ~hsp/

Medi cal Cheni cal and Bi ol ogi cal Def ense
http://nrnc-ww. arny. ml/

United States Arny Medi cal Research Institute of Infectious
Di seases
http://ww. usarnriid.arnmy.ml

Arnmed For ces Radi obi ol ogi cal Research Institute (Medical

Radi ol ogi cal Def ense)
http://ww. afrri.usuhs. ml/

Def ense Advanced Research Projects Agency (DARPA)
http://ww. darpa. ml/

Joi nt Service Tech Base Pl anning for CB Defense
http://ww.techbase.tasc.com techbase/

Program Manager for Chenical Demilitarization
http://ww- pntd. apgea. arny. m |/

ACDA Hone Page
http://ww. acda. gov/

Cal Poly CBW Page
http://ww. cal pol y. edu/ ~drj ones/ chemwar f . ht m

Joi nt Vaccine Acquisition Program
http://wwwv. Arnynedi cine.arny. ml/jvap
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NBC | ndustry G oup
http://www. erol s. conf nbcgroup/

Joint Program Ofice for Biological Defense
http://ww. j pobd. net

United States Joint Forces Command
http://ww. acom m | / acomweb. nsf

The Joint Chiefs of Staff
http://wwv. dtic.ml/jcs/

US Mlitary Internet Sites
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http://ww. sl a.org/division/dm |/ mwo7/rankey/i ndex. ht m

Armed Forces News
http://ww. ar medf or cesnews. com

Departnent of Defense Health Affairs [DoD (HA)]
http://ww. ha. osd. m |/

Mlitary Operations on Urban Terrain (MOUT)
http://ww. geocities.conm Pentagon/ 6453/

U.S. Marine Corps 1% Medi cal Battalion
http://ww. cpp. usnt. m |/ 1nmedbn/i ndex. ht m

U S. Marine Corps Warfighting Lab
http://ww. ncw . quanti co.usnc. m |/ nmcw - hot/

Mari ne Link
http://www. usnc. ml/

U.S. Marine Forces Atl antic ( MARFORLANT)
http://ww. nfd.usnc. ml/1links. htm

U.S. Navy Bureau of Medicine and Surgery (BuMed)

http://navynedi ci ne. med. navy. m |/

U.S. Navy Bureau of Naval Personnel (BuPers)
http: // ww. bupers. navy. m |/

Chem cal and Bi ol ogi cal Defense
http://ww. cbd. navy. m |/
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U.S. Navy Plans, Operations, and Medical Intelligence
(POM) Conmunity

http://nm nc-webl. med. navy. m | / buned/ med-

00~1/ pom /defaul t. htm

U.S. Navy Medical Service Corps
http://navynedi ci ne. ned. navy. m | / mnedOOnsc/

Humani t ari an Dem ni hg website
http://ww. dem ning. brtrc. conf

Pan Anerican Health Organi zati on (PAHO
http://ww. paho. org/

Wrl d Health Organi zati on (VWHO)
http://ww. who.int/

Doc Mangel sdorff’s Cybermari ne—Sources of information and
I i nks
http://ww. txdirect. net/users/dmangel s/

University of Texas at San Antoni o research site
http://nrpi.utsa. edu/

San Antonio Metropolitan Health District
http://ww. ci.sat.tx.us/health/

City of San Antonio
http://ww. ci.sat.tx.us/

Ari zona Division of Energency Managenent

http://ww. state. az. us/ es/

M nnesot a Departnent of Energency Managenent
http://ww. dps. state. m. us/ enmerngt/ Current/index. ht n

Texas Departnent of Energency Managenent
http://ww.txdps. state.tx.us/denl

Fl ori da Departnent of Energency Managenent
http://ww. floridadi saster. org/

Kent ucky Departnent of Energency Managenent
http://webserve. dma. state. ky. us/test5. htm

M chi gan Departnent of Energency Managenent
http://ww. nsp. state. m . us/division/end/ endwebl. ht m
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Nevada Departnent of Energency Managenent
http://ww. state.nv.us/dnm_ps/enrngt. htm

Nort h Dakota Departnent of Energency Managenent
http://ww. state.nd. us/dem

Texas Departnent of Health
http://ww. tdh. state.tx. us/

Heal thcare Sites of Interest
http://ww. haneys. org/ resource/l i nks/ publicat.htm

Hospi t al web
htt p: // neur o- wwm2. ngh. har var d. edu/ hospi t al webusa. ht m

Medscape
http://ww. medscape. coni i ndex. ht m

Heal t hcare Professionals Guide to the |Internet
http:// menbers. aol . coml ppohl y/i ndex. ht m

PubMed
http://ww. ncbi.nl mnib.gov/PubMed

Aneri can Acadeny of Medical Adm nistrators (AAVA)
http://ww. aanmeda. or g/ aama. ht m

Anerican Col |l ege of Heal thcare Executives (ACHE)
http://ww. ache. or g/

Armed Forces Journal International (AFRJI)
http://ww. afji.com

Al the Virology on the WW
http://ww. t ul ane. edu/ ~dnsander/ garryf avwebbw. ht m

Areri can Medi cal Associ ati on (AVA)
http://ww. ama- assn. or g/

Anerican Public Health Association (APHA)
http://ww. apha. or g/

Center for Disaster Educati on and Research
http:// medi ccom org/ public/cder/cder. htm
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Center for Disaster Managenent and Hunmanitari an Assi stance
http:// payson. tul ane. edu/ cdmha/ def aul t. ht m

Federati on of American Scientists (FAS)
http://fas.org/index. ht n

Heal t hcare Publi cati ons
http://ww. ncha. org/links/publications. htm

Heal t hcare Security Oficer
http:// menbers. aol . com pmh7/i ndex2. ht n

Jane’'s Def ense Products
http://ww. janes. conf

Kim Spy—+ntelligence and Counterintelligence
http://ww. ki nsoft.conml ki mspy. htm

Links to Disaster Sites
http://ww. gsa-gsa. com di sasterlinks. htm

Medl i ne
http:// nmymedl i ne. onnet wor k. coml nedl i ne/

The Bi oweaponeers
http://cryptone. org. bi oneap. ht m

Enmer gency Preparedness | nformati on Exchange (EPI X)
http://hoshi.cic.sfu.calepix/

htt p://hoshi.cic.sfu. cal ~ander son/

http://di saster. cprost.sfu. cal ~ander son/

Nat ural Hazards Research and Applications |Information
Cent er
http://adder. Col or ado. edu/ ~hazctr/ Hore. ht m

Canadi an Centre of Energency Preparedness
http://al pha. netaccess. on.ca: 80/ccep

Envi ronnment and Nature: Disasters
htt p: // ww. yahoo. cont Envi ronment _and_Nat ure/ D sasters

Occupational Safety and Health Adm nistration ( OSHA)
htt p: // ww. osha- sl c. gov/ osha. ht n

U.S. Agency for Toxic Substances & D sease Regi stry (ATSDR)
http://atsdrl. atsdr.cdc. gov: 8080/ at sdr hone. ht m
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WAV Ener gency Servi ces
http://dunbno.isc.rit.edu/ ens/ wwmes. ht m

The Unofficial D saster Hone page
http://rvik.isnmennt.is/~gro/disaster. htm

The I nternet Di saster |Informati on Network

http://165.247.199. 30/
http://ww. di saster. org.
http://ww. di saster. net/index. htm

EQE | nt ernati onal
http://ww. eqe. com

Radi ati on and Heal th Physi cs Honepage
http://ww. um ch. edu/ ~bbusby/
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