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PREFACE

11 Septenber 2001 is indelibly inmprinted on the
menories of an entire worl dw de generation. The world' s
only remai ni ng superpower, the United States, was powerl ess
to act and nore inportantly powerless to prevent the
hei nous acts of 19 individuals as they unfolded on |live
gl obal television. The enoptions elicited by these events
range the spectrum from anbi val ence to uncontrol | abl e rage.
However, they underscored the inability of the U S to
protect her citizens fromterrorism

On that fateful Tuesday norning, | was sitting in
Conference Group Four, as a student at the United States
Marine Corps Command and Staff College. M fellow students
and | were discussing asymmetrical terrorist threats. The
Coll ege’s Director, Col. Huddl eston, opened the classroom
door and told us to turn on CNN. At approximtely 0842, |
wat ched the snoking pillar of the Wrld Trade Center North
Tower in wondering silence. M first thoughts were for ny
brother-in-law, a fraternity brother, and ny cousin,
pregnant with her first child, all who worked in downtown

Manhattan. When the second aircraft flew into the South



Tower the world was without a doubt confronted with the
most horrific terrorist incident in history.?!

Less than four weeks |ater, an even uglier face of
terrorismsurfaced in the formof the daily mail — ANTHRAX
Bi ol ogical terrorismhad cone to roost inthe US. Inits
wake were five dead, three postal workers and two unrel ated
deaths one in New York Cty, the other in Connecticut.

Once again, the powerl essness of being able to predict and
prevent one’'s attacker frominflicting damage upon the
psyche of America was enphasi zed by this anonynous threat.

The genesis for this essay stenmmed from a personal
incident in which I was involved in early Qctober. |
entered ny three-year old son’s daycare center to di scover
a parent cornering the assistant manager and requesting
that she place a “Spanf? email on the center’s bulletin
board regarding the terrorist threat. | was appalled at
this woman’ s attenpt to nmake such a request. | very
brusquely told her that she needed to check her paranoia at
the door. | told her that we expected the daycare center
personnel to create a safe environnment for our children,

whi ch did not include alarm st actions such as she was

1 As of the witing of this essay the conbined death toll for both the Wrld
Trade Center and the Pentagon stands at approximately 3100 victins (mlitary
personnel ; civilians; police and energency workers).

2 “Spanf emmils are a nodern version of the electronic chain letter. The emails
are generally authored by anonynous individuals and distributed through the

I nternet.



proposi ng. Mreover, | pointed out that she needed to be a
cal mng influence to her two children, who were anxiously
runni ng around, knowi ng that their nother was upset about
sonmet hing, but not quite sure what it was. | then went to
collect ny son fromhis classroom Upon ny return the
wonman had depart ed.

| was perplexed. Here was a wonman, from all
appear ances, one of means and advanced education, being
fooled by a chain letter email. 1In the wake of 9/11 and
the anthrax attacks, | was concerned that the U S
Government was i nadequately informng the public about the
bi ol ogi cal terrorist threat.

Many people believe it is inportant to keep
information fromthe public, so as not to alarm or panic.
O hers believe that too nuch information will breed
conpl acency or worse — contenpt. | believe that the
American public can handle the facts and the truth about
bi ol ogical terrorism There are sufficient texts and
I nternet websites abounding with this information, but not
everyone owns a conputer nor do they frequent the |ocal
public library. What the United States Governnent (USG
shoul d have done within sixty days of the first confirned

anthrax attack was to publish a brochure.

Vi
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EXECUTI VE SUMVARY

Title: BUGS & DRUGS: CHEM BI O TERRORI SM & THE U. S.
RESPONSE

Aut hor: LCDR WIliamH Anderson, USN

Thesi s: The U.S. Public is capable of assinmilating the
facts regarding the threat of chem cal and bi ol ogi ca
terrorism however, the United States Government (USG has
failed to systematically informits popul ace about this
threat to their security.

Di scussion: This essay underscores the fact that cheni cal
and biological terrorismare very real threats. It is not
a detailed study of chem cal and biol ogical agents, nor is
it an in-depth text on their use as terrorist weapons;
rather it is discussion of the United States Governnent’s
role in educating the U S. Public regarding the current
threat from chem cal and biological terrorism It wll
critique the apparent abdication of that role in favor of
allowing the private sector, in particular, the nmedia to
assune the lead in informng the public.

Reconmendati on(s): The USG shoul d have published a 15-20
page panphl et organized in the manner. The panphl et woul d
i nclude four sections. The first section would provide a
brief overview of what terrorismis and outline the events
of the anthrax attacks, which occurred in October 2001.

The second section would briefly describe the current
status of the chem cal and biol ogical threat, which faces
the United States. The third section would illustrate what
steps were taken to minimze the threat from agents al ready
di spersed. The last section would outline the U S.
Governnment policies enacted to provide for continuous

homel and security against CHEMBI O Terrorism This section
in particular would al so enphasi ze educational policies
ained at raising the level of U S. Public awareness
regarding CHEM BI O Terrorism



CHAPTER 1

TERRORI SM & THE CHEM Bl O THREAT

The U.S. Public is capable of assimlating the facts
regardi ng the threat of chenical and biological terrorism
however, the United States CGovernnent (USG has failed to
systematically informits popul ace about this threat to
their security.

This essay is a discussion of the United States
Governnent’s role in educating the U S. Public regarding
the current threat from chenical and biological terrorism?
It will critique the apparent abdication of that role in
favor of allowing the private sector, in particular, the
media to assune the lead in inform ng the public.

The essay is divided into four sections. The first
section will briefly define terrorism |In no way can this
wor k be construed as a definitive text on the subject of
terrorism The working definition is an anal gamati on.
Additionally, this section will provide a brief overview of
t he chem cal and bi ol ogi cal weapons threat, which the
United States faces today. It wll also discuss the
abilities of terrorist groups to deploy both chem cal and

bi ol ogi cal weapons. The second chapter will describe the



U.S. Governnent’s apparent |ack of coordinated effort in
informng the public. The bureaucratic inertia known to
exist in the inter-agency realmis nost |ikely the cause of
this chall enge; however, it should not delay or worse,

i npi nge upon the USGtelling its citizens of the threat.
This discussion will illustrate the efforts of the
Executive Branch and Congress in their efforts to neet this
chal | enge head-on. The third chapter will exam ne the
private sector response to the biological attacks,
specifically the five anthrax rel ated deaths and the
numerous sick or potentially affected victinms. This
section will concentrate on the popul ari zed nessages
because of the nedia's vacillation between hype and
education. The final chapter will conclude with a
recommendati on of conbining both the governnent’s
capabilities with the media access to efficiently and
effectively educate the public about the threat, howto

recogni ze the threat and what protection is being provided.

VWhat is Terrorisnf

! The original intent of this work was to cover both Chenical & Biol ogical
terrorism Al though enphasis has been placed on the biol ogical weapons threat,
the same principles apply to the chem cal weapons threat.



As defined by Webster's Dictionary, terrorisnf “is the
systematic use of terror as a nmeans of coercion or the
creation of an atnosphere of threat or violence.”® This
printed answer is not all enconpassing. It does not elicit
the cold fear of whether one has becone a target through no
choice of their own other than the country in which they
reside or of which they claimcitizenry. One recent author
defines terrorismas “having but one nature.the abuse of
the innocent in the service of political power.”*
Terrorists function to bring disorder and di sharnony to
regul ated societies.

Sept enber 11'", 2001 redefined how the United States
views its ability to protect its citizens. N neteen
terrorists boarded four separate civilian airliners. Two
of the planes toppled both of the Wrld Trade Center Towers
in New York City. A third plane crashed into the Pentagon
And t he passengers successfully stopped the fourth plane
fromstriking its intended target--the Presidential retreat

at Canp Davi d.

2 Webster's Third New International Dictionary of the English Language-
Unabri dged, ed. Philip Babcock Cove (Springfield, MA: Merriam Webster INC ,
Publ i shers, 1993), p. 2361.

% Webster's, p. 2361. Terror is defined as a state of intense fright or
appr ehension; a cause of anxiety: worry. An advocate or practitioner of
terror to cause coercion or anxiety is a terrorist.

4 Christopher C. Harnmon, Terrorism Today (London: Frank Cass, 2000), p. Xxv.
See al so the formal definition he adopted for his work on p. 1.



Less than four weeks later the United States Senate

becane the target of an even nore insidious threat —

Bl OLOG CAL TERRORISM — in the formof anthrax. Some

i ndi vidual or group of individuals perpetrated the

unt hi nkabl e; they conducted a biological terrorist attack
on U S. soil. Mreover, their nethod was sinple,

strai ghtforward, innocuous, nmeking it all the nore
insidious — they used the U S. Mail. A letter addressed to
Senator Tom Daschle from an el ementary school class in New
Jersey delivered to his office contained a powlery white
substance. Wat was opened that day was less a letter than
Pandora’ s Box.

What ever the notivation behind this attack, or from
wherever the source may reside, the United States was, and
is, still limted inits ability to predict or prevent the
same or different attackers frominflicting damage upon the
psyche of America as enphasi zed by the anonymty of the
threat. It is extrenely difficult to identify terrorists
and curtail their efforts prior to an attack. Determ ned
individuals will acconplish seem ngly inprobable actions in
their desire to wield power over the innocent.

The CHEM CAL-BI OLOG CAL Thr eat

“Chem cal and bi ol ogi cal warfare nmakes use of

chem cal s and bi ol ogi cal m croorgani snms to poison,
kill, or incapacitate an eneny... Warfare, however



| abel ed, is deadly and indiscrimnate. The innocent
as well as the principal participants suffer the
consequences of man’s ingrained humanity to man.

n5

One conjures up visions of artillery shells exploding,
rel easi ng cl ouds of choking gas across the fields of Ypres,
France, in April 1915, when the Germans first introduced
the world to chemical warfare. The U. S. used defoliants,
such as Agent Orange in South Vietnamto deny the eneny
cover and concealnment. On the biological “front”, plague-
ri dden bodi es were catapulted over the walls of nedieval
cities to force the residents to surrender, and the
exploits of the Japanese Inperial Arny UNIT 731 in
Manchuria during WVWII were infanous. Each of these
exanpl es has national actors or states engaged in warfare
agai nst one another. But what of non-state actors?

Anerica’ s experience with gernms began with a
bi ol ogical attack in 1984, in of all places O egon.
Fol | owers of the Bhagwan Shree Rajneesh Cult unl eashed a
systemati c sal nonel | a out break anong the | ocal popul ation
in The Dalles, Oregon. The Tokyo Subway was the scene of a
sarin attack in 1995 by the Aum Shinrikyo Cult, a well -

fi nanced, organi zed and technically proficient religious

cult. “Wth nerve gas in Tokyo (1995), a religious cult

5 Eric. R Taylor, LETHAL MSTS: An Introduction to the Natural and Mlitary
Sci ences of Chemical, Biological Warfare and Terrorism (New York: Nova Sci ence

Publ i shers, Inc., 1999), p. 2.



denonstrated that in an ‘“unlimted war’ upon the world,
there are no linits on weaponry.”®

And now an anonynous i ndividual or group of
i ndi vi dual s has conducted an anthrax attack agai nst both
the governnent and the nedia in the United States.’
Popul ari zed vi sions of raging fevers, o00zing corpuscles,
gaunt, enaciated victins foam ng at the nouth, norgues
piled high with bodies, and hospitals overrun with the
dying do nothing nore than fonent panic. These are the
vivid i mges of chem cal and biol ogical attacks from such
sources as the recent film OQUIBREAK or the novel The Hot
Zone. Are these images the U S. Governnent wants to | eave
in the mnds of its citizens? 1Is it not the responsibility
of the governnent to dispel such gothicized visions?

Both the U S. and the fornmer Soviet Union spent
billions of dollars in researching how to “nobilize disease
for war.”® After the denise of the USSR the greatest
bi ol ogical threat cane fromthe Soviet facilities, its
former germwarfare specialists, and nost inportantly the
stockpi |l ed gerns thenselves. At the high point of the Cold

War, the U S.S.R enployed over 60,000 personnel at nore

than one hundred different |locations in their biowarfare

5 Terrorism Today, p. 166.
7 GERVS, pp. 15-33 and 151-154.



directorate Bl OPREPART.®? In Stepnogorsk, Kazakhstan, the
Soviets built one of their nbst advanced germ warfare
facilities. In one particular building, specifically,
Bui I ding No. 221, an Anerican observer team di scovered
ten fernmentation vats that towered four stories, each
capabl e of holding 20,000 liters of fluid which in turn
coul d produce 300 tons of anthrax in just seven nonths. °
“Di sease by the ton was its industry.”*?!

Moreover, all of this chem cal and biol ogical warfare
research and production capability was acconplished in the
wake of the Soviet Union being a signatory to the
Bi ol ogi cal and Toxi n Weapons Convention (BWC).? 13
The BWC.

“is a toothless wonder, full of good intentions but

utterly lacking in the key conponents of effective

arnms control: transparency, power of inspection,
verification, and enforcenent.”

The Agents

8 Judith MIler, Stephen Engel berg, and W1Iliam Broad, GERVMS — Bi ol ogi cal Wapon
and Anerica’ s Secret War (New York: Sinon & Schuster, 2001), p. 166.

® GERVB, p. 135-137.

1 This is a paraphrase of material found in GERMS, p. 166.

1 GERVB, p. 166.

12 “The Convention on the Prohibition of the Devel opment, Production and

St ockpiling of Bacteriological (Biological) and Toxin Weapons and on their
Destruction (1972),” Marine Corps Research Center, URL:

<http://ww.tufts. edu/departnents/fletcher/nulti/texts/BH596.txt> Accessed on
26 Oct ober 2001.

13 Stepnogorsk was built in 1973 (See GERVB p. 167.)

4 Grrett, 498.




VWhile this work is not a conprehensive, in-depth study
into the details of chemical and biol ogical warfare
production, storage, and deploynent, it nust be addressed
so that the reader will understand whether or not a given
terrorist organi zation could produce these agents to pose a
threat to the unsuspecting public.

The nmilitary weaponization'® of both chemnical and
bi ol ogi cal agents has becone quite sophisticated during the
|atter half of the twentieth century. The Soviet Union
perfected the capability to nass produce both CHEM BI O
weapons of all varieties fromartillery shells to Inter-
Continental Ballistic Mssiles (I1CBMs), from hand grenades
to aerial bonbs, in direct contravention to the 1972 BWC
Even though the U S. destroyed its stockpile of offensive
bi ol ogi cal weapons after signing the BWC, it still retained
enough bi ol ogi cal agents to conduct defensive research.

VWiile “officially” out of the offensive chem cal and
bi ol ogi cal warfare arena, the U S. private sector in the
area of chem cal corporations and biol ogi cal research
facilities continued to conduct experinentation with these
types of agents for the production of detection devices,

protective systens, such as personnel over-garnments and

15 This word has come to be misunderstood and misconstrued in the parl ance of
the post-Anthrax attack U S. media. Nunmerous “experts” have oversinplified and



shi pboard count er-nmeasures systens, as well as the creation
of vaccinations to protect the mlitary personnel on the
battl efield.

The private sector |aboratories, pharnaceutica
conpani es, and the chem cal industry continued their
research and production lines in the noble pursuit of
scientific advancenent. However, the creation of an easily
mass- produced vaccine to conbat small pox is the other side
of the coin from producing a nore virulent strain of
smal | pox. The sane equi pnent used to fernment and grow
bacteria for benign legitimate research is identical to
that need to conduct offensive chem cal and bi ol ogi cal
agent production. *“lndeed the prospects of chem cal and
bi ol ogical terrorismw Il increase with the spread of dual -
use technol ogy.”'® Wat it all boils down to is the
guestion of whether or not a terrorist organization can
produce and depl oy chem cal and biol ogical agents in
private wi thout the sophistication of |aboratories such as
those found at the United States Arny Medi cal and Research
Institute for Infectious D seases (USAMRI I D), |ocated at

Fort Detrick, Maryland, or the Chem cal Defence

led the public to believe that weaponization is achievable with a “Five-n-Di ne”
chem stry set and a high school chemni stry/biol ogy text.

16 Terrorismwith Chenical and Biological Weapons: Calibrating Risks and
Responses. Monograph. Ed. Brad Roberts (Al exandria, VA: The Chenical and

Bi ol ogical Arns Control Institute, 1997), p. 6.



Establ i shnent, at Porton Down, WIltshire, in the United
Ki ngdom '’ The sinple answer is yes.

Today, many chem cals fornerly consi dered weapons of
t he past are now | abel ed as industrial chem cals produced
for comercial use. Many are used for pesticides,

i ndustrial cleaners and solvents. Their production is
| egal, and while nmany are highly toxic and they are
supposed to be shipped (at least in the U S.) under
relatively rigorous safety standards.

Just as with chem cal agents, there are exanpl es of
| egiti mate biol ogi cal agents, such as those that are used
in the clean up of oil spills, which are produced and
shi pped for commercial purposes.

The access to information pertaining to the
production, as well as, the technology to aid in that
production is generally not restricted. |f, for exanple,
an individual or a group (as in the case of the Cult in
Oregon) were to incorporate thensel ves as a nedi cal
research firm they would be able to purchase both the
necessary equi pnent and cultures required to produce both
chem cal and biol ogi cal weapons. All it requires is noney.
Until quite recently, The Anerican Type Culture Collection

(ATCC), a private germ bank |ocated in the Washi ngton, DC

17 sean Murphy and others, No Fire, No Thunder: The Threat of Chemical and

10



area, sold its specinens, including such cultures, as
anthrax, tularema, and smallpox to private enterprises
with relatively little oversight. “Even unstable regines
woul d nost |ikely resist providing NBC weapons to terrori st

groups or woul d deny them sanctuary.”!®

Bi ol ogi cal Weapons (New York: Mnthly Review Press, 1984,) p. 10
8 Terrorismwith Chenical and Biol ogi cal Weapons: Calibrating Risks and

Responses, p. 15.

11



CHAPTER TWO

THE U S. GOVERNMENT RESPONSE

The O fice of Honel and Security

On Cctober 8, 2001, by Executive Order, President
George W Bush created the Ofice of Honeland Security
(OHS).'® Situated in the Wite House, its director is
Governor Tom Ridge. Under his tutelage, the Ofice's
m ssion is “to devel op and coordi nate the inplenentation of
a conprehensive national strategy to secure the United
States fromterrorist threats or attacks.”?® The OHS is the
unbrel l a organi zation for all issues that affect the
internal security of the United States. |[|nportant
bureaucratic matters nust be resolved for sone of those
i ssues already taken care of by the Departnent of Defense
(DoD) or the Departnment of State or the Departnent of
Justice (Dod).

OHS coordi nates across the entirety of governnental
bureaucracy fromthe federal to the state and down to the
| ocal /municipal level. 1[It is creating policy to focus
these activities on six distinct areas — 1) Detection; 2)

Prepar edness; 3) Prevention; 4) Protection; 5) Response and

19 Wwv. whi t ehouse. gov/ new r el eases/ 2001/ 10/ 20011008-2. ht i, accessed on 27
February 2002.

12



Recovery; and 6) I|ncident Managenent. Wile there are
al ready nunerous, and often believed, too many, conpeting
organi zations with overl apping areas of responsibility, OHS
is attenpting to streamine the federal |level and utilize
it as an exanple for state and | ocal governnents to foll ow.
Governor Ridge is making proposals, which will break with
traditional roles. While change is inevitable, in this
case it is definitely not going to be sinple. Governor
Ridge is treading in the grey area of federalismwhere the
checks and bal ances, especially in the area of inplied
powers, will be tested on their constitutional nmerit.?
The O fice of Honeland Security is tasked to provide a
conprehensi ve plan sonetine in the next few nonths.
“I't will be a national plan for securing the nation's
borders, inproving intelligence gathering and sharing
of information by federal agencies, and beefing up | aw
enf orcenent agencies’ efforts to detect and apprehend
terrorists seeking to harmU. S. citizens and property.
The plan (will) have a profound inpact on governnent,
industry and the lives of the average citizens, yet it
will not be subject to congressional approval ... The

final decision on the details will be left to
(President) Bush.”??

20 Wwv. whi t ehouse. gov/ new r el eases/ 2001/ 10/ 20011008-2. ht M, accessed on 27
February 2002
21 <\ whi t ehouse. Gov/ response/ f ag- honel and. ht Ml >, Accessed on 27 February

2002.
22 Eric Pianin, “Honel and Security Teams Key Menbers Announced,” Washi ngton
Post, Novenber 21, 2001, p. A2l
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“The use of intelligence not to fight the eneny but to
erect a bodyguard of m sinpressions around i nconpetent
policy is not a sign of brilliance.”?

One of the problens, in Cctober 2001, with U S. Health
policy towards the bioterrorismthreat stemmed fromthe
| ack of |eadership at nost of the major U S. Health
agencies. The National Institute of Health (NIH), the Food
and Drug Adm nistration, and other bodies at the federal
| evel did not have their duly appointed |eadership in place
[during the crisis].?® “The bottomline is that when the
country is trying to nobilize for a huge new effort to
fight bioterrorism there aren’'t any generals for the
battle said Senator Ron Wden (D-Ore.).”?®

At the tinme, it appeared as though Tommy Thonpson was
runni ng Heal th and Human Servi ces (HHS) al nost single-
handedly. In Cctober 2001, he was still w thout an
assi stant secretary since the Bush Adm ni stration had taken
office in January 2001. He personally negotiated a G pro
contract and made the sole determ nation to offer the
ant hrax vaccination to thousands of affected personnel.

Wil e this hands-on | eadership is refreshing in tines of

22 Angelo M Codevilla, “VICTORY — What It WIIl Take to Wn,” C arenont Review
(A arenont, CA: Carenmont Institute for the Study of Statesmanship and
Political Philosophy), Vol. 2 No. 1, Fall 2001, p. 14.
24 Ceci Connolly, “Leadership Void Slows Top Health Agencies,” Washi ngton Post,
January 10, 2002, pp. Al and A7.

Washi ngton Post, January 10, 2002, p. Al.
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crisis, it had its disadvantages. “During the anthrax
crisis, arotating cast of politicians, doctors and m d-
| evel researchers presented what many viewed as a

confusing, often contradictory, public health message.”?®

Decont ami nati on

The ongoi ng process of decontam nating the Hart Senate
O fice Building and the Brentwood Postal Facility in
Washi ngton DC, has been viewed by the public as sonething
of a comedy of errors. It points to the woeful inadequacy
of the decontam nation procedures for facilities in
general. Morre to the point, the decontam nation of these
two facilities represents a real-world chall enge rather
than a notional exercise threat. |In this case, people nust
eventually return to these two buildings to resune their
prof essional lives. The U S. Governnment nust nake these
two buildings the centerpiece of their decontam nation
effort because they represent the initial recovery fromthe
first bioterrorismthreat. The decontam nati on procedures
used in the case of the Hart O fice Building — the
fum gating of the entire building with chlorine-di oxi de gas

poses only a slight health risk. “It is amldirritant

26 Washi ngton Post, January 10, 2002, p. A7.
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which if inhaled by an individual would cause a runny nose
and burning, watery eyes.”?’

The DoD and O fice of Honmel and Security are westling
wi th how best to contribute to the overall requirenment of
securing Anerica’ s borders, skies, streets and waterways.?2®
DoD is creating a new geographical area of responsibility —
Nort hern Command or NORTHCOM It will be responsible for
all landmass fromthe Southern Border of Mexico to the
North Pole and all waters contiguous to these | andnasses
out to 200 nautical mles. NORTHCOMw || work with the
conbi ned US/ Canadi an NORAD (North Anerican Defense
Command), so as to reduce redundancy. However, there is an
overall reluctance to increase the role of the U S
Mlitary Services with respect the honel and def ense
m ssion. This reluctance stens fromthe encroachnment by
federal troops on civil liberties and the rights of US
citizens protected by several Amendnents to the U S
Constitution. Governor Ridge considers the mlitary as a
“ready reserve, not a force provider of first resort.”?°

Yet, this is in direct juxtaposition to past and current

efforts of establishing “dozens of energency units for

27 Steve Twoney, “Mail Official Predicts Brentwood’s Return — Hart Fumigation
O fers Lessons to Postal Service,” Washington Post, January 9, 2002, p. All.
28 Bradley Grahamand Bill MIler, “Pentagon Debates Honel and Defense Role —

Sept. 11 Attacks Chall enge Reluctance to Use Troops for Cvil Law Enforcenent,”
Washi ngt on Post, February 11, 2001, A6.

2° Washi ngton Post, February 11, 2001, A6.
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respondi ng to attacks involving nuclear, chem cal and
bi ol ogi cal weapons,” — units conprised of National Guard

O However, in the interim

and Reserve Conponent personnel .3
DoD, working in conjunction with several federal agencies,
anong themthe U S. Custons Service, the U S. Immgration
and Naturalization Service, and the U S. Border Patrol,
deployed mlitary personnel to augnent these agencies until
they can hire additional officers to neet the grow ng
honmel and security comm tnents.

“The decision to let federal troops cone under the

conmmand of the agencies will enable the Pentagon to

remain in conpliance with an 1878 | aw — the Posse

Com tatus Act — which bars uniforned personnel from

maki ng domestic arrests and conducti ng searches and

sei zures. "3!

Treating the Exposed

The U. S Governnent is not doing well with regards to
the corrective and preventive health nmeasures instituted
for those people exposed in New York, New Jersey,
Washi ngton, DC, and Florida, approximately 5100 at | ast
count. Wile these people have been adm nistered the
prescri bed doses of G profloxin, Tomry Thonpson, Secretary
for Health and Human Services, stepped forward in |ate

Decenber 2001 and offered the anthrax vaccine, which is

currently admnistered to the mlitary, as an additional

%0 Washi ngton Post, February 11, 2001, A6.
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precautionary neasure. Only 152 out the total 5100 peopl e
exposed have agreed to be vacci nat ed.

“lI don’t think they should have offered this if they

weren’'t going to give a recommendation. |If you don’'t
think a treatment will be useful, you shouldn’t bring
it up.”

- CJ. Peters, fornmer Director of

Pat hogens for the

Centers for Disease Control (CDC)3?
In any case treatnent of exposed popul ati ons nunbering in
t he thousands woul d cone under the cogni zance of both the
state and federal governnent. This treatnment woul d be
normal Iy prophylactic in nature and require rel ease of
supplies fromthe National Pharnaceutical Stockpile (NPS)
under the gui dance of consequence management teans.>® The
first use of the NPS occurred during the attacks on the

Wrld Trade Center, when the CDC rel eased one of its eight

regi onal | y based 12-Hour Push Packages.3*

The Cost of Not Sharing Information
In April 2001, Canadi ans researchers conducted

experiments on anthrax di ssem nated through the mail.

31 Washington Post, February 11, 2001, A6.

82 Ceci Connolly, “Wrkers Exposed to Anthrax Shun Vaccine,” Washington Post,
January 8, 2002, p. A6.

%% Government Accounting Office, COVBATING TERRORI SM Considerations for

I nvesting Resources in Chemi cal and Biol ogical Preparedness, GAO 02-162T, 17

Cct ober 2001, p. 8.
34 Gover nnent Account i ng Ofice, BIOTERRORISM The Centers for Disease Control
and Prevention’s Role in Public Health Protection, GAO 02-235T, 15 Novenber

2001. p. 11.
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However, the United States Governnent did not make sure
that all the key agencies, outside of those in the mlitary
and the Intelligence Community (1C, nanely the Centers for
Di sease Control and Prevention (CDC), had that information
before the first anthrax letter was opened on Cctober 4,
2001, by a news nedia editor in Florida. The glacial
bureaucracy of the USG prevented and hanpered the

di ssem nation of vital information. Wuld it have nade a
difference? That is a question, which can never be
answered. However, it is likely that if the CDC did have

t he know edge they m ght have approached the Cctober 15,
2001, anthrax attack of the Senate Hart O fice building
with a better plan. Instead, they quickly scranbled to
assenbl e “bi ol ogi cal warfare” expertise and deci de upon a

course of action after the fact.3®

Opposi ng Forces

The difficulty of achieving unity of effort on crises
such as these is the sinple fact that nost chem cal and
bi ol ogi cal attack scenes are al so associated with crimna
i nvestigations. The |law enforcenment plan of attack is to

tape off the area and collect evidence for potential future

%5 David Brown, “Agency Wth Mst Need Didn't Get Anthrax Data — CDC Unaware of
Canadi an Study Before Attacks,” Washi ngton Post, Mnday, February 11, 2002, p.

A3.
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prosecutorial efforts. Unfortunately, in a biological
attack this nmay not be the best course of action due the
inability to determ ne the actual size of the “hot zone”
(the actual area of contam nation). So not surprisingly,
the USG s first response to a biological terrorist attack
was di sjoi nted and uncoordi nated. Lack of information(both
in facts and in sharing what was avail able), |ack of
specialized training, and reliance on the private sector
medi cal community stemmed fromthe fact that the United
States was ill prepared to respond.

In testimony before several Congressional
subcomm ttees, Janet Heinrich, the Director, Public Health
Care — Public Health Issues, comented that, “despite the
formul ati on of interagency working groups and agreenments to
conbat terrorism there was still evidence that
coordi nati on remains fragmented.”3® “Civilian vulnerability
to NBC terrorism has not been systenatically addressed —
the focus has been NBC threats to nmilitary forces.”?’

“Civilian crisis nmanagenent organi zations do not now
have the experience, resources, or political |everage to

effectively respond to NBC terrorism and the mlitary

%6 Governnent Accounting Office, COVBATI NG TERRORISM Comments on
Counterterrori sm Leadership and National Strategy, Testinony, GAOC 01-556T, 27
March 2001. This sanme statenment is repeated in the follow ng GAO reports:

GAO 02-129T, p. 7.; GAO 02-141T, p. 9.; and GAO 02- 149T, p. 9.
87 Terrorismwi th Chenical and Biol ogi cal Weapons: Calibrating R sks and

Responses, p. 16.
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continues to have m sgivings about getting involved in this
m ssi on. 38

“Al t hough the federal governnent has an interagency
wor ki ng group on NBC terrorism and major cities such as
New York and Los Angel es have devel oped their own
contingency plans, there has been relatively little
coordi nati on between federal and local levels.”® This
stens fromthe conflicting statutory checks and bal ances
t hat exi st between the nunicipal, state and federal
governnents. The denocratic system of bureaucracy does not
facilitate comuni cati on anong donmestic gover nnent al
agenci es.

In response to the Aum Shinrikyo Sarin attack in the
Tokyo subway systemthe United States Marine Corps created
t he Chem cal and Biol ogical Incident Response Force or
CBIRF. Its primary mssion was to respond to ChemBio
incidents at US\NV USMC i nstal | ati ons overseas. In fact,

CBI RF was on the fiscal chopping block on Septenber 10,

2001.%° By Cctober 4, 2001, CBIRF was not only alive and

wel | funded, but in fact was responding to the anthrax

%8 Terrorismw th Chemical and Biol ogi cal Wapons: Calibrating Risks and
Responses, p. 16.

% Terrorismw th Chemical and Biological Wapons: Calibrating Risks and
Responses, p. 106.

4 Terrorismwi th Chenical and Biol ogi cal Weapons: Calibrating R sks and
Responses, p. 107.
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attack agai nst Senator Tom Daschle in the Senate Hart

O fice Building.

Lack of Coordi nated Response

In January 2001, the United States Governnent (USG),
conpl eted work on conprehensive interagency framework to be
used in time of crisis, known as the Federal Response Pl an
(FRP). In this contingency plan or CONPLAN, it divides an
energency into two distinct stages — first, crisis
managenent and second, consequence managenent. During the
crisis stage, the Federal Bureau of Investigation (FBI) is
the | ead federal agency. They are tasked to coordinate al
ot her agencies across the federal, state and |ocal |evels
to address the crisis at hand. After the crisis has been
stabilized, and the situation is no | onger considered a
crisis, the FBI passes the lead to the Federal Energency
Managenent Agency (FEMA). It is FEMA's responsibility to
coordinate all the agencies during the cleanup and recovery
phases of a situation. Mst inportantly, FEMA is required
to capture all of the I essons |learned to help prevent such
a situation from happening in the future, or should it
happen, how to nore effectively and nore efficiently handle

both the crisis and consequence nanagenent functions.
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Not only did the USG not use the FRP during the 11
Septenber incident, it did not enact the FRP during the
ant hrax attacks. Wy did the USG not follow its own
prescri bed plan? Bureaucracy!

The President’s O fice of Science and Technol ogy,
headed by Dr. Marburger, was directed to coordinate the
response to the anthrax attacks. Wiile the FBI did respond
for the crimnal investigatory aspect, it did not take the
|l ead during the crisis phase. The Ofice of the United
States Senate’ s Sergeant-At-Arnms in coordination with the
Washi ngton, DC, Metropolitan Police Departnent and Fire
Department was and still is in charge of the anthrax
attacks and subsequent decontam nation of the Senate Hart
O fice Building. The | ead consequence managenent (CM
agency for recommendi ng courses of action in
decontam nating the Hart Buil di ng has been the
Envi ronnental Protection Agency (EPA), not FEMA

Dr. Knutsen, LTC, USA (ret.) was the one of the
i ndi vi dual s responsi ble for researching and validating the
need for anthrax vaccination in the United States MIlitary
during the early 1980s. He currently works for United
States Uniformed Health Service (USUHS). The United States
Postal Service (USPS) turned to himto discover a solution

to decontam nating the mail fromthe affected Brentwood
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Mai | Distribution Center in Washington, DC. He recomended
irradi ati on because it was the decontam nation process with
t he hi ghest assurance of success.

Experts in virology and the public health sector have
had to endure naive and uni nfornmed questions regarding
anthrax. The author’s critical comrentary centers on the
creation of this naiveté as the abdication by the USG of
its responsibility in educating both elected | eaders and
t he public about the anthrax threat and noreover what the

response has been, is, and will be to that threat.

HHS Response or Lack Ther eof

In the spring of 1999, HHS requested $230 mllion
dollars to conbat biological terrorism However, in
testinony before the House Appropriations Comrittee, Henry
Hi nton, the Assistant Conptroller General for the Nationa
Security and International Affairs Division noted that:

“HHS has not yet perfornmed a docunented, fornal

met hodol ogi cal |y sound threat and risk assessnment with

a nmultidisciplinary team of experts to derive,
prioritize, or rank-in accordance with the nost likely

threats the nation will face-the specific itens it
pl ans to have researched, devel oped, produced and
st ockpi | ed. ” !

41 Governnent Accounting Office, Combating Terrorism Gbservations on
Bi ol ogi cal Terrorismand Public Health Initiatives, Testinony, GAQ T-NSI AD- 99-

112, 16 March 1999, p. 3.
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M. H nton s chief conplaint regarding HHS was t he
necessity to utilize a tiered approach to constructing
effective policy. In the aftermath of the Cold War,

numer ous gover nment agenci es have turned to the use of the
ri sk managenent to mtigate unnecessary planning and
expenditure on worst-case possible scenario driven events.
In order to appropriately use risk managenent, “the
likelihood that a threat will harm an asset (the U S

popul ace) with sonme severity of consequences- and deci di ng
on and inplenenting actions to reduce it.”** M. Hinton
further stated that the nost inportant underpinning of risk
assessnent and nmanagenent is having a highly defined threat

assessnent .

Congr essi onal | nvol venent

In the last six nonths since the events of 9/11 and
the anthrax mail attacks, there have been a nunber of
heari ngs before Congress on the status of the Federa
Governnent’s capability to respond to a terrorist attack
When sifting through this nmaterial, especially the
testinmony fromhearings held in early COctober 2001, just as
the anthrax attacks were occurring, there is a “soft

soapi ng” of the true state of preparedness.

42 Combating Terrorism Cbservations on Biological Terrorismand Public Health
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During the course of one hearing Senator Kennedy
states that the “commttee has been ahead of the curve” and
yet, in the sane transcript Senator Frist nmakes the
statenment that “we’'re vul nerabl e not because we are
unpr epar ed, but because we are under-prepared.”*® \hat is
of concern is the political doubl e-speak with which our
duly elected public overseers gloss over how truly
unprepared the United States is — at all levels — federal,
state and local inits ability to deal with a bioterrori st
attack. The Senators are perhaps deliberately cautionary
in their orations because they do not wsh to reveal any
further vulnerability to a woul d-be terrorist waiting in
t he wi ngs.

Yet these vulnerabilities have al ready been expl oited
— airline security and the mail — to the maxi num advant age.
Where Congress plays the greatest role is the allocation of
resources to protect and defend these “gaps”. Congress has
approved a $50 billion plus-up of the Defense budget in its
war on terrorism The HHS budget has seen an increase of
an additional twenty billion dollars to fund the training
and equi ppi ng of America’ s First Responders.? What nust

now occur is the allocation of resources focused on

Initiatives, p.5.
43 HHS and Education Subconmmittee, Committee Heari ng on Bioterrorism 3 Cctober
2001, http://ww. nexis.conresearch, Accessed on 16 April 2002. pp. 5 & 8.
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educating the Anerican People as to the paranmeters of the
chem cal and biological terrorist threat and nore
inportantly what the U S. Governnent is doing to counter
that threat. Testinony buried in reprints of the
Congressional record or in obscure GAO reports is not
getting the word to the average person on the street.
These tonmes barely see the |ight of day and are only
rarefied in print by academ ci ans and purposeful students.
What has occurred since early Cctober 2001 is the
reliance on nedia “sound bites” and hyper-sensationalism
By not getting the official word out to the U S. Public the
federal government both the Executive and Legislative
Branches have not lived up to their responsibilities of

informng their electorate in a neani ngful manner.

44HHS and Educati on Subcommittee, Conmittee Hearing on Bioterrorism p. 21.
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CHAPTER THREE

THE PRI VATE SECTOR RESPONSE

Publ i ¢ Advocacy

It would seemthat the private sector, and in
particul ar the nedical industry — medical supply conpani es,
nmedi cal adverti sing conpani es, patient advocacy groups,
prof essi onal associ ations, etc. — have taken on the task of
educating their consuners, the public. They have | eaped
into the vacuumleft by the U S. Governnent. Governor
Ridge’'s Ofice of Honel and Defense has not stepped forward
to assunme the responsibility of inform ng the public, nor
have they apparently worked with the nedia to produce a
singl e, cogent response to the anthrax attacks and
bi ol ogical terrorismin general. The USG has to harness
the resources of the public nedia and work with it to
enlighten the public, not hide behind “no corment” or “we
are taking it under advisenent and | ooking into the
matter.”

Maur een Regan of Regan, Ward and Canpbell — a New York
City based nedical advertising firm— noved to create an
| nternet Website “ww. btresponse.org”. The inpetus for the
idea cane froman interview with a bioterrorism “expert”

who “enphasi zed the inportance of nedical professionals
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bei ng aware of the synptons.”*® The Wbsite is updated
daily and links to other inportant sites such as the Center
for Disease Control (CDC) in Atlanta and the Journal of
Anerican Medi cal Association (JAMA). VWhile this is not
being done in an “official” capacity, pioneers |ike Regan
are nobilizing the private sector resources because they
realize the enormty and difficulty that chem cal and
bi ol ogi cal attacks pose the United States Public Health
Care system

To say the least, the U S. Public Health Care System
is a shanbles. Decades of budget cutting and downsi zi ng
have contributed to the creation of “a vast decentralized”
architecture: albeit one that the nation is dependent upon

as “the first response” to a chem cal and bi ol ogi cal

terrorist attack.*®
The book GERMS il lum nates the disaster |ooning on the
hori zon. The authors illustrate both a real world case,

the New York City West Nile Virus outbreak, in 1999, and
nove their argunent to the |ack of connectivity and | ack of
si npl e communi cati ons networks, which would allow for the
qui ck and efficient transfer of information regardi ng an

outbreak of a biological threat.*’ “One of the things the

4 Al'lison Fass, “Advertising”, The New York Tines, 27 Decenber 2001.
46 Washington Post, p. A-3, 7 April 2002.
4T GERMB, p....
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events of 11 Septenber really pointed out,” said Dr.
M chael Flem ng, “is the inadequacy of the public health
infrastructure in our country.”*®

The underlying prem se of these efforts is to educate
and inform not alarm “W had to nmake peopl e concerned
wi t hout meki ng them al arnmed,” said Brendan Ward, the
creative partner of Regan Canpbell. “We didn't want to be

»n 49

per ceived as using scare tactics. “The information on

the Website is vetted and pedigreed by a commttee of

doctors, clinical content editors and witers.”>®

Capitalism & Honel and Security
“Wth President Bush proposing to spend nearly thirty-
eight billion dollars next year as a ‘down paynent’ on
protecting the country agai nst nore terrorist attacks,
private corporations and all |evels of governnent are
poi sed to grab their shares of the federal spending
expected over the next decade.”>!
Hi |l ton Technol ogies Ltd. is selling conputer software ained
at creating disaster plans, Raytheon is pronoting both
nobi | e emergency command centers and weapons to shoot down
terrorist aircraft, and Lockheed Martin “desi gned a product

to detect anthrax and other biohazards in mail, hoping to

enhance an al ready wel |l established relationship with the

48 Fass, “Advertising”, The New York Tines, p.
4% Fass, “Advertising”, The New York Tines, p.
5 Fass, “Advertising”, The New York Tines, p.
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U.S. Postal Service (USPS).”°2 “Hilton Technol ogi es new
software ‘ StaySafe’ enables city officials to sinmulate or
actually respond to disasters ranging from nucl ear and

cheni cal |eaks to airborne biol ogical agents.”>®

Public Level of Concern

Should the U.S. public at |arge be concerned about
being at the epicenter of a chem cal or biological
terrorist attack? Most |ikely not, however, do not rule
out the possibility that when in a city such as Washi ngton,
DC, given its high profile and that an attack has al ready
occurred there, it is nore likely to happen again. “There
IS no question it is a potential threat and it has to be
dealt with. But, people need to keep their fears in
check..cul tivating bi oagents and using them as weapons is

n 54

extrenmely difficult. Shoul d the public store ready-to-

use doses of antibiotics, such as G profloxin? Medical
professionals state that this is not a good pl an.
“There is a finite amount of antibiotics in the system
now, and m ght have a legitinmate need for themthat

isn't terrorism.. |If everyone starts taking it
(antibiotics) randomy, then it devel ops this whole

51 Bill MIler and Eric Pianin, “Corporations Target Honeland Security —
Patriotismand Capitalism Meet in Rush to Cash in on New Funds for Solutions,”
Washi ngt on Post, February 11, 2002, A7.

52 Washi ngton Post, February 11, 2002, A7.

5% Washi ngton Post, February 11, 2002, A7.

54 Washi ngton Post, Cctober 9, 2001, http://ww. washi ngt onpost. cont wp-

dyn. articl es/ A28240-2001Cct 8. ht i .
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resistant strain of organism people would get sick
fromthings they wouldn’t normally get sick from”?®®

What do parents do, during and in the inmedi ate aftermath,
about their children attendi ng school? “The best place for
a child mght very well be the school itself.they are under
supervi sion..putting themon the roads and streets is not a
wi se idea.it also keeps the roads clear for essentia
energency traffic instead of cars.”®®

Local municipalities are relying on private physicians
to come forward and provide their expertise on chem cal and
bi ol ogi cal agents and their associated illnesses. This is
an integral part of the “first response” to a CHEM BI O
terrorist attack. Especially wth biological weapons,
whose i ncubation period can often be neasured in days or
weeks, physicians, the first seriously ill victimor death
may often be the precursor/indicator of a nore w despread
problem In a recent discussion, with a virologist, he
stated that unfortunately, “there will nost likely be at
| east one death before the United States realizes that it
i s under biological attack.” Chenical attacks are
tel egraphed by their synptons, which range fromblistering

skin to al nost instantaneous death. However, cheni cal

55 Washi ngton Post, October 9, 2001, http://ww. washi ngtonpost. conl wp-

dﬁyn. articl es/ A28240-2001Cct 8. ht i .
56 Washi ngton Post, Cctober 9, 2001, http://ww. washi ngt onpost. cont wp-

dyn. articl es/ A28240-2001Cct 8. ht i .
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weapons are technologically difficult to enploy in such a
manner as to create a mass destruction scenario.> Wereas,
t he enpl oynent of biological weapons is indiscrimnate and

does not act on a “controlled” tinmeline.

Vacci nati ons May Not Be the Sol ution

Ken Alibek, a forner Soviet biological weapons
scientist, states that vaccinations are not a proven
preenptive consequence nmanagenent tool against chem cal and
bi ol ogi cal terrorism?® The number of “bugs and drugs”
avail able to the terrorist outnunbers the arsenal of
prepared vacci nations. And even if there were a
vacci nation for each and every chem cal or biol ogica
weapon, vaccination still carries a statistical nortality
rate. It would be inprobable that the human i nmune system
woul d be able to assimlate all the vaccinations
si mul t aneously or chronol ogi cal ly.

As stated in Chapter 1, anthrax is a naturally
occurring biological substance, which can remain active in
the soil for decades. Even given this fact, in the period
January 1955 to Decenber 1999, there were only 236 reported

cases of anthrax, nost of them cutaneous, in 30 states and

57 The Defense Threat Reduction Agency (DTRA) defines a Weapon of Mass
Destruction (WD) as one, which has the capability of injuring or killing at
| east 1,000 personnel in a given incident.
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the District of Colunmbia. The anthrax vaccination series
given to mlitary service nenbers is not a shield against
all fornms of anthrax. Dr. Gregory Knudson, LTC, Medi cal
Service Corps, USA, was one of the biochenm sts responsible
for producing the anthrax vaccination.®® 1In a recent

di scussion he stated that the current anthrax formnulae is
not effective against the strain of anthrax depl oyed
against in Florida, Washington, DC, or New York City.

In the wake of the Brentwood Mail Distribution
Facility contam nation, several thousand USPS workers were
of fered the anthrax vaccination as an additional treatnent
to the al ready prescribed antibiotics, such as G profl oxin,
and yet they rejected the offer out of hand. The past
disaffection with the mlitary experience over this
experinmental vaccination has tainted the US psyche. Public
citizens potentially infected with anthrax have been
offered a nedically viable solution and have not chosen to
exercise this option

More alarmng in the private sector is the inability
to effectively and efficiently mass produce vacci nati ons.
It is a costly procedure and one, which is fraught with

risk--the risk of research and devel opnent capitalization,

58 Biohazard, n.p.
5 \Weapons of Mass Destruction Elective Seminar held at Conmand and Staff
Col Il ege in March 2002.
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as well as, the risk of potential litigation resulting from
fatalities due to vaccination failure.
CHAPTER FOUR

WHERE TO FROM HERE?

Thi s essay underscores the fact that chem cal and
biological terrorismare very real threats. Terrorists are
capabl e of producing these weapons and possess the
“political will” to deploy them agai nst non-conbatants, you
the reader. It does not take a highly devel oped,
technol ogi cal | y advanced | aboratory to produce either
chemi cal or biological agents. The garden variety store
terrorist with a nodest effort of both resources and tine
can produce enough chem cal or biological agents to have
crossed the threshold into the real mof a Wapon of Mss
Destruction (WWMD). However, production of these agents may
be nore sinplified than first believed, the depl oynent
becones another matter.

Chem cal agents are often unstable in variable
environnental conditions. They are affected by tenperature
and noisture differentials, as well as by the wind. The
depl oynment of chem cal agents is often fickle and can be
thwarted by Modther Nature. However, biological agents are

| ess affected by environnental factors and can often
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contanmi nate the natural environment in which they are

depl oyed for decades. Anthrax spores can and have renai ned
active in the soil for over 75 years. Biological agents
are indiscrimnatory. They know no borders or boundari es.
They can attack the attacker or the intended target with
the same veracity.

This essay is not a detailed study of the laundry |ist
of CHEM Bl O agents that exist in the world today, nor is it
an in-depth text on their use as terrorist weapons. The
first chapter is a vehicle to get to the crux of the matter
— the apparent inability or desire on the part of the US
Government to informthe public as to the extent of the
danger of chem cal and biological terrorism

Thi s essay began as a search for an explanation as to
why the United States Governnent did not and conti nues not
to adequately, in an official manner, address the anthrax
attacks in October 2001. Since those events, the USG has
seemngly left the job of educating the public to the nedia
and to the private sector. This is wholly unconscionabl e
and without nerit.

The USG cannot allow hired “experts” to continuously
parade across the world s television sets and speak on its
behal f. Some argue that the USG al |l owed its bureaucratic

inertia to inpede the educational process. It allowed
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inter-agency rivalries to becone roadbl ocks to inform ng
the U S. Public of the threat of chem cal and bi ol ogica
weapons and the abilities of terrorists to produce and
depl oy them agai nst maj or popul ation centers in the United
St at es.

O hers argue that the USG did not step forward with
good reason — so as not to cause w despread panic. The US
government waited in the wings and allowed the nedia to
di ssem nate the overall picture, one of slow neasured,
soneti mes stunbling progression for two distinct reasons.
The first is sinple the USG did not have a cogent, well
defined, well planned response to a chem cal or biol ogica
threat. The second can only be surm sed that due to the
| ack of a systematic response the USG chose not to step
into the informati on vacuum for fear of alarmng the
popul ace to panic.

This essay illustrated sonme of the efforts nade by the
US governnent since the 1995 Aum Shinri kyo sarin gas attack
in the Tokyo Subway system However, when the USG did not
follow its own established inter-agency Federal Response
Pl an (FRP) when the attacks occurred. Instead of allow ng
FEMA to take the | ead, the targeted body, nanely the
Senate, called on numerous agenci es anong them DoD, the

EPA, HHS, and its own Ofice of the Sergeant-At-Arns, the
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Washi ngton DC Metropolitan Police Departnment, and others to
address the situation. |If the USG had acted in a
coordi nated and consol i dat ed manner, the consequence
managenent of the anthrax attacks woul d not have | ooked
like a rerun of the Marx Brother’s novi e Al phabet Soup.

This essay also illustrated how the media took the
lead in informng the public. First believing it their
responsibility to the First Amendnent and secondly, because
the USG was not systematically briefing the public, they
filled the void with avail able sound bites. Watching the
public broadcasts did not inform They raised nore
guestions than they answered. The nedia delivered critical
comentary hoping to garner higher ratings, instead of
aspiring to a higher platformof journalistic integrity.

The President can be commended on the one hand for
qgui ckly establishing the Ofice for Honel and Security
(OHS), to becone the focal point for all US interna
security issues. However, he can be criticized for not
provi di ng nore specific guidance and shorter tine |ines
when devel opi ng both the overall strategy and answers to
the specific anthrax attacks of October 2001.

The USG has an abundance of information regarding

chem cal and biol ogical agents, terrorism and the

capabilities of terrorists to produce and use such weapons.
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What the USG shoul d have done was to publish a panphlet,
approxi mately 15-20 pages in length, which outlined the
above information. The USG shoul d have published that
panphlet within sixty to ninety days of the first anthrax
death — approximately md to | ate Decenber 2001

The panphl et would i nclude four sections. The first
section — the Introduction — would provide a brief overview
of what terrorismis and outline the events of the anthrax
attacks, which occurred in October 2001. The second
section would briefly describe the current status of the
chem cal and biol ogical threat, which faces the United
States. This section would detail the synptonol ogy of how
various CHEM BI O agents (those nost likely to be enpl oyed)
af fect the human body and what, if any, prophylactic
nmeasures can be taken to prevent or mtigate the synptons.
The third section would illustrate what steps were taken to
mnimze the threat from agents already di spersed (e.qg.
efforts nade to determ ne the source; decontam nate both
personnel and facilities; and efforts nmade to provide
sustained nedical treatnent to affected popul ations). The
| ast section would outline the U S. Governnent policies
enacted to provide for continuous honel and security agai nst

CHEM Bl O Terrorism This section in particular would al so
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enphasi ze educational policies ained at raising the |evel
of U S. Public awareness regarding CHEM Bl O Terrorism

The panphl et woul d be designed to reach a broad
audience. It would be witten in a clear positive tone
designed to elicit human curiosity with regards to the
subject material, not be alarm st in nature. Irrational
behavi or or panic is borne out of ignorance or fear of the
unknown. The purpose of this panphlet would be to armthe
public with the knowl edge about CHEM BI O Terrorismin such
a fashion as to prepare and enpower them

To date this has not happened. There are numnerous
updat ed websites for specific governnment agencies; however,
none represent a consolidated, coordinated official public
statenent regardi ng the biological attacks agai nst the
United States. It is the intention of this essay to
conclude that the United States CGovernnent did not honor
the stated and inplicit responsibilities bestowed upon it
by the Constitution of protecting its citizenry from “al

enem es both foreign and donestic.”
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GLOSSARY®?

Ant hr ax An infectious, usually fatal disease of warm
bl ooded ani mal s caused by the Bacillus anthracis
bacteria, which can be transmtted to humans.

ATCC American Type Culture Collection

Bacillus anthracis Gam positive, spore form ng, aerobic
bacteriumthat is the causative agent
of ant hr ax.

Bi ol ogi cal Warfare (BW The use, for mlitary or terrorist
pur poses, of living organisns or
materi al derived fromthem which
are intended to cause the death or
i ncapacitation in man, animals or
pl ants.

Blister Agent A chem cal agent that can cause blistering
of the skin and extreme irritation of the
eyes and lungs; although primarily an
i ncapacitant, it can cause death in |arge
doses. Exanples are sulfur nustard,
nitrogen nustard, and Lew site.

Bl ood Agent A chem cal agent that acts on henoglobin in
bl ood cells, thus preventing oxygen from
reaching cells. Exanples are hydrogen
cyani de and cyanogen chl ori de.

Bot ul i num toxin Hi ghly poi sonous toxin produced by the
bacteria C ostridi umbotulinum

Botul i sm Poisoning characterized by weakness, headache,
di zzi ness, doubl e vision, nuscle paralysis and
death, resulting from exposure to botul i num
t oxin.

Brucel |l osi s A di sease characterized by fever, headache,
fatigue, depression, and weight |oss due to
i nfection by Brucella suis.

8 The technical definitions are referenced directly fromthe glossaries of The
Wor | dwi de Bi ol ogi cal Warfare Wapons Threat--Appendi x C and The Bi ol ogi cal &
Chemi cal Warfare Threat. The majority of the acronyns are in conmon usage.
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CB Chem cal & Biological or ChemBio

CBRN Chem cal , Biological, Nuclear & Radiologica
CBI RF Chem cal & Biological Incident Response Force
CDC Centers for Disease Control and Prevention

Choki ng Agent A chem cal agent that is typically a
nonpersi stent, heavy gas. It irritates the
eyes, throat and when inhaled, can lead to
pul nonary edenm, resulting in death from
| ack of oxygen. Exanples are chlorine and

phosgene.
CM Crisis or Consequence Management
Chem cal Warfare (CW The mlitary or terrorist use of

t oxi ¢ substances such that their
chem cal effects on exposed
personnel, aninmals or plants
result in incapacitation or death.

CONPLAN  Conti ngency Pl an

Cut aneous Pertaining to the skin.

DoD Depart nent of Defense
DTRA Def ense Threat Reduction Agency
Ebol a A Virus of the filovirus species that causes

henorrhagic fever, resulting in respiratory
di stress, severe bl eedi ng, shock, and
usual | y deat h.

Encephalitis I nfl ammati on of the brain, usually caused by
a virus; synptons include headache, neck
pai n, drowsi ness, nausea, and fever.

EPA Envi ronnental Protection Agency
FBI Federal Bureau of I|nvestigation
FENVA Federal Energency Managenent Agency
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Fi l ovirus A famly of hook-shaped RNA viruses that
i nclude the Ebola and Marburg viruses

FRP Federal Response Pl an

G Series Nerve Agents Chem cal agents or noderate to
high toxicity developed in the
1930s that act by inhibiting a key
nervous system enzyne. Eanples
are tabun (GA), sarin (GB), sonman
(&), and G-.

GPO Governnent Printing Ofice

Henor r hagi ¢ Fever A di sease caused by viral infection
characterized by sudden onset, fever,
aching, bleeding in the internal
organs, and shock.

HHS Departnment of Health and Human Servi ces
JOC Joi nt Operations Center
LD50 The dose (LD is lethal dose) that will kill 50

percent of the exposed popul ation.
Marburg Virus A filovirus that causes henorrhagic fever.
NBC Nucl ear, Chem cal, & Biologica

Nerve Agent A chem cal agent that acts by disrupting the
normal functioning of the nervous system

Non- | et hal Agents Chem cal agents that can incapacitate
but which, by thenselves, are not
intended to cause death. Exanples are
tear gas, vomting agents, and
psychochem cal s such as BZ and LSD.

NI H National Institute of Health

NPS Nat i onal Pharmaceutical Stockpile
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OHS O fice of Honel and Security

Pl ague A di sease caused by the Yersinia pestis bacterium
transmtted to humans by fleas frominfected rats
and characterized by high fever, chills, and
enl arged, painful |ynph nodes.

Psychochem cal Agents An agent that incapacitates by
distorting the perceptions and
cognitive processes of the victim

Pul mronary Edema The excessive accunul ation of fluid in
the lung tissue.

Q Fever An i nfectious disease caused by the rickettsiae
Coxiella burnetti that is characterized by fever,

mal ai se, and nuscul ar pai ns.

Ri cin A poi sonous protein extracted fromthe castor
bean whi ch, upon exposure, results in decreased
bl ood pressure and death due to
heart failure.

Ri ckettsiae bligate intracellular parasites that cause
a variety of diseases including typhus and
Rocky Mountain Spotted Fever.

Ri ot Control Agents (RCAs) Subst ances, usually having
tenporary effects, which are
typically used by governnent
authorities or |aw
enf or cenent .

SAC Speci al Agent in Charge (FBI position)

Smal | pox A highly contagi ous and fatal disease caused
by a poxvirus and characterized by high
fever, aches, and blistering papul es.

Tul arem a A di sease caused by the bacterium
Francisella tularensis that is characterized

by intermttent fever and swelling of the
| ynph nodes.

USA United States Arny
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USAMRI ID United States Arnmy Medi cal Research Institute of
| nf ecti ous Di seases

USG United States Gover nnment

uUsMC United States Marine Corps

USN United States Navy

USPS United States Postal Service

USUHS United States Uniformed Health Service

Vect ors An ani mal, insect, or other organismthat carries

or transmts a m croorgani sm

Virus A subm croscopi c i nfectious agent consisting of a
core of nucleic acid surrounded by a protein coat
and unable to replicate outside
t he host.

V- Series Nerve Agents A cl ass of chem cal agents
devel oped in the 1950s
that act by inhibiting a key
nervous system enzyne. They are
general ly persistent and have a
noderate to high toxicity.
Exanples are VE, VG VM VS, and
VX.

VWD Weapons of Mass Destruction
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