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PREFACE

In this paper we accomplish three things. First, we fill a gap in the anaytic
capability available to the Department of Defense by proposing a methodology for
guantitatively connecting changes in naval infrastructure to the corresponding changes in
warfare capability. Second, we show that this methodology can be executed by applying
it to an organic mine countermeasure operation. Finally, we show that the recommended
methodology offers a straightforward way of rank-ordering alternative investments in
order of their relative cost-effectiveness by applying it to a specific decision between two
aternatives in a shallow water antisubmarine warfare operation.

The foundation of our methodology is a new definition of infrastructure, one that
emphasizes its natural connection to warfare. Specifically, we suggest that infrastructure
isthe totality of al people, facilities, and activities designed to produce a structure able to
operate as desired, now as well as in the indefinite future, and which fulfills the function
assigned to it. Hence, each element of naval structure has a double character. On the one
hand, they directly participate in war and thereby contribute directly to warfare
capability; on the other, they are also products of naval infrastructure and thereby reflect
the quality of the infrastructure's activities that went into making them what they are.
This double character pointed the way to how we were to connect the quality of various
infrastructure activities with the warfare capability to which they contribute.

The key element in the methodology is the ability to describe the parameters
generally used in warfare models as the output of various infrastructure activities. In
particular, we develop a simple way of relating operator proficiency as it appears in
standard warfare models to the underlying infrastructure activities that affect it, such as:
recruiting, measured by the natural ability of enlisted personnel to perform a given job,
quality of initial training, frequency of subsequent training, rates of learning and
forgetting, and quality of life measured by the retention rate.
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GAUGING THE MILITARY VALUE
OF NAVAL INFRASTRUCTURE

A. INTRODUCTION

It is easy to overlook the fundamental importance of naval infrastructure because
infrastructure is ubiquitous; one can fight a battle with and without ships, or with and
without aircraft or missiles, but one cannot do so without an infrastructure. In fact, all
instruments of war were conceived, produced, and are maintained by their corresponding
set of infrastructure activities. Even the fighting men and women who use these
instruments are products of the infrastructure that recruited them, trained them, and that
provides for their continued willingness to serve in the military.

That rarely spoken truth has allowed the community of people that manages and
participates in infrastructure activities to focus on their immediate job and forget the
reason why what they do is important. By the same token, the warfighting community
has come to take infrastructure for granted and focused its attention on the manipulation
of the instruments of war that the infrastructure makes available to them.

It should not be surprising, therefore, that both communities found themselves
unable to quantify the military value of infrastructure when, driven by the increasing
shortage of resources characterizing the last decade, they were suddenly confronted with
the need to change the distribution of funds between structure and infrastructure.

The recently established Integrated Warfare Architecture (IWAR) process is a
casein point. Its main purpose was to bring Navy leadership into the planning process as
early as possible to outline the organization’s vision and to set its priorities. In addition,
the process was intended to force planers to smooth over the gaps that have perennially
splintered the Navy into platform-centered views and present the Navy |eadership with an
integrated view of its warfighting capability. While striving for an integrated view of
capability is by no means new to the Navy, the fact that Navy leadership seriously
intended this time to include infrastructure into the mix proved to be quite challenging.
Such insistence would have quickly forced the Navy to contemplate trading infrastructure
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investments for investments in hardware, a thing few people in the planning and
assessment communities were able to support analytically.

Under the circumstances, the Naval Warfare Division in the Office of the Under
Secretary of Defense for Acquisition, Technology and Logistics and the Assessment
Division in the Office of the Deputy Chief of Naval Operations for Resources, Warfare
Reguirements and Assessments (N81), have jointly approached the Institute for Defense
Analyses (IDA) with the request that it undertake a study of how the Navy should trade
between structure and infrastructure without thereby negatively impacting naval
warfighting capability. To accomplish such atask, one would have to develop the ability
to quantitatively connect infrastructure investments to warfare capability and, therefore,
to understand how changes in infrastructure capability affect the Navy’s ability to fight a
war.

This paper reports our answer to this question. It describes the general approach
IDA recommends for accomplishing a meaningful quantitative connection between
infrastructure and warfare capability and illustrates its application with two examples of
warfare, both of which were chosen by the sponsor's office: organic mine
countermeasure (MCM) and shallow water antisubmarine warfare (ASW). Intended to
illustrate a methodology rather than exhaustively answer a specific MCM or ASW
guestion, these examples were constructed with some liberty asto detail. It isour belief,
however, that the basic nature of the operations portrayed by these examples has not
thereby been distorted.

B. MILITARY VALUE OF INFRASTRUCTURE

1. TheBasicldea

Solving the problem posed by N81 is a daunting task for it requires that we
develop a methodology able to deal not only with questions related to infrastructure
activities that have traditionally been closely associated to warfare, such as repair and
training, but also questions related to infrastructure activities that are significantly farther
afield; to mention but one, admittedly dramatic, example, consider the issue of whether
to spend money on acquiring a piece of equipment or whether it would be better to
purchase additional day-care facilities for the families of enlisted personnel.

To develop such a wide-ranging methodology, one must return to basics. In fact,
one must start at the very beginning by asking the question about infrastructure anew.

2
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Indeed, even a cursory look at the current usage of the word infrastructure will show that
we routinely employ vague and un-illuminating definitions of what infrastructure is.
Most people would describe naval infrastructure as “things located on land”; others,
would try to get more specific and produce a list of things that belong to nava
infrastructure, but would invariably produce an open ended list such as “ports, repair
facilities, training centers,...” Neither definition is complete and neither is indicative of
the potentia military utility of infrastructure.

What is needed instead is a definition of naval infrastructure that captures the
military role the infrastructure plays. To reach such a definition, consider the general
taxonomy of a Navy described in Figure 1 below.

FUNCTION . . e
(Execute National Strategy) ! SAILORS
! - Officers
- Enlisted
STRUCTURE i INSTRUMENTS OF WAR
Sailors and the Hardware I | - Platforms
They Take Along With Them | ' -Weapons :
When Going to War N I B— 4
WARFARE ARCHITECTURE
- Command and Control
THE i____:_l_r}format_i_qp_ FIow____
NAVY |\
SERVICES
(Make Fit for Use)
- Housing (family, platforms)i
/1 -lInitial Training i
INFRASTRUCTURE / 1+ -Repair (people, hardware) |
—_ L /1 -Refueling and Rearming !
People, Facilities and Activi-| ST
ties Designed to Produce ya ’ MAINTENANCE
a Structure Which ' 5 (Keep Fit for Use)
- Is Fit for Use N T ; ;
. . \ 1 - Quality of Life
- Remains so Indefinitely N i - Exercises and Retraining
- Fulfills the Function - Overhaul

Figure 1. The Taxonomy of a Navy

As shown in the figure above, a Navy consists of three components. The first
component is the structure, containing the sailors, the instruments of war they take along
when they go to sea, and the warfare architecture that ties together those instruments and
the people using them into a functioning unit. The second component is the function that
higher command authority assigns to the Navy. The third component is the
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infrastructure. This latter, we suggest, is the totality of all people, facilities, and activities
designed to produce a structure able to operate as desired, now as well as in the
indefinite future, and which fulfills the function assigned to it.

According to this definition, naval infrastructure includes both the services
intended to make the structure operate, as well as the maintenance activities designed to
keep the structure operational. To make the structure operational, the Navy must house
its people and their families, as well as the instruments of war they use. Furthermore, the
Navy must teach its sailors to perform whatever tasks are assigned to them and must
provide routine services to its platforms, such as refueling and rearming. To ensure that
an operational structure remains so indefinitely, the Navy must overhaul its platforms and
must provide the necessary quality of life conditions that induce sailors to stay in the
Navy and then train them periodically to maintain proficiency.

Because threats change in time and technology advances improve warfare
capability, the Navy cannot ensure that its structure will fulfill the function by merely
servicing and maintaining it. To accomplish that, the Navy must continuously search for
changes in enemy capabilities and must conduct the corresponding research and
development activities needed to keep up with the evolving threat as well as with modern
technology.

The essential point that emerges from this taxonomical discussion is the
recognition that infrastructure is not a set of things located on land or things belonging to
incomplete lists, but the set of all activities that produce an operational structure able to
perform the Navy's mission. It is clear that this definition of naval infrastructure is
manifestly warfare oriented and therefore appears to be well suited for connecting
infrastructure to warfare.

We begin the development of that connection by recognizing that infrastructure
thus defined implies that all structure elements in the Navy have a double character. On
the one hand, they directly participate in war and thereby contribute directly to warfare
capability; on the other hand, they are aso products of naval infrastructure and thereby
reflect the quality of the infrastructure’s activities that went into making them what they
are. This double character points the way to how we can connect the quality of various
infrastructure activities with the warfare capability to which they contribute.

4
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2. TheAnalytic Approach

Implementation of the program suggested by the new definition of infrastructure
is quite straightforward and consists of three steps. First, one develops a quantitative
representation of the warfare operation at hand. Unlike current practice, however, one
must take special care to prepare the way for capturing all infrastructure activities that
might play arole by inserting in the warfare model, not the numerical value of the input
parameters, but rather their functional dependence upon those activities. In this way one
should be able ascertain how changes in the quality of a given infrastructure activity
would affect the warfare mission effectiveness. It is important to note that the
implementation of this first step of our program already provides useful information
about the connection between infrastructure and warfare capability. Indeed, one can use
the quantitative model developed in this step to conduct a sensitivity analysis of the
warfare measure of effectiveness to changes in both infrastructure inputs as well as in
operational performance inputs. This analysis should be able to rank order the
contribution of various elements of the naval force assigned to the mission according to
their contribution to a successful execution of the mission at hand.

While this rank-ordering by effectiveness is quite illuminating as to the role
infrastructure plays in warfare, it is not sufficient to determine the most cost-effective
investment alternative to pursue. The reason is that the Navy does not invest monies
directly into the parameters that represent infrastructure but rather into the activities
whose quality is measured by those parameters. By investing in day care centers, one
could create the conditions that would lead to an increased retention rate, but one cannot
directly relate that investment to the resulting retention rate without first understanding
and modeling the quality of life activity to which that rate is related. To get to the cost-
effectiveness tradeoffs, one needs to engage in the remaining two steps of our program.

In the second step, one models the relevant infrastructure activities themselves to
determine how the quality of their output changes in response to additional investment.
Modeling infrastructure activities in sufficient detail to deduce changes in product quality
induced by changes in funding is no easy task; in fact, it is much more difficult than the
mere rank-ordering in effectiveness we described above. However, if one succeeds in
doing so, one is then ready to undertake the final step of our program. Specifically, one
combines the models developed during the previous two steps of our program into a tool
able to connect investments in infrastructure to the changes in mission effectiveness they
would produce. One would then be able to rank-order investments according to their

5
UNCLASSIFIED



UNCLASSIFIED

cost-effectiveness, and do so equaly for investments among structure-element
aternatives, investments among infrastructure activities, or mixed investments in
structure and infrastructure.

MEASURE OF WARFARE
EFFECTIVENESS

T

T

T
uy)

STRUCTURE INPUT PARAMETER
—
|
>
el

INFRASTRUCTURE INPUT PARAMETER

Figure 2. lllustration of Tradeoff Methodology

To illustrate the point, consider Figure 2 above, which represents a generic trade
space between a structure and an infrastructure investment. The universe depicted hereis
spanned by two parameters pertaining to a given naval operation: one corresponding to a
specific infrastructure activity, another to a specific structure performance capability.
The plane is populated by curves along which the measure of warfare effectiveness is
kept constant. The exact shape and location of these curves depends, of course, upon the
naval mission under consideration, but one can always choose the parameters in such a
way that the constant effectiveness curves look like those depicted in the figure. The
reason is ssimple: if the structure performance parameter decreases by a unit amount, then
the corresponding mission effectiveness is bound to decrease as well and, therefore, the
quality of the infrastructure activity must increase by some amount in order to maintain a
constant effectiveness value E.

On this plane we can immediately represent the current situation by a point whose
coordinates represent the known values of the parameters spanning the universe. Let that
point be denoted A in the figure. To this point corresponds a curve that passes through it,
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a curve that indicates directly the value of our current capability to perform the mission.
Should that value prove to be insufficient, one would normally wonder about the best
way to increase that capability. One may thus ponder between investing a certain amount
of money in increasing the value of the structure performance parameter, an investment
program designated in the figure by the arrow pointing upwards from A, or investing the
same amount of money in increasing the infrastructure parameter, an aternative
investment program designated by the arrow pointing to the right of A, or doing a bit of
both. One would obviously wish to choose the equal cost program that would most
increase mission effectiveness. The methodology displayed in Figure 2 is manifestly
designed to visually compare such alternative investment programs.

It appears from the figure, however, that the choice between alternatives is
strongly dependent upon the location of the current capability point. If current capability
were, indeed, represented by the point A in the figure then clearly money invested in
infrastructure would lead to a significantly larger return on the dollar than would the
same amount of money invested in structure. On the other hand, if current capability
were represented instead by the point B, investments in structure would appear to be
more cost-effective than investments in infrastructure.

This result merely reflects the obvious fact that any investment has its point of
diminishing returns. In the first case, we have a situation in which the Navy has invested
too little in infrastructure, while in the second case, we have a situation in which the
Navy has already invested sufficiently in infrastructure and needs to provide balance by
investing the next dollar in improving the structure. Although the methodology returns to
us the truism that we must always fix the weakest link in a chain, it is not thereby
vacuous, for it associates quantitative information with the underlying message: it
identifies the weakest link and points to the optimal investment required to fix it.

C. ILLUSTRATIVE APPLICATION OF THE METHODOLOGY

Notwithstanding our preceding efforts to render this methodological discourse as
clear as possible, the best way to communicate its import is to apply it to a concrete
warfare situation. In what follows we choose to investigate two warfare areas. organic
MCM operations and ASW. In neither case will we strive to capture all the details that
characterize either the warfare operation or the corresponding infrastructure activities
involved, for we are trying to illustrate a methodology, not to precisely solve a specific
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problem. However, we believe that we have nevertheless accurately captured the
underlying structure of those operations.

1. Organic Mine Counter measure Operations

a. Operational Setting

The Navy is in the process of acquiring an organic mine countermeasure
capability to facilitate the timely introduction of MCM forces into forward operations.
These forces would reside with Navy carrier battle groups and consist of helicopters,
semi-submersible unmanned vehicles, and mine neutralization devices able to remove
objects identified as mines. Both the helicopters and the semi-submersibles carry a mine-
hunting sonar for detecting mine-like objects.

A typical organic MCM operation would have the mission of clearing the carrier
battle group operating area of any mines the enemy may have laid there and is depicted in
Figure 3. The operation would begin with a mapping phase in which the detection
systems systematically sweep the operating area for mines and create a map with the
location of all mine-like objects they can find.

35\.‘5‘ HELO
T x
| Vi

Figure 3. A Generic Mine-Hunting Operation
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The map is provided to a team of professionals trained to segregate mines from non-
mines. As is the case with al decisions taken in the midst of uncertainty, this
identification process could produce four different outcomes. First, it may identify atrue
mine as a mine with the conditional probability p(m|m) that we call the object a mine,
given that it is. Next, it could misidentify a true mine as a non-mine bottom object
(NMBO) with the conditional probability p(njm) that the object is identified asa NMBO,
given that it isreally a mine. Third, it may decide that a non-mine is a mine with the
false alarm probability p(m|n). Finally, it may correctly identify a non-mine as a NMBO
with conditional probability p(n|n). Of these four events, only two are desirable and they
occur with probabilities p(mjm) and p(njn). The other two events occurring with
probabilities p(m|n) and p(njm) are undesirable because they either waste neutralization
time by forcing one to remove a NMBO or expose the carrier to the danger of a mine
explosion.

This identification process separates the original map into two distinct classes of
objects: objects that, right or wrong, have been identified as mines and objects that have
been identified as NMBOs. The mine-hunting operation continues then with the
detachment of helicopter assets to the location of each object identified as a mine with the
aim of removing it from the field by explosive action. The other category is ignored
under the assumption that it contains no real mines. Although we know that this
assumption is not quite correct, we accept it because there simply is not enough time to
remove all objectsin the minefield. The hope is that we can keep p(njm) small enough to
control the negative consequences of not dealing with all objects.

Having been informed that the mine-hunting operation is now finished, the battle
group commander is ready to enter his operating area and begin execution of his mission.
He will, however, be reluctant to do so unless the quality of the preceding mine-hunting
operation gives him a high level of confidence that the remaining minefield does not pose
a serious danger to his forces. Therefore, a natural measure of operational effectiveness
for the mine-hunting mission is the probability that the carrier will not encounter a mine
during the strike operation. We shall designate this measure by S(8), where 8 represents
the length of the strike operation measured in days.

Clearly, S(8) depends on the size of the operating area, on the number of NMBOs
prevalent in the location where the carrier is to operate, on the number of mines
employed by the enemy, and on the performance capability of both the equipment
performing the mapping and the operators performing the identification operation. In
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what follows we shall develop a simple warfare model to quantitatively capture this
dependence.

b. TheWarfare Modd

Let us begin with the mine-hunting operation. Since the purpose of this operation
IS to remove as many mines as possible from the total number M planted by the enemy,
we will try to calculate the probability Q(m,w) that m mines have been destroyed after
the neutralization operation had been alowed to proceed long enough to remove
w objects from among those identified as mines:

Q(m w) =Y P(a,u/M,N)Q(m w/a, 1) 1)

Here P(a,u|M,N) represents the conditional probability that among all the objects
identified as mines there are o mines and u1 NMBOs given that the enemy used M mines
to seed an area containing N NMBOs, while Q(m,w|a,) is the conditional probability
that the neutralization operation has destroyed m mines in the process of removing w
objects, given that we started with a mines and © NMBOs identified as mines. The
summation is over al alowed combinations of a and y. Clearly m cannot exceed the
smallest of the two numbers a and w, and w cannot exceed the total number (a+u) of
objects identified as mines.

To evaluate P(a,u|M,N), we assume that all events are statistically independent
and define the probability that a particular outcome of the identification process applied
to amap consisting of Q objects, contains a mines identified as mines, 3 mines identified
as NMBOs, 4 NMBOs identified as mines, and v NMBOs identified as NMBOs, as the
following multinomial distribution [Ref. 1]:

P(a; B u;v) = Ln" (m; m)7z? (n; )7z (m; )7z (n; n) 2
a! B! !
where

Q=M+N,; a+B+u+v=0Q 3

and where we have defined the marginal probabilities
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N
mmn) =5 p(m/n) (4)
nmw:%mmw

nmm=%mmm

Obvioudly, since by the multinomia theorem the sum over the probabilities of all the
sample maps containing Q objects is manifestly equal to unity, the probabilities in
equation 2 are properly normalized. The probability P(a,|M,N) can then be obtained by
keeping a and u fixed in equation 2, summing over al vaues of 3 and v subject to the
restriction

a+f=M ad u+v=N,

and then normalizing the result to get:

P(O’,,U/M,N) - MIN! n”(m; m)nﬂ(m; n)n'\(/'M—a)(r:\i m)n-(N—/!)(n; n) (5)
atyf(M —a)!(N - u)! M N
(2 la)

The evauation of Q(m,w]|a,l) is made relatively ssmple by the observation that
the process of destroying m mines upon removing w objects out of the (a+) that have
been identified as mines is formally identical with the well-known problem of finding m
red balls in a sequential pick that removed w balls from a box containing a mixture of o
red balls and p black balls. The solution for this latter problem is given by the following
probability, easily found in any standard textbook on probability [Ref. 2]:

alpa(a+ u-w)
m(a-m)!'(u-(w-m)!(a+ u)(w-m)!

Qmw/a,u) = (6)

where

(w=zm; azm; uyzaw-m; a+uzw).
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One can show that these probabilities are properly normalized over m within a
range that depends upon the values of a and y. This dependence can be made explicit if
one recognizes the following:

1. The maximum number of minesin w cannot exceed a, the total number of mines
in (a+p), or w, whichever isthe smaller of the two.

2. When u=w, we can conceive filling w up only with non-mines and, therefore,
the minimum number of minesin wisthen zero.

3. When pu<w, we cannot so conceive because we shal need (w-) mines to
complete w, and therefore, the minimum number of minesin wis (w—).

Therefore, the normalization domain for the Q(m,w|a, ) becomes:

[max(0, w - w); min(a, w)]

Let us take the case in which m varies between 0 and

- alad(a+ y-w)
meo M (w — M)l (@ —m)! (i -~ w+m)l(a + p)!

:aJ.(a+,u—a))!i al i
(@+p) e\ m(a-m! A (w-m)!(y-w+m)

_warp-w)l (a+p)t )y
(a+ u)! W (a+ u-w)

> Qe a, )=

and similarly for al other normalization domains.

Inserting equations 5 and 6 into equation 1 and performing the obvious
simplifications we finally get:

Q(m.w) = «!'M!N!
m (e - m)!('\/%z)M (%)N
M N _ . M . (M=a) {1 (N=L) (1A=
z z (a+ u—aw) T (m;m)r* (m;n)r (n;m)77 (n,n)_ @

ammptorm (@ =M (= (w-m)IM —a)(N - p)!(a + p)!
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Equation 7 provides the model we need to evaluate the effectiveness of the mine-
hunting operation as a function of the four conditiona probabilities p(m|m),..., p(n|n)
describing the proficiency with which operators perform the identification function.
These probabilities are, of course, not all independent because

p(m/m)+ p(n/m) =1 and p(m/n)+ p(n/n) =1.

Therefore, there are only two relevant probabilities to consider: the conditional correct
identification probability p(m|m) that an object is identified as a mine, given it isamine,
and the conditional false alarm probability p(m|n) that an object is identified as a mine,
given that it is, in fact, a NMBO. Although we shall not do so explicitly here, one can
show that the false darm probability only affects the length of the remova operation
needed to obtain a given mine-hunting effectiveness but leaves that effectiveness
unchanged; to change the latter, one must change the correct identification probability

p(mjm).

Probability of
Correct Identification

Number of Objects *

025 Removed =20 I 0,50
> i
E 0.20 I 0.90
=
m
g 0.15 | I 0.95
o
x
K i

0.10

0.04

0 2 4 6 8 10 12 14 16 18 20
NUMBER OF MINES DESTROYED

Figure 4. Distribution of Mines Destroyed: Dependence on Probability of
Correct Identification

Figure 4 above illustrates the kind of results one can obtain from equation 7. It
represents the probability distribution of mines destroyed during a mine-hunting
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operation that removes 20 objects out of all those that are identified as mines by an
operator performing his job with a false alarm probability of 0.2 and a number of correct
identification probabilities p(m|m) varying between 0.9 and 0.99. The total number of
mines used by the enemy is 20, and the total number of NMBOs in the area is 80, which
makes the total number Q of objects in the map equal to 100. Because (0+u) must here
exceed w, the distribution adds up to the probability that (a+p)>w rather than to one.
The corresponding distribution illustrating the dependence on the number w of objects
removed is shown in Figure 5 below. As expected, the larger the number of objects
removed, that is, the longer the time dedicated to the removal operation, the further to the
left the distribution is and, therefore, the larger the average number of mines removed.
Eventually, the average number begins to decrease with the increase in w, because for
wmuch larger than M, the set of objects removed must contain a large number of
NMBOs identified as mines, which is not very likely for an operator with a small false
alarm probability.

Number of Objects

Removed
Probability of *
Correct Identification = 0.90 I 16
0.25 I 20
X [
5 0.20 35
2 ]
o 0.15
o
x
T ]
0.10
0.05 | NL
|

0 2 4 6 8 10 12 14 16 18 20
NUMBER OF MINES DESTROYED

Figure 5. Distribution of Mines Destroyed: Dependence on the
Number of Objects Removed

Let us now proceed to the next phase of the operation, namely that involving the
carrier battle group. When the carrier enters its operating area, that area will contain m
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mines with probability Q(M-m,w). Assuming that the carrier moves about in a random
fashion, the probability that it will not encounter any of these m mines can be calculated
with the help of Koopman's random search model [Ref. 3]:

S@:my=e A 8

where 0 is the amount of time the carrier operatesin the area of size A, v isits speed, and
R is the actuation radius of the mine against a carrier-like target. Since we do not know
exactly how many mines were left over by the mine-hunting operation, we shall average
over that unknown quantity m by means of equation 6 and use that average survivability
as our ultimate measure of effectiveness:

S(8,m) = iS(B,m)Q(a); M -m) 9)

m=0

Before displaying the results obtained from this warfare model, we shall simplify
things by assuming that the removal operation is allowed to run long enough to remove
al (a+p) objectsidentified asmines. Then,

w=a+u
and the measure of effectiveness for this optimal operation becomes:

ST (6) = ( o(m/m) + p(n/ m)e‘m%)M . (10)

The expression in the parenthesis represents the average survivability of the carrier if
only one mine were present; the M-th power of it, the average survivability if M mines
were present. The single-mine average is made out of two terms reflecting the two things
that can happen to a mine during the mine-hunting operation: it either gets removed with
probability p(m|m), in which case carrier survivability is unity, or it remains untouched
with probability p(njm), in which case carrier survivability is given by the Koopman
exponential.

Figure 6 displays the dependence of S°'(6) on the probability of correct
identification p(m|m) for two choices of area size. The length 6 of the carrier strike
operation has been taken to be 3 days; the mine actuation radius, 1,000 yards; the speed,
30 knots; the total number of mines used by the enemy, 20; and the total number of
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NMBOs, 80. As can be seen from the figure, carrier survivability depends strongly on
the identification probability and, as the area becomes smaller, this dependence becomes
increasingly critical.
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Figure 6. Carrier Survivability

Consequently, ascertaining the value of p(m|m) becomes an important problem.
Traditionally, its value, like that of many other infrastructure parameters, is taken from
Fleet empirical data. Given the purpose of our methodology, however, such procedure
would not be acceptable. In fact, it is precisely this kind of habit whereby numbers are
made to appear where functions should be used that is responsible for the traditional
separation between structure and infrastructure issues. In what follows, we shall
therefore attempt to evaluate the correct identification probability needed in the warfare
model explicitly in terms of the infrastructure activities that produce it.

c. TheProficiency Model

The proficiency of the operator who performs the identification function depends
on at least three factors: his natural ability for the job at hand, the quality of his original
training, and the amount of experience he has gained by repeatedly executing the function
since initial qualification. The first factor measures the quality of the Navy’s recruiting
activity. The second factor measures the quality of the training school the operator
attended upon entering the Navy. The third factor depends in turn on the operator’s
seniority and the fraction of that time spent on exercising his skills. Seniority measures
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the quality of all those infrastructure activities that contribute to the operator’s desire to
stay in the Navy, while the fraction of time spent in exercising measures the quality of the
Navy’s continuing education activities. In what follows, we shal try to describe the
dependence of operator proficiency on all of these factors but will not try to extend that
description to include a modeling of the infrastructure activities that underlie these
factors.

To that end, let us assume that the operator emerges from training school with
proficiency ¢(s,), where s measures the operator’'s seniority at graduation time, and
consider the change in proficiency that occurs in the interval of time between s and
(stds). There are clearly two ways in which proficiency can change in ds:. it can increase
because the operator is learning while engaged in exercising his skills, and it can decrease
because the operator forgets those skills while occupied with activities unrelated to his
ability to discriminate mines from NMBOs:

) _¢(92)  _q- 92
(de f(dSJmaming (1 f)( dSJforgetting (11a)

The first term represents the increase in proficiency resulting from the amount of
exercising done in ds and is proportional to the probability f that the operator is currently
employing his skills; the second term represents the decrease in proficiency that obtains
in ds when the operator is not exercising his skills and is proportiona to the probability
(1-f) that the operator is currently otherwise occupied.

The two rates of change that appear in equation 11a above will, of course, depend
on the specific skill under consideration, the current level at which that skill is mastered,
and the specific succession of training opportunities available to the operator during his
career in the Navy. Considerable research has aready been done on these matters over
the last century [Ref. 4] but, unfortunately, we cannot directly borrow from that research
here because extant work is focused almost exclusively on improving the training
process, whereas we need to focus here on the tradeoff process between structure and
infrastructure instead.

Absent a model that would serve our purposes, we shal, by way of illustration,
develop our own. Specifically, we shall make the simple assumption that both rates of
change will be proportional to the operator’s proficiency at seniority s; this assumption
merely expresses the everyday experience that people learn faster and forget faster the
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more they know. They pick up skills faster during exercising, because they use their
existing skills to help facilitate the addition; they forget faster while away from the job,
because they have more details to forget.

In recognition of the diminishing returns nature of learning, we shall further
assume that, while exercising, the speed with which the operator increases his skills is
inversely proportional with the cumulated time (So+(s-%)f) he has spent using those
skills.  On the other hand, we shall assume the operator forgets his skills at a rate
proportional to the cumulated time (s-s)(1-f ) he has spent not using his skills, since
people tend to forget faster the longer they stay away. The intensity of these two
processes is denoted by a and 3 respectively, the values of which one would ascertain by
matching the results of our model to appropriately collected data. Therefore,

dg(s) _  afg(s)
ds s +(s—s)f

~BA-)(s- )= F)e(s) (11b)

The differential equation 11b is solved by the following function:

#(s) = ¢(So)(1+? f)ae_%ﬂ(l—f)Z(s—So)z. (12)

The shape of this proficiency curve is depicted in Figure 7 below as a function of
operator seniority for a = 1.5, f =05, s5=1, ¢(s,)=0.5, and various values for the

intensity of operator forgetting. Because the model assumes that forgetting occurs in
direct proportion with the accumulated time away from the job rather than with the
amount of time from last exercise, the exponentia tail eventually wins the day, no matter
how intense the skill regeneration process.
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Figure 7. The Proficiency Model

It is interesting to note, that if forgetting is ignored by setting =0, the proficiency
formula in equation 12 reduces to the familiar learning curve so often employed in
estimating the cost of successive itemsin afactory production line [Ref. 5]. Indeed, if we
measure production line proficiency in terms of the cost of each successive item, and
identify the total time spent in exercising worker skills with the number of items
produced, we get

C(n) =C(0)n“

This result both verifies equation 12 with al the data supporting the learning curve and
provides theoretical foundation for that largely empirical curve.

Clearly, other models based on different assumptions about the character of the
instantaneous forgetting and regeneration processes are possible and, perhaps, even
needed. Particularly attractive would be a model that evaluated the conditional
proficiency as a function of seniority, given a particular history of exercising, and then
deconditionalized that proficiency by using the marginal probability that those histories
have actually materialized. However, the ability to connect infrastructure parameters,
such as proficiency, to warfare capability can be demonstrated just as well with this
simpler model as with a more realistic one. Since, after all, the main purpose of this
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paper isto show that, and how, such connections can be made, we lose little by restricting
our treatment of the problem to the simple model displayed in Figure 7. What remains
important is not whether the specific form of the termsin equation 11 will survive further
research but rather the fact that the proficiency process can be modeled as suggested here
through a differential equation.

d. TheRetention Moded

In the previous section, we have derived proficiency as a function of seniority.
Since we cannot control the seniority of the operators we employ in a given warfare area,
it would make sense to average proficiency over the seniority distribution of operators
performing the identification function. This distribution could be obtained from
empirical data. However, because the data tend to be year-specific in a way that is not
truly relevant to our point, we shall derive instead a smple model of that distribution,
which quite closely follows typical Navy data.

Let p be the constant retention rate for the operator category at hand, and let us
assume that each event occurs quite independently of all others. Then, the probability
that there are n operators left in the Navy out of those who joined it s years ago is given

by:

Pr(n“(s) =n) = > Pr(n"(0) = n,) Pr(v(D) =v,,v(2) =v,,..vA(s-1) =v.,/n) (13)

Ng.Vp.Vsoq

where the summation is over all values of v, subject to the condition that

V,+V, +. V=N —n.

and where the “starred” symbols represent the random variables whose values are to be
equal to the corresponding symbols without a star. This equation reflects the smple
observation that in order to have n operators of seniority s, one must have started with ng
operators entering the Navy s years ago, an event of probability Pr(n*(0) = ng), and then
lost v, operators the first year, v, the second year, and so on until the sum of al loses
amounts to (ng-n). We shall now assume that the accession probability is Poisson with
parameter y and that the yearly departure process is binomial with parameter (1-p). One
can then show that the desired probability is also Poisson, but with parameter yp™.
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Prin'(e) =) =2 (19

The probability that there are ns operators of seniority sin the Navy today is given
by the fraction of operators in today’ s population that have seniority s,

fo=

S S¢

20,

i=sy

averaged over the Poisson distribution in equation 14. If the sum in the denominator,
which runs up to the maximum seniority s, fluctuates little over the distribution in
eguation 14, we can take it out from under the averaging operation at its average value
and have:

f = Sfyp = Sf’ (15)
Yo Dp
i=sy =59

so that the probability distribution over seniority is independent of the accession ratey in
this simple model.

It shall prove convenient to replace discrete time with a continuous variable s.
Then the denominator in equation 15 becomes:

sk T —p
= [dsps=P_—P
2P I Y e

in which case the probability distribution over seniority sis given by:

e *In
JOERALS (16)
P’ -p

This model representation of the seniority distribution, although quite simple, is
not totally unrealistic. As shown in Figure 8, the model curve with p =0.8 fits rather

well the 1998 and 1999 data [Ref. 6] for sonar operators in the midrange, overestimates
for low seniority, and underestimates somewhat for high seniority. This latter is
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undoubtedly the result of the natural tendency enlisted personnel have of staying in for
the 20-year retirement package, afact clearly not included in our model.
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Figure 8. The Retention Model

Combining the proficiency model at equation 12 with the retention model at
equation 16, we can finally write down the average operator proficiency as:

& =¢(s )j.dS pinp 1+ S”S f)ae—%ﬁ(l—f)z(s—so)z -
Yo (e -t s

e. Connecting Infrastructureto Warfare

We are now ready to deliver on the promise made at the beginning of this section
and display the explicit connection between infrastructure parameters, such as
proficiency at time of graduation, learning and forgetting rates, retention rate, and
fraction of the year that operators are engaged in using their skills, on the one hand, with

the measure of operational effectiveness described by carrier survivability on the other.
To do so, we need only identify the proficiency ¢ with the probability of correct
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identification p(m|m) in equation 10 and use equation 17 to relate that to the various
infrastructure parameters displayed therein. The result is shown in Figure 9 below.
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Figure 9. Connecting Infrastructure to Warfare

The figure displays carrier survivability as afunction of retention probability p for
achoice of values of f, the fraction of each year the operator exercises his skills. The size
of the operating area has been taken to be 2,400 square nautical miles (nmi?)
corresponding to a rectangle of 40 nmi by 60 nmi. The carrier operates at 30 knots for 3
days before leaving the area and would be damaged if it approached any of the mines
remaining after mine-hunting to within 1,000 yards. The operator performing the
identification function was initially qualified to perform that function with a 0.5
probability of correct mine identification, and has progressed thereafter in the manner of
an average operator with a learning intensity parameter of a = 1.5 and who never forgets
what he learned.

As expected, the carrier survives better the higher the probability of retention; in a
Navy with a high retention probability, operators tend to stay in for a longer time and
thus hone their skills better than in a Navy with a lower retention probability. Similarly,
for a given value of p, carrier survivability increases with the fraction of each year that
operators are engaged in exercising their skills.
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The infrastructure parameters that determine carrier survivability depend in turn
on the infrastructure activities that produce operators with those characteristics. Thus, a
Navy with an extensive quality of life program will exhibit a high retention probability;
and similarly, a Navy that takes the time to frequently provide redlistic training will
produce a large value of f. Both of these activities will directly contribute to a higher
carrier survivability, as will the maintenance of a high-quality training school able to
produce students who will start their careers with a high probability of correct mine
identification p(m|m). Unfortunately, since our illustrative model does not capture the
structure of these activities, it cannot shed any light on their relative cost-effectiveness
and will therefore not allow us to consider tradeoffs between them. The next illustrative
example, however, will.

2. AreaClearance ASW Operations

a. Operational Setting

The organic MCM example considered in Section C.1 showed us that the
methodology championed here can be meaningfully implemented. The second example
will show that, once implemented, it could aso help decision makers trade between equal
cost structure and infrastructure investments by illuminating their relative contribution to
warfare capability. This second example will therefore start with area decision issue the
Navy faces today.

The decision concerns the desirability of building a shallow-water ASW training
facility on each coast for the purpose of improving the Fleet’s ability to perform littoral
operations. Some believe that building such facilities would significantly increase
warfare capability and would do so without undue expenditure of funds. Others believe
that the same benefits can be had by acquiring a few more ASW platforms to provide for
increased realistic training opportunities. Underlying this debate is the assumption that
what ails our littoral ASW capability is not equipment performance but operator
proficiency. Since no quantitative modeling is available to connect proficiency to
warfare capability, the debate is waged at a subjective level, and victory would go to
those who carry the political power, not necessarily to those who are right.

In what follows, we show that our methodology could bring light to this debate.
To that end, we choose to embed the decision issue into a typical ASW problem, that of
providing precursor area clearance to carrier strike operations. This operation is
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performed by surface ships sweeping the prospective operating area for enemy
submarines that may be lying in wait for the carrier battle group and is depicted in Figure
10 below.

AREA OF CARRIER
OPERATION

Median Detection
Range

Figure 10. Generic Precursor Area Clearance Operation

As shown in the figure, a number of ASW surface ships, each with its
characteristic median detection range, search the operating area. By the definition of the
median detection range W, any enemy submarine that enters the circle of radius W
surrounding an ASW ship is detected with certainty, but any submarine outside this circle
remains undetected. As the surface ship moves back and forth, the circle of radius W
sweeps out the section of operating area that has been assigned to it and thus, in due time,
the ASW force sweeps out the entire operating area.  Any submarine that has been
detected is then subjected to repeated attacks until the ship succeeds in sinking the
submarine or the submarine escapes the encounter alive.

After the operation is allowed to proceed for a time 1, the ASW force withdraws,
and the carrier battle group moves in to begin performing its strike mission with the hope
that it will not have to worry any longer about enemy submarines. In reality, of course,
no ASW operation ever succeeds completely, and some of the submarines may remain in
the area ready to attack the aircraft carriers. Since the battle group commander would
like to minimize the chance of this happening, a natural measure of effectiveness for the
precursor operation is the probability that the carrier will not be attacked by submarines
during the execution of its mission.
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b. TheWarfare Modd

This measure of effectiveness can be evaluated by creating a quantitative model
of the activities described above. The ssimplest such model is provided by Koopman's
random search model. Assuming that only one enemy submarine was in the area to begin
with and that no others enter the area after the clearance operation has been completed,
the Koopman model provides the following expression for the probability that the one
enemy submarine will be killed during a precursor operation lasting T days.

PW)=1-e /A (18)

where A is the area of the carrier operating box, v is the speed of the ASW ship relative
to that of the enemy submarine, N is the number of such ships, W is the median detection
range of the sonar employed aboard ship, and py is the probability that the ship will kill
the submarine given that it has detected it. The median detection range W, in turn, is
strongly affected by the sonarman’ s ability to tell signal from noise

(S.-AN+DI —RD%O

W(RD) =10 (29
where the recognition differential RD is defined as the smallest amount of signal the
operator can pick out of the surrounding noise.

This latter equation, called the sonar equation [Ref. 7], describes the performance
of a noise-limited, active sonar as a function of the target's source level SL, the
prevailing ambient noise AN, the array directivity index DI, and the operator recognition
differential RD, if the sound propagation through the water is described by a spherical
spreading law. Given the very short detection ranges typical of modern sonar against
quiet diesel submarines, this assumption should be quite accurate.

In practice, standard values for RD are inserted in the sonar equation, values
whose provenance is uniformly obscure. By contrast, because it is operator proficiency
that really interests us here, we have been careful to explicitly display the dependence on
recognition differential and refrained from replacing it by numerical values. Instead, we
shall use the proficiency model developed in the previous section. Specifically, we take
the proficiency ¢ to be the recognition differential; equation 17 will then provide the
recognition differential as a function of the retention rate p, the learning rate a, the
forgetting rate 3, and the training frequency f:
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FQ_D - RD(SO) J‘ds 6 |n,0 (1+ S_SO f)ae_%ﬁ(l—f)z(s—so)z (20)
s (P -p%) So

Replacing equation 20 into equation 19, we obtain the desired connection between ASW
capability and infrastructure parameters displayed in Figure 11.
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Figure 11. Effectiveness of Precursor ASW Operations

As shown in the figure, carrier survivability is a function of both the number Nt
of ship-days that constitutes the ASW effort dedicated to the precursor operation, and on
the amount of training provided to the sonar operator. This fact, however, is not of
primary importance for us at this point in the argument; after al, the possibility of
connecting warfare to the infrastructure activities that contribute to the production of
whatever structure elements are employed in the execution of the mission under
consideration has aready been demonstrated in the previous section. What is of
importance here is to demonstrate the ability of our methodology to aid the decision
maker in the performance of histask. How that’s done is the subject of the next section.

27
UNCLASSIFIED



UNCLASSIFIED

c. TheTradeoff Analysis

As aready mentioned, the decision to be made concerns the desirability of
investing in training for shallow-water ASW as against investing in increasing the ASW
effort. It is apparent that the effectiveness model described above is well suited for
dealing with this question. Indeed, all we must to do is display the results in Figure 11,
not in terms of carrier survivability as a function of Nt and f, but in terms of equi-
effectiveness curves in the universe spanned by those two parameters.
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Figure 12. The Tradeoff Space

The result is displayed in Figure 12 above. All combinations of Nt and f that
trace out a given curve in this space produce the same probability that the carrier is not
attacked. The star might represent a reasonable assessment of the current situation; its
location in the plane indicates that, for the situation described here, current survivability
probably amounts to no more than 0.3, fully justifying the Navy's concern with shallow-
water ASW capability that we hypothesized here.

There are at least two different ways of improving this capability: either increase f
or increase NT. The first option corresponds to the development of the shallow-water
ASW training centers mentioned at the beginning of this section. The second option
represents the position taken by those that oppose the building of these facilities. The
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cost associated with the first option is approximately $100 million per facility. With that
kind of money, the Navy could not buy new ships and would, therefore, have to increase
Nt by buying additional ship-time from the existing pool of ASW ships. This latter,
however, is arelatively cheap commodity, and one could buy alot of it with the price of
one training facility. The situation is depicted in Figure 13, which displays the two
options discussed here.
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Figure 13. Investment Options

We do not redly know that building shallow-water training centers would
increase f from 0.05 to 0.25 as indicated in the figure, but given the disparity in the cost
of the two options, that is hardly important. What maters is the fact, apparent in the
figure, that investing in the training center is bound to improve ASW effectiveness over
the current value more than the same investment in buying operating time. The reason
for this is that the equi-effectiveness curves bunch up around the location of the current
capability point indicated by the star, and extending the vertical arrow upward tends to
produce little, if any, change in ASW effectiveness regardless of how far we extend the
arrow. On the other hand, extending the horizontal arrow rightward far beyond the f =
0.25 point would similarly produce very little change in effectiveness. Therefore, the
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next dollar should be invested in ASW training, at least until the fraction of time spent in
realistic training reaches 0.25; afterwards, the Navy should invest its ASW money in
buying sufficient ASW effort to increase the amount it can dedicate to this mission.

One could argue that increasing each year the fraction dedicated to training does
not necessarily require the building of these facilities. Instead, one may ssmply have
sailors spend more time in exercises or in front of computer simulators. However,
exercises are expensive and, therefore, hard to come by, while trainers are only
simulations, not the real thing; getting an instrumented range such as that available in a
training center appears to be the right way to go.

D. THEWAY AHEAD

We have reached the end of our argument. Along the way, we have developed a
methodology able to quantitatively connect the quality of infrastructure activities to the
Navy's warfare capability. The major advantage of this methodology is that it would
help the Navy trade infrastructure investments for investments in naval structure without
having to worry about the possibility that warfare capability would thereby be lost. The
disadvantage is that it requires a lot more work, analytic and experimental, than the
subjective alternatives employed today.

Lest the disadvantages strangle the methodology, let us hasten to remember that
no analytic methodology has ever come fast and cheap. The development of warfare
models in which infrastructure is ignored has itself been long in coming; in fact, their
development has taken most of the last half of the 20" century and has cost a
considerable amount of money. Surely, if the Navy has been patient and generous
enough to reach the sophistication evident in our current warfare modeling, it cannot fail
to demonstrate the same qualities now that the shortage of funds has made it necessary to
develop new tools to handle the infrastructure problem.

There is much to be done in achieving that goal, but there seems to be light at the
end of the tunnel. The preliminary proficiency model developed in this paper stands as a
beacon showing the way. While important, this is not enough. There are at least two
more analytic hurdles to overcome. One would be to try and extend the sailor proficiency
model described here into a model designed to capture the behavior of well-organized
groups of sailors forming the crews of a naval platform. There is good reason to believe
that the behavior of such crews is significantly different from the ssmple sum of their
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components, much like the defensive capability of a carrier is more robust than the
simple sum of its defensive layers.

The second hurdle is the need to explicitly model infrastructure activities with the
goal of evaluating the change in the quality of the people and objects produced
corresponding to a given investment in that activity. Until now, infrastructure models
were used to help manage the activities involved, not to measure the quality of their
output in a manner fit for use in warfare modeling. On this point, our paper has not
hel ped much beyond describing how one would connect such models, if one had them, to
trading investments. We would hope, however, that the opportunity to do so will present
itself soon.

Until then, it would be useful to improve upon the models presented here. As a
minimum, one would want to explore the possibility of adding rea histories to the
proficiency model and, perhaps, explore various other, more redlistic, ways of
representing the learning and forgetting processes. Similarly, one might want to
incorporate a quantitative model of the operator proficiency at graduation. Generadly,
schools generate graduates with a Gaussian distribution of skills. All one needs to do is
to trandate the relative grades employed today with an absolute scale related to the
parameter that best measures the student’s ability to perform the job to which heis going.
For instance, instead of the grades operators receive upon graduation from the school
training them to tell mines from NMBOs, one might want to measure the number of false
alarms each graduate produces when confronted with the standard operationa set of
circumstances he will encounter on the job.
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