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Nuclear weapons will threaten U.S. vital interests and future freedom of action through a variety
of delivery systems, to include ballistic missiles, cruise missiles, or terrorist delivery through
commercial or private vehicle. | propose looking at maintaining future U.S. freedom of action to
pursue it's goals through a three-pronged strategy consisting of “attack operations”, “active
defense”, and “passive defense”. Attack operations incorporate special operations, precision
conventional strikes, and the nuclear deterrent option. Active defense includes the means to
interrupt the delivery of nuclear weapons, to include national and theater missile defenses, port
entry scanners, and any other developing devices. Passive defense includes a broad area
which includes pragmatic arms control, national intelligence activities, application of the full
realm of national economic, information, and political means, and ensuring critical national
infrastructure not only survive but operate in the event of a nuclear event. The difficult decisions
that remain then become how to balance the resources necessary to pursue this holistic
strategy. How do we properly prioritize a mix of attack operations, active defense, and passive

defense?
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US NUCLEAR DEFENSE STRATEGY: A HOLISTIC APPROACH FOR THE NEAR AND MID TERM

THE NEED FOR NUCLEAR DEFENSE

Despite the jubilant expectations of western policy makers following the Cold War, nuclear
weapons are a growing threat to the United States. True, the demise of the Soviet Union and
the reunification of Germany brought about dramatic reductions in the nuclear weapon threat
and East-West tensions. The Bulletin of American Scientists even turned back the dial on their
Doomsday clock to its lowest setting in its history.l Unilateral actions by the existing nuclear
powers, most notably the United States and Russia, reducing their formidable arsenals and
voluntarily stopping their investment in new nuclear weapons accomplished much.? Ukraine and
other former Soviet Union states became nuclear free. The United States removed the bulk of
it's battlefield nuclear weapons, including artillery and short- to medium- range rockets, from its
active inventory and aggressively dismantled them. Nunn-Lugar funds were used to assist the
Russians in securing and to begin dismantling their strategic nuclear weapons.3 But the
favorable trend toward moderating nuclear threats reversed course in the late 1990’s. It became
obvious that Iran, Irag, North Korea, and other so-called rogue nations maintained nuclear
aspirations and that they possessed active programs to develop or otherwise obtain nuclear
weapons. The Russian military reaffirmed their doctrine and utilization of nuclear weapons as
battlefield weapons‘4 China embarked on a nuclear weapon modernization program.5 In 1998,
both Pakistan and India conducted nuclear weapons tests despite strong international protests.

Current threat assessments place renewed emphasis on the threat of WMD from not only
other nations but also from transnational groups, with attacks not only against American
symbols and forces overseas but also upon the U.S. homeland.® The U.S., as the world’s sole
superpower over the near term, will attract the attention of peoples whose interests are contrary
to U.S. interests. Some might attack with whatever means available merely because of a
resentment of the United States’ power and dominance in the international community.
Consequently, the United States should focus means and resources to thwart these threats.
Countries and terrorist organizations armed with nuclear weapons restrict the United States’
options and freedom of action to pursue foreign policies favorable to the U.S. and its allies.
Nuclear weapons may be used by certain states, regardless of the U.S. deterrence capability, to
“blackmail” the U.S. to abandon its support for its allies, or to coerce the U.S. to pursue less
vigorously or even abandon certain foreign policies.7

This paper examines a coherent and comprehensive full-dimensional nuclear defense

strategy. It will begin by reviewing the threat. Following that, this paper will present a holistic or




systemic concept of nuclear defense, portrayed as a system within an overall securify
environment. It will then identify the major components of that system, briefly describe how they
interrelate, propose a theoretical construct on how to view the proper balance of system
components, comment on shaping the nuclear defense environment, and review current

doctrine.

THE THREAT
A threat assessment normally includes a measure of capabilities and intent. However, in

forecasting future nuclear threats, a reasonable measure of probable intent becomes
increasingly difficult.® Intent changes and evolves, especially as key figures change in nations
with strong central leadership such as dictatorships. With higher levels of uncertainty, the threat
forecast becomes more an estimate of probable capabilities. In developing a defense strategy, it
is risky in long-range forecasts to acknowledge a party as having a significant threat capability
that discount a threat because they don’t intend to use it against the United States, its allies, or
its interests. Thus a nuclear weapons threat assessment becomes more a worldwide inventory
of future capabilities of various parties throughout the world. For the purposes of this study,
near-term is defined as out to the period 2008 (coincidentally, the period of the current POM
build cycle) and the mid-term the years 2009 to 2015.

The nuclear weapons threat must be also be measured by both nuclear weapons
capability and delivery capability. Typically, the delivery capability of most concern to the U.S. is
that of Intercontinental Ballistic Missiles (ICBMs), which are a recognizable means to directly
threaten the American homeland. Since the Gulf War, short-range and medium-range ballistic
missiles such as variants of Russian-based Scuds, the North Korean No Dong MRBM and
Iran’s Shahab-3 have garnered renewed emphasis. These not only threaten American forces
overseas, but more significantly, threaten the homelands of our allies. Increasingly, though,
there is a recognition that nuclear weapons may be delivered much more cheaply by an air-
breather, such as a cruise missile or conventional aircraft not openly displaying hostile intent, or
by surface in a ship anchored in a harbor in the fashion of the attack on the USS Cole in
Yemen, or even by a small man-portable nuclear device. ?

Overall, even though the total number and vyield of nuclear weapons in the world have
decreased, the threat of nuclear weapons is increasing.lo A recent report from the Central
Intelligence Agency, titled “Global Trends 2015: A Dialogue About the Future With
Nongovernment Experts,” forecasts the increased nuclear threat to the year 2015 with the

following statement:




Strategic WMD threats, including nuclear missile threats, in which (barring
significant political or economic changes) Russia, China, most likely North Korea,
probably Iran, and possibly fraq have the capability to strike the United States,
and the potential for unconventional delivery of WMD by both states or nonstate
actors also will grow.'!

That publication goes on to further state:

Prospects will grow that more sophisticated weaponry, including weapons of
mass destruction — indigenously produced or externally acquired - will get into
the hands of state and nonstate belligerents, some hostile to the United States.
The likelihood will increase over this period that WMD will be used either against
the United States or its forces, facilities, and interests overseas.' (emphasis
added)

Robert Walpole, in testimony before the Senate Foreign Relations Committee in 1999,
stated: “The probability that a missile with a weapon of mass destruction will be used against
US forces or interests is higher today than during most of the Cold War.”"® This comment was -
echoed by the Center for Strategic and International Studies (CSIS), in its recent report
"Defense of the U.S. Homeland Against Strategic Attack,” which said:

Nations are pursuing new strategic capabilities because they perceive their
security to be at risk in ways it was not during the Cold War. U.S. defense
planners include ballistic missiles as part of the so-called asymmetric threats
being acquired by potential adversaries as a way of countering U.S. conventional
superiority. What they often fail to fully appreciate is the extent to which the
search for asymmetric responses to U.S. power reflects a deep concern
regarding how the U.S. is behaving in the world and an apparent belief that the
U.S. can be deterred by such new style threats. This suggests that under the
right circumstances proliferating states may not be deterred by the U.S.
advantage in strategic nuclear forces from brandishing their ballistic missiles or
even using them.'*

Director of Central Intelligence George Tenet testified before the Senate Armed ‘Services.
Committee on 3 February 2000 on the subject of “Global Realities of Our National Security.”
Regarding transnational issues and the broader WMD threat, he stated “Many states over the
next ten years will find it easier to obtain weapons of mass destruction and the means to deliver

»lS

them.”> One year later in his testimony before the Senate Select Committee on Intelligence,

George Tenet expanded his assessment of the nuclear threat to also include terrorist
organizations with the following statement:

Terrorism groups are actively searching the Internet to acquire information and
capabilities for chemical, biological, radiological, and even nuclear attacks. Many
of the 28 officially designated terrorist organizations have an interest in
unconventional weapons, and Usama bin Ladin in 1998 even declared their
acquisition a “religious duty.”'®




NUCLEAR WEAPONS CAPABLE STATES

The nuclear weapons capable states are typically considered to be the original five
signatories of the Non Proliferation Treaty (NPT), including the United States, United Kingdom,
France, Russia, and China. Additionally, though not declared, Israel is assumed to possess
nuclear weapons. '7" India and Pakistan demonstrated nuclear capability as recently as 1998.
North Korea may possess at least one nuclear weapon, and has enough nuclear material for at
least one and possibly two nuclear weapons.18 Many other states remain capable of
constructing nuclear weapons within a reasonable period due to their inherent nuclear power
generation capability and technical expertise, including Germany, Japan, South Korea, and
Taiwan. At least three of the so-called Middle East rogue states (Iran, Iraq, and Libya) are
pursuing their own nuclear weapons programs. Though not states, entities such as Aum
Shinrikyo and Usama Bin Laden are both known to have pursued nuclear material to construct
their own nuclear weapons.lg

Of the original five nuclear powers, the United States maintains a very friendly and special
relationship with both the United Kingdom and France. The nuclear threat of Russia appears to
have stabilized after a huge reduction and withdrawal of capability; most of the weapons are
within storage locations within Russia and are waiting to be dismantled. China, which can reach
the United States with around twenty ICBMs, is pursuing some modernization efforts. If the

Chinese perceive National Missile Defense (NMD) to be a direct degradation to China’s ICBM
deterrence capability, the Chinese might increase by up to ten-fold the number of their ICBMs.*

This could result in increased tensions with India, who may in turn increase their nuclear

capability.21 The result in this case might exacerbate Pakistan’s suspicions of India and would

lead to pressure on Pakistan to increase their own nuclear capability. This spiraling arms .
escalation across the globe is the basis for a line of serious argument against fielding an

effective national missile defense system.

DELIVERY SYSTEMS:
When considering the nuclear weapon threat to the United States, most Americans

consider the threat posed by Russian and Chinese Intercontinental Ballistic Missiles. Some
Americans are aware that the threat to the United States may also be delivered by Russian sea
launched ballistic missiles and manned aircraft delivering air launched cruise missiles and

gravity bombs. There remains other more conventional and perhaps more sinister means to

deliver nuclear weapons. We now turn to examine threat capability to deliver nuclear weapons.




BALLISTIC MISSILE CAPABLE STATES

Though over twenty nations have ballistic missile technology, most are short-range
ballistic missiles of the Scud variety. Though they do not directly threaten the American
homeland, these short-range missiles do threaten our deployed forces overseas, our allies, and
our interests. Nations currently capable of reaching the United States with ICBMs remain only
Russia and China*. Unconstrained, North Korea is suspected to be able to threaten the United
States with its Tae Po Dong Il rockets by the end of 2005, while experts believe that by the year
2015 probably Iran and possibly Irag will be able to reach the U.S. with their ICBMs. Iraq, Iran,
and Libya have ongoing programs to improve the accuracy and ranges of their missiles. By

2015 Libya may have missiles capable of reaching southern Europe.

FIGURE 1. IRANIAN SHAHAB-3 MEDIUM RANGE BALLISTIC MISSILE®

CRUISE MISSILE CAPABLE STATES

Many nations possess cruise missiles for both anti-ship and land attacks. The growing
cruise missile threat is forecast as a potentially more serious threat than ICBMs. Since cruise
missiles fly relatively low and at varying speeds, protection of the American homeland is a
challenge considering the United States’ vast borders and coastlines. Defeating a cruise missile
attack against American shores involves detection, identification, and acquisition. Russia’s
inventory includes nuclear-tipped land attack and anti-ship cruise missiles. China currently
possesses an anti-ship cruise missile capability and is aggressively pursuing, with Russian

assistance, modern land attack cruise missiles™. Many of the United States current and




potential future adversaries cannot escape the conclusion that cruise missiles are cheaper than

ICBMs, easier to build, and often preferable.

OTHER DELIVERY SYSTEMS

More common, less exotic wéapons than cruise missiles or ballistic missiles can deliver
nuclear weapons. Aircraft or other conventional transportation means such as trucks or ships
might more easily deliver nuclear weapons. The United States and the Soviet Union both
designed and fielded conventional nuclear artillery rounds to be fired out of 155 mm and larger
howitzers. In the 1990’s, the U.S. and the Soviet Union removed these smail nuclear artillery
rounds from their fielded inventories. Additionally, nuclear weapons were configured by both
the United States and the Soviet Union into man-portable nuclear.devices. Within the United
States, these included the Special Atomic Demolition Munitions (SADMs). Actually the size of a
garbage can, these munitions could be emplaced by small teams.”® Although credible published
sources do not reveal that any other countries have developed these small devices, there are
many indications that several nations have within their means the capability to construct large
first-generation nuclear weapons. Indeed, the requirement for a nuclear weapon to be small
enough for missile delivery places strong technical challenges on the weapon designers. Should
some potential adversary somehow obtain sufficient special nuclear material to construct such a
device, it is technically simpler to deliver that weapon to its target by surface ships or transport
aircraft. Missile systems and fighter aircraft as delivery vehicles limit nuclear weapons design in
size and weight, presenting difficult technical challenges to those who build them. A medium or
large body aircraft is a more feasible delivery system, as are boats, submarines, and
conventional land transport capable of hauling large loads.

In summary, the evidence of publicly available documents indicates a~very real nuclear
weapon threat with a variety of delivery means. While the Russian nuclear threat has been
reduced since the end of the Cold War, there is evidence that the nuclear threat from other
nations, including China, India, Pakistan, the rogue nations listed as Iraq, Iran, and North Korea,
and even extreme terrorist organizations such as Usama Bin Laden is growing. Prudent security
strategists should plan on developing security and defense mechanisms to counter this growing
nuclear threat. We will now investigate and propose a concept for an effective, robust, and

flexible nuclear defense that is responsive to an evolving and uncertain threat.




MILITARY ASPECTS OF NUCLEAR DEFENSE: THE NUCLEAR DEFENSE TRINITY

Nuclear Defense: A Holistic Concept
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FIGURE 2. NUCLEAR DEFENSE HOLISTIC CONCEPT

A holistic concept of defense can be theorized as having three primary
components operating within an overall environment, integrated by Command, Control,
Communications, Computers, and Intelligence (C4l) systems. This is a method of system
analysis: define the system, the major subsystems, and the environment in which it operates.
From this perspective, the three components include the military concepts of attack operations,
active defense, and passive defense. This nuclear defense concept is similar to concepts
behind other types of military operations to include antisubmarine warfare, air defense
operations, and land warfare. All three components of this concept interact with each other for
overall goal accomplishment. The environment, consisting of international norms, existing
technology, treaties, and conventions, provides both constraints and restraints to the overall
nuclear defense system. |

In regards to this proposed nuclear defense concept we are considering, the author

defines the system, major subsystems and components, and environment in this fashion:

e Attack Operations: those activities associated with denying the ability to commit
nuclear weapons or their delivery systems. The U.S. strategic nuclear triad of
manned bombers, submarines, and ICBMs are a major component of attack
operations, although there are conventional activities that accomplish the same
purpose.

o Active Defense: those activities associated with actively disrupting committed
nuclear weapons or their delivery systems. Examples of active defense against
ballistic missiles include the NMD and THAAD systems. Within the U.S. Army, these



activities are typically within the realm of the Air Defense Artillery (ADA) corps. Active
defense is not limited, however, to just air and missile defense operations, but
includes all means to disrupt the delivery of any committed nuclear weapon system.

o Passive Defense: those activities associated with denying or mitigating the use of or
effects of committed nuclear weapons. Examples include hardening critical systems
to nuclear weapons effects, to include EMP hardening of electronics, blast hardening
and burying critical command posts. The ultimate objective is to render the use of
nuclear weapons irrelevant.

e Command, Control, Communications, Computers, and Intelligence (C4l): this
includes those activities that enable and integrate the overall response to the nuclear
threat and nuclear defenses. Not a separate “pillar”, as defined in emerging air and
missile defense doctrine, but the overall “glue” of the defense.?®

o Environment: those activities that influence, constrain, restrain, or create the need for
a nuclear defense system. In a system analysis view, the environment includes
concepts of non-proliferation and counterproliferation not included in the above four
concepts of the nuclear trinity plus C4l. The environment also includes the activities
whereby governments can influence other nations by their agreements and
internationally and locally recognized norms of behavior, including treaties and
diplomatic actions.

Thus we can define a nuclear defense system composed of a trinity of attack operations,
active defense, and passive defense integrated by C4l, shaped by an external security
environment. We now examine the U.S. capabilities of each component in further detail.

ATTACK OPERATIONS
U.S. attack operations capability includes the U.S.’s strategic nuclear triad plus associated

conventional and unconventional warfare capability useful in attacking an enemy'’s nuclear
forces. As stated above, those activities associated with denying an adversary the ability to
commit nuclear forces or their delivery systems include all elements of power and the full range
of military options, conventional and unconventional, which may be brought to bear to disrupt
and deny the launch of aircraft or ballistic missiles, or to communicate an attack order, or to
destroy or damage the nuclear weapons themselves prior to commitment. Of these, we first

describe the current U.S. strategic nuclear triad.

The US Strategic Nuclear Triad




The US strategic triad consists of manned bombers, fleet ballistic missile submarines, and

intercontinental ballistic missiles. The US manned bombers associated with nuclear delivery

include:

e B-2. The United States currently maintains 21 B2 Spirit stealth bombers, stationed at

Whiteman Air Force Base in Missouri. With a range of 9,600 kilometers, these multi-role

bombers were first used in combat over Kosovo, and have a two-man crew.

27

¢ B-52. The legacy workhorse of the Nuclear Triad, the B-52 was first fielded in 1954. The
current model, the B-52H, was delivered to the USAF in 1961 and 1962, with 102 B-
52H’s delivered to USAF Strategic Command. Only the H-model is still flown. With a
crew of 5, the B-52 unrefueled operating range is over 14,000 kilometers. It can carry up
to 70,000 pounds of mixed ordnance, to include Air Launched Cruise Missiles (ALCMs)

and Harpoon Anti-Ship missiles.”® The B-52’s nuclear ordnance may include any of the

nuclear gravity bombs in the U.S. inventory and the ALCM.

The U.S. Fleet Ballistic Missile Submarines, or SSBN, are entirely of the Ohio class. Each

nuclear-powered submarine is designed to operate 15+ years between overhauls. With the first

deployed in 1981, they are armed with either 24 Trident | C-4 ballistic missiles or the newer,
more capable Trident Il D-5 missiles. There are eight SSBN Ohio-class ships home-ported in

Bangor, Washington, and another ten home-ported in Kings Bay, Georgia. The SSBN provides

the most survivable and enduring nuclear strike capability, and the fleet carries 50% of the total

U.S. strategic nuclear warheads.”
U.S. Intercontinental Ballistic Missiles, or ICBM'’s, equipped with nuclear warheads are of

two types, as follows:

The LGM-30 Minuteman I ICBM missiles are located at Malstrom AFB,
Montana; Minot AFB, North Dakota; and F.E. Warren AFB, Wyoming. The
Minuteman 11l has a range of over 6000 miles, and should START Il go into
effect, will be the only land-based nuclear-equipped ballistic missile in the U.S.
inventory. Also, under START Il terms, it is subject to being permanently
“deMIRVed”, going down to one warhead. With only one warhead, a reasonable

assumption is that the accuracy will be enhanced to increase mission
effectiveness.™

The LG-118A Peacekeeper missile is able to carry up to 10 Multiple Independent
Reentry Vehicles (MIRV). This four-stage missile has a range of over 6000 miles

and at burn-out, achieves a speed of over 15,000 miles per hour (Mach 23 plus).




Although the newest ICBM in the U.S. inventory, achieving full IOC in 1988, it is
subject to elimination under START 1.3

The U.S. military has additional nuclear weapons capability not defined as “strategic”
weapons by current strategic arms treaties with the Russians. These nonstrategic or tactical

nuclear weapons systems include gravity bombs and our sea-launched cruise missiles.

Nonstrategic Nuclear Weapons

The U.S. maintains a ready inventory of nuclear B61 gravity bombs for use by both
strategic and non-strategic missions. These bombs may be delivered by nuclear-certified
fighter-bomber aircraft, also called dual-capable aircraft (DCA), to include the USAF F-15 and F-
16. Additionally, the U.S. Navy maintains an inventory of nuclear capable Tomahawk Land
Attack Missile (TLAM/N) Sea Launched Cruise Missiles (SLCM) that may be launched by attack
submarines.>> With a 2500 km range, the TLAM/N was removed from ships in 1992 per
President Bush'’s unilateral order and placed in storage. The TLAM/N was considered by some
strategists in the 1980’s to be the “fourth leg” of the U.S. strategic nuclear triad.

Other Options
The United States maintains a robust unconventional warfare capability (e.g., U.S. Special
Forces) and conventional warfare capability that may be utilized to deny an enemy’s nuclear
weapons commitment capability. With conventional weapons precision strike weapons such as
the Joint Direct Attack Munitions, laser-guided munitions, ATACMs, conventiohal ALCMs and
Tomahawk SLCMs, the author believes these will often be weapons of first consideration.
Additionally, those weapons designed to attack the enemy’s command and control are useful as
a nuclear defense attack operational capability, since most nations (but perhaps not all) -
presumably have centralized nuclear release procedures. Also, some forms of information
operations offensive capability may provide a significant role under certain circumstances to

deny the ability to commit nuclear weapons.

ACTIVE DEFENSE
Unlike Russia, the United States today does not have an effective antiballistic missile

system to protect either its capital or any other portion of its homeland. Though permitted such a
system by the 1972 Anti-Ballistic Missile Treat (ABM Treaty), the SAFEGUARD system was
mothballed shortly less than two years after its activation in 1974%, Today there is a concerted
national effort to develop an effective National Missile Defense (NMD) System. This system is
being hotly debated throughout the world. As currently designed, the proposed land-based NMD

10




system would place 100 missiles in Alaska to be guided during boost by an X-Band radar in
Shemya, one of the Aleutian Islands. Early detection and warning would be provided by a
variety of NORAD radar systems across the northern tier of the globe. Additionally, warning and |
in-flight discrimination would be provided by constellations of satellites including DSP, Space
Based Infra-Red System — High (SBIRS-H), and Space Based Infra-Red System — Low (SBIRS-
L).34

SYSTEM ELEMENTS

DSP/SBIRS,

UEWR

Space Based Infrared
System /Low Component
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FIGURE 3 NATIONAL MISSILE DEFENSE SYSTEM ELEMENTS®

NMD as a concept is strongly supported by the new Bush administration and senior
cabinet officials, but the proposed land-based system has its shortcomings. As designed, the
current program is intended to respond to only the rogue threat.*® It is not designed to defend
the United States from the full and sophisticated ICBM threats from China and Russia.’’ Asitis
now, either significant modifications to the existing ABM Treaty or scrapping the treaty all
together will be required to field an effective NMD system. China and Russia strongly oppose

11



U.S. fielding of any NMD system and associated modifications to the ABM Treaty. This will be
discussed further later.

The only existing U.S. capability to provide any defense against ballistic missiles of any
nature are the Army’s Patriot Air Defense System and the Navy’s Aegis ships with their
Standard missiles. These systems, however, are of limited range in regards to a nuclear threat,
and are considered point defense systems, capable of engaging only the relatively slow short-
and medium-range ballistic missiles. These systems are not technically capable of providing
defense against ICBMs. The Army is currently upgrading its Patriot systems to the Patriot
Advanced Capability — 3 (PAC-3) version, increasing its range and incorporating a hit-to-kill
kinetic energy warhead. Additionally, the Navy is upgrading their Aegis capability to also
increase ranges, speeds, and also incorporating a kinetic energy kill mechanism into the
warhead design. Most significantly, the Army is beginning production of the Theater High
Altitude Air Defense System (THAAD), which also utilizes a hit-to-kill kinetic energy warhead
and provides significant improvements to probability of kill, speed, and range. Similarly, the
Navy is developing advances to the Aegis ship — Standard missile combination to provide Navy
Theater Wide coverage from the sea. Perhaps most exciting is the Air Force’s ongoing
development of the Airborne Laser (ABL) intended to destroy the ballistic missile during boost

phase, far from its intended target, and quite possibly over enemy territory.

PASSIVE DEFENSE
Nuclear defense passive measures include a whole suite of often-overlooked options. The

ultimate intent is to render the use of nuclear weapons irrelevant. Passive defense includes
measures that protect, mitigate, or nullify nuclear weapons effects. Passive defense concepts
include survivability, operability, and the concept of nuclear hardening. Also included and
closely linked is the concept of warning. In the past, the U.S. Civil Defense system with its
community fallout shelters and civil defense training programs provided passive defensive
measures. Ongoing federal-state-local exercises intended to support community WMD
response preparedness are examples of a passive defense activities, as are the associated
decontamination, mass casualty exercises, community evacuation plans, etc.

During the Cold war, U.S. strategic systems were hardened to survive nuclear weapons
effects, with detailed military specifications developed to describe the even included in military
standards. With DoD acquisition reform, military standards are commonly considered to no
longer be in effect.>® Commercial off-the-shelf systems often do not meet the pre-existing
military standards, specifically for the areas of EMP hardness, or the nuclear event hardness

12




requirement is waived during the acquisition and procurement process. This area remains of

continuing concern by certain senators and OSD officials.

Passive defense includes these three functions: contamination avoidance, consequence
management, and nuclear survivabili’ty.39 Military units and personnel incorporate nuclear
contamination avoidance into training, with existing doctrine and procedures available to survey
and mark contaminated areas, and procedures to exclude personnel from nuclear hazard areas.
Survivability is incorporated into military acquisition processes, with survivability specifically
identified as a performance requirement.

The function receiving the most attention of late is consequence management. The United
States has formed consequence management teams within its Army and Air National Guard
structure to respond to WMD events within the continental United States. Called WMD Civil
Support Teams (CST), and with up to 32 teams stationed across the United States, these
military units work closely with local civil authorities under control of their state governors.40
These WMD CST's have expertise in detecting and surveying nuclear and radiological hazards,
and their personnel provide technical expertise to local responders. If federalized, the WMD-
CST would likely fall under the Joint Forces Command’s Joint Task Force — Civil Support.*!

General opinion of the effectiveness of the overall federal response in preparation for
consequence management is mixed and currently being debated. The Clinton administration
conducted a series of TOPOFF Exercises to flesh out some of the problems and demonstrate
areas needing improvement. Unanswered questions include should the U.S. form a separate
Homeland Defense Command? Who is in charge of the response? In actuality, most of the
efforts in this area have been focused on a response to an Aum Shinrikyo - type terrorist threat,
with chemical or biological weapons, or possibly a radiological dispersal device (RDD), and not
the response to a nuclear weapon event in or over a community.42

Other passive defense concepts tend to blend with the concept of environment outlined
below. In some regards, international norms, diplomatic actions, arms control treaties and
verification might be considered as passive defensive measures. For the purpose of this
construct, though, they are better considered as part of the overall nuclear defense
environment, as they influence active defense and attack operations functions directly.

C4l
The force that provides the interaction between various elements of the nuclear defense

trinity is the concept of command, control, communications, and intelligence, or C4l. This

concept is global and continuous. It includes the concept of the military officer following the
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commander-in-chief with the “football”, or nuclear release authority. Nuclear defense C4l is
highly reliant on real-time and near-real-time superb intelligence, and depends on MILSTAR,
NUCWARN systems, many imbedded systems of the various strategic intelligence agencies,

the in-place national nuclear policies, and much more.

ENVIRONMENT

Using the author’s concept and definition, the environment includes all external factors
that impact the nuclear defense trinity or system. The environment also includes those “soft”
items dependent upon human action (or inaction) for compliance. This includes the concepts of
the various treaties, the perception of various threats (both real and imagined), economics, and
national scientific and technical cépability.

The environment’s role in nuclear defense cannot be overstated. The environment
provides the constraints, restraints, and energy food supply for the nuclear defense system. In
some respects, the environment establishes not only the conditions but also the basic
requirements for nuclear defense. The environment embodies many of the concepts of
proliferation, non-proliferation, counterproliferation, and the overall world defense and security
posture. By defining the nuclear defense system’s environment in this manner, we can logically
separate in a logical and pragmatic fashion the nuclear defense trinity and C4l from the complex
debates associated with nuclear weapons ideology. Still, it is useful to attempt to shape this
environment to establish conditions that will improve the overall security of the United States.
The environment affecting the nuclear weapons trinity includes a spectrum bridging extreme
views. On one end of the extreme, the non-proliferators’ ultimate objective is the elimination of
all nuclear weapons. On the other extreme, proliferators feel that they must obtain nuclear
weapons for their own various political and security agendas. Within this environment resides
the need for a holistic system of nuclear defense.

Counterproliferation of WMD includes similar components to our theory for nuclear
defense, to include active defense, passive defense, and deterrence (a form of attack
operations). But counterproliferation policy also includes concepts intended to slow down
proliferation through relevant multilateral arms control regimes, such as the NonProliferation
Treaty and the Nuclear Test Ban Treaty. Counterproliferation policy incorporates other means,
too, such as measures intended to encourage moderation in the policies of proliferating
regimes.44 A counterproliferation policy is useful in public statements and is useful in
international negotiations and debate, but is flawed from a holistic nuclear defense standpoint. It

does not provide sufficient emphasis on the concept of attack operations and its vital role; rather
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it disguises the role of attack operations under the umbrella of “deterrence.” It also tends to

emphasize areas that, from the nuclear defense system defined in this paper, are properly
environmental shaping issues.

Having addressed each of the components of the nuclear defense system, we will now
examine how these components relate to each other. How can we view the relationship of the
nuclear defense trinity components? Is there a method available to consider how attack
operations affect passive defense and active defense? What is the proper balance of these
three components of the nuclear defense trinity?

INTEGRATION OF THE NUCLEAR DEFENSE TRINITY

During the latter stages of the Cold War, the foundations of nuclear defense rested on
the concept of the nuclear deterrent, or attack operations. The concept of Mutual Assured
Destruction, or MAD, was considered by strategists to bring some defensive stability between
the western bloc and the Soviet Union and the Warsaw Pact powers. For the most part, the
nuclear club was limited to the original five members of the Non-proliferation treaty (NPT): the
United States, Soviet Union, France, United Kingdom, and China. In many regards, the west
counter-balanced the communist powers. Only the Soviet Union-and the United States
developed effective ballistic missile defense systems, and in 1975 the United States abandoned
its Safeguard program and with it any semblance of continental missile defense.

If we consider nuclear defense to be a three dimensional construct, with active defense
along one axis, passive defense along another axis, and attack operations along another, we
find that since 1975 the United States has had a facade or two-dimensional figure facing the
Soviet threat. Figure 4 provides a graphical representation of the facade. The active defense
dimension associated with a national nuclear defense has been missing since the Safeguard
program was terminated.

Facades can be effective if you are limited to two dimensions in response and action.
Consider an old western movie set, with the buildings being facades, or just the front walls. To
the cameras limited in view and motion to two dimensions (for the most part), it looks like a real
town. And for the gunfight in the streets, or in the scenes of townspeople shooting from the
windows at the marauders shooting up the streets, the facades are effective. You see the same
concept today in some training areas for military operations in urban terrain or police training.

The range of shooter to target motion is restricted in one dimension.
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FIGURE 4 THE NUCLEAR DEFENSE FACADE

In the 21 century, the restrictions or common ground rules placed on the nuclear
players are no longer effective. If operating in an environment constrained in one dimension,
such as on an urban combat fire range, if the shooter ignores the range restrictions, he may just
walk around the side of the facade and blast the targets from their mounts with his weapon.

The strong dimension in the defenses is identified and is flanked; in other words, the weak
dimension is identified and the offensive approach is made from that direction. The shooter has
the choice; either follow the range rules; or ignore the rules and attack from the weakly
protected or unprotected dimension. What is needed is a proper balance to meet the
requirements for nuclear defense in this new global environment of national and transnational
threats. A facade consisting of only two dimensions of nuclear defense is readily defeated by a
smart and determined foe; an asymmetric attack on the weak dimension may not overwhelm the
defense, but will render what defenses are in place irrelevant.

Additionally, the nuclear players are arising from uncommon quarters. While
counterproliferation efforts have succeeded in delaying the aspirations of non-nuclear powers to
obtain nuclear weapons, this delay cannot continue indefinitely. Within the past five years, there
are indications that North Korea, for example, may now have several nuclear weapons, and

even some indications that Iraq is now a nuclear power. 4
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DIMENSIONAL BALANCE
Just as the facade may no longer be effective, an overwhelming domination by one

dimension over the other two dimensions of nuclear defense is not desirable. Consider the

BALANCING IN THREE DIMENSIONS
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FIGURE 5. BALANCING IN THREE DIMENSIONS

volume of the cubes in Figure 5 to equate to resources, including time, manpower, political will,
and money. If resources are unlimited, then certainly one dimension might dominate with little
impact to overall effectiveness. However, resources are always limited in some fashion, and
should one dimension dominate, then the other dimensions suffer.

Another consideration: The effectiveness of the overall nuclear defense system may be
considered to be a function of the total surface area of the cube, and not the volume.
Mathematically, assuming a cubic structure, the total surface area is portrayed as

Surface Area = 2xy+2xz+2yz
While the volume is portrayed as
V = xYy'z
Where Surface Area is a measure of the defense system effectiveness;
X is active defense;

Y is passive defense;
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Z is attack operations;
And Volume is a measure of total system costs.

For this model to be effective, corresponding units of measure must be defined for each
dimension of defense. Units of measures for the attack operations dimension may not be the
same as measurements for the passive defenses dimension and active defenses dimension.
Although a common unit of measure may be, in certain arguments, dollars appropriated or
invested, it is impractical to some extent. What is desired is effectiveness, not dollars spent.
Kilotons equivalent yield cannot be directly compared to the probability of kill of missile defense
systems or to the peak volts per millisecond of electronic survivability. More research is needed
in this area to determine an effective means to compare effectiveness.

Assuming the effectiveness of the overall nuclear defense system is robust and pragmatically
balanced, particular challenges remain in defending the United States from nuclear threats. One
of these is improving attack operations to go beyond the concept of Mutual Assured Deterrence
to that of specifically targeting the nuclear threat. We now examine a method of approaching

this chalienge.

THE SCUD AND SUBMARINE WARFARE MODEL APPLIED TO ATTACK OPERATIONS

After Desert Storm, attention was placed on the problems of Scud hunting. The U.S.-led
coalition placed extraordinary effort during Desert Storm’s air campaign to search for and attack
Iréqi mobile Scud launchers, with little overall success. Though all the fixed Scud launch areas
were destroyed, many of the mobile systems were able to hide from the air attacks, and some
remain unaccounted for yet today.

James Wirtz of the Navy Postgraduate School portrayed the problems associated with
Scud hunting as analogous to the problems of antisubmarine warfare (ASW), or for this
argument, submarine defense operations. He stated that the American and British experience
and their lessons learned from the Atlantic campaigns of WWII against the German U-boats
could be applied to the problems of theater missile defense. The problems of ASW are divided

into five proc:edures:46 ,
1) the continuous collection and analysis of intelligence on all known

platforms

2) continuous monitoring of all probable launch areas

3) generation of cueing (warning) when specific platforms move to a
launch status

4) localization of specific systems

5) attack
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Professor Wirtz's paper goes on to explain how these procedures can be applied to
theater missile defense measures. Some of these procedures and concepts are now integrated
into missile defense planning. The critical procedure is the localization of specific systems for
attack. Identifying the location of mobile offensive systems requires great skill, intelligence, and
training. As Professor Wirtz explains, “officers and policymakers cannot expect that the skills,
experience, hardware and communication architectures (fusion) necessary to localize a target
can be improvised at a moment’s notice.”’ This comment is also applicable for theater missile
defense planning in the United States ’[oday.48

The same concept of theater missile defense can also be applied to national missile
defense and be expanded to include the concept of nuclear defense. In constructing policy and
doctrine for national nuclear defense, the immediate threat of ballistic missiles armed with
nuclear warheads should not overwhelm the overall concept of nuclear defense. As some
opponents to National Missile Defense aptly remind us, nuclear warheads are a threat by any
delivery system, not just ballistic missiles. The emerging threat of cruise missiles remain a
serious concern, as are the threat of delivery by a ship in Baltimore harbor, a truck from
Canada, or even a man-portable backpack bomb. The same functions of continuous collection
of intelligence, monitoring of specified areas, warning of movement and increased hazards,
localization (such as identification of likely ports of entry), and interception/attack/disruption may
still be applied to these other scenarios. Again, for this concept to be effective, superb
intelligence is required.

We have discussed the need for a cohesive total dimensional missile defense and the
nuclear defense trinity of attack operations, active defense and passive defense, with particular
discussion on the difficulties of attack operations against mobile delivery platforms. We now turn
our focus on some of the external environmental issues that shape and drive the total three-

dimensional nuclear defense system.

SHAPING THE ENVIRONMENT

Some of the major issues that tend to blur national and international debate in the view of
many are those defined in this nuclear defense system definition but issues more properly
categorized as shaping the environment. Issues of technological feasibility, arms control issues,
ABM treaty issues.

The NMD system architecture as defined today is not politically feasible internationally.
The NMD system architecture must shift to accommodate political reality. Specifically, for some

ballistic missile trajectories from rogue nations to the United States, the current NMD system
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architecture relies on foreign-based radar systems for cueing, identification, and discrimination.
These include radars in England, and Greenland, a sovereign territory of Denmark. Both nations
must grant the U.S. permission for use of their sovereign territory for these purposes.
Conceivably some rogue threat against the U.S. may choose to attack these “softer” targets
within the United Kingdom, Greenland, and perhaps Denmark itself as a prelude to an attack on
the United States. Assuming American national missile defense were extended to its European
allies, even if the current radars operate as intended, Alaskan-based interceptor missiles may
not be able to defend the soil of England or Denmark. This creates a requirement to place
additional interceptor missiles in locations to provide capability to protect England and Denmark
from ICBMs. Currently the United States is offering to extend NMD coverage to our western
European allies in exchange for their support. A proposed NMD system architecture to
accommodate this proposal expanding the NMD protection area has not yet been made public.
The bottom line: the support of both Denmark and the United Kingdom will be necessary for the

current NMD architecture to work.

JOINT DOCTRINE

Joint Publication 3-11, Joint Doctrine for Operation in Nuclear, Biological, and Chemical
(NBC) environments covers one facet of the nuclear defense trinity, passive defense, while Joint
Publication 3-01, Joint Doctrine for Countering Air and Missile Threats, and Joint Publication 3-
01.5, Doctrine for Joint Theater Missile Defense, focus more on the pillars of missile defense:
attack operations, active defense, passive defense, and C4l. This is a good start for the defined
systems of nuclear defense, but differs from this treatise in that joint doctrine focuses on air-
breathers and ballistic missiles as nuclear weapon delivery vehicles. Joint Publication 3-12,
Doctrine for Joint Nuclear Operations, mentions that offensive and defensive operations must
be integrated, but its focus is on how defensive operations support offensive operations, and it
considers active defense and passive defense to be different components of defensive
operations. Another concern is that joint doctrine is somewhat limited in recognizing that
successful intercepts may result in which nuclear explosions could complicate or render

impossible the ability for follow-on intercepts.

OTHER CONCERNS

While the National Missile Defense program debate renews United States’ emphasis on
its weak dimension of Active Defense, the integration of NMD into an overall nuclear defense
architecture incorporating the attack operations and passive defense dimensions has not
undergone serious public scrutiny or debate. What will be U.S. policy should a rogue nation
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launch nuclear-tipped ballistic missiles at the United States which are subsequently intercepted
by a NMD system? Will the U.S. retaliate in kind? Is the response a U.S. Strategic Command
mission or that of a unified command such as U.S. Pacific Command or U.S. Central
Command? Should something like a Homeland Defense Command be formed, what will the
command and control relationship be with U.S. Joint Forces Command, U.S. Space Command,
and U.S. Strategic Command? These are all questions that are today unanswered. The best
opportunities for successful attack operations may be in a narrow time-window surrounding the
nuclear weapons attack, and command relationships become critical in these time-sensitive

operations.

CONCLUSIONS AND RECOMMENDATIONS:

The United States faces a real and growing nuclear threat.*’ To defend itself from the
nuclear threat, the United States military should develop, field, and maintain a robust, adequate,
and feasible nuclear defense strategy revolving around three primary functions: active defense,
passive defense, and attack operations, all integrated with appropriate C4l. There must be a
balance among these functions to provide a three-dimensional capability, meaning that nuclear
defense with only attack opefations (or deterrence) and passive defense functions without
active defense provides only a defensive fagade. Simultaneously, these functions should be
balanced in effectiveness to ensure that concentration of resources for one resource (e.g.,
NMD’s $60 billion dollars) should not unduly weaken the continued capability of the passive
defense and attack operations functions. Finally, efforts to shape the overall world security
environment through arms control measures, diplomacy, and other instruments of power should

continue to delay or defer any potential nuclear threat growth.
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