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ABSTRACT

AUTHOR: Jon H. Moilanen

TITLE: Engagement and Disarmament: A U.S. National Security Strategy for
Biological Weapons of Mass Destruction

FORMAT:  Strategic Research Project

DATE: 18 April 1995 Pages: 22 CLASSIFICATION: Unclassified
The specter of biological weapons -- one of the three weapons of mass destruction (WMD) -- is
an unusual and extraordinary threat to the national security of the United States. Since the U.S.
unilaterally renounced biological warfare in 1969, biotechnology advances, aggressive nation-
states, and terrorism have complicated a precarious balance of world and regional stability. U.S.
shortfalls in biological warfare preparedness during the Persian Gulf War may convince potential
adversaries that the U.S. is incapable of protecting its vital interests from biological assault. This
paper examines the menace of biological weapons and global challenges to nonproliferation and
counterproliferation. Analysis concludes that the United States can dissuade, deter, and defend
against biological warfare and terrorism with an integrated national security strategy for

Biological Weapons Engagement and Disarmament.

ii



TABLE OF CONTENTS

. ABSTRACT
LIST OF ABBREVIATIONS
L. INTRODUCTION
Global Danger of Préliferation:Weapons of Mass Destruction
II. PURPOSE
III. A BIOLOGICAL WARFARE PERSPECTIVE
Why Biological Warfare?
World War II: A Tarnished History
Cold War Suspicion and Beyond
The Big Leap
The Biological Warfare Convention
Persian Gulf War: An Issue of Deterrence
The Advent of WMD Terrorism
IV.  DEFINING THE BIOLOGICAL MENACE
" The Genera of Potential Assault
The Pestilence That Stalks
Biotechnology: Enlightened Science or Grim Frontier?
The BW Proliferators
Missiles: A Swift and Severe Danger

V. U.S. LEADERSHIP IN BIOLOGICAL WEAPONS DISARMAMENT

U.S. Leadership in WMD: Apocalypse or Apocrypha?

iii

ii

vi

10

11

13

13




The Pentagonal Dilemma
VI.  US. CHALLENGES IN THE 21st CENTURY
Determine the Biological Weapon Threat
Dissuade Biological Weapon Acquisition
Deter Biologicai Weapon Use
Deny Biological Weapon Acquisition or Use
Defend Against Biological Weapon Attack
VII. A U.S. STRATEGY OF ENGAGEMENT AND DISARMAMENT
Enduring Aims of Engagement and Disarmament
We Must Enhance National Intelligence Capabilities
We Must Sustain National Awareness and Commitment
We Must Demonstrate Global Leadership |
We Must Maintain Scientific and Technological Superiority
We Must Apply Discriminate Military Defensive Capabilities
VIII. CONCLUSION
Principles for Biological Weapons Engagement and Disarmament
Gateways to Confidence and Compliance
Engage and Disarm
ILLUSTRATIONS
1. The Increase in Biological Weapon Proliferation.
2. Bacillus Anthracis Free Spores.

3. Ebola-Reston Virions Recovered From a Supernatant of Cultured Cells .

iv

18

19

19

19

19

20

20

20

20

21

21

23

24

25




4. Biological Weapon Proliferators: A Representative Specter.
REFERENCE LIST
Endnotes

Bibliography

26

27

46




ACDA

BDRP

BW

BWC

CBM

CBW

CDC

CIA

Ccw

DHS

DNA

DoD

FBI

FEMA

FROG

HUMINT

MCA

MTCR

RC

rDNA

LIST OF ABBREVIATIONS
Arms Control and Disarmament Agency.
Biological Defense Research Program.
Biological warfare.
Biological Warfare Convention (1972).
Confidence building measure.
Chemical and biological warfare.
Centers for Disease Control and Prevention.
Central Intelligence Agency.
Chemical warfare.
Defense Human Intelligence Service.
Deoxyribonucleic acid.
Department of Defense.
Federal Bureau of Investigation.
Federal Emergency Management Agency.
Free rocket over ground [missile].
Human intelligence.
Monoclonal antibody.
Missile Technology Control Regime.

Nonproliferation Center.

Review Conference [to the Biological Weapons Convention].

Recombinant deoxyribonucleic acid.

vi




SCUD

SOF

SS

Su-

UNSCOM
USAMRIID
VEREX

WHO

North Atlantic Treaty Organization (NATO) codename for family of heavy
artillery battlefield rockets originally produced by the United Soviet Socialist
Republics [currently Russia and the new republics of the Former Soviet Union].
Special Operating Forces.

Surface to surface [missile].

Sukhoi [aircraft manufacturer].

United Nations.

United Nations Special Commission.

United States Army Medical Research Institute of Infectious Diseases.
Verification Experts.

World Health Organization.

Weapons of Mass Destruction.

vii




Engagement and Disarmament:
A U.S. National Security Strategy for Biological Weapons of Mass Destruction

L INTRODUCTION
Global Danger of Proliferation: Weapons of Mass Destruction

The specter of confronting weapons of mass destruction (WMD) in conflicts is high.
Nuclear, chemical, and biological weapons and the means to deliver them are more widespread
as the world approaches the 21st Century. Five nations have declared a nuclear weapon arsenal
while several other nations possess or have active nuclear weapon development programs. As
of early 1995, over two dozen countries possessed or were researching-developing chemical
warfare (CW) programs. In many instances, biological weapons programs have followed closely
behind such CW programs.! The number of countries develdping or engaging in offensive
biological warfare (BW) programs increased from 4 in 1972 to 10 by 1992.2 The number of BW
proliferators has tripled since 1972.> Many of the most likely adversaries of the United States
already possess chemical or biological weapons.*

Specific biological agents, including toxins, are extremely potent and provide potential for
the widest contamination and most damage of any WMD system.’ The U.S. President recognized
this growing danger and declared biological weapons proliferation a "national emergency" in
1991. He labeled these weapons an unusual and extraordinary threat.®

Today, the U.S. confronts the particular danger of biological warfare with national and
international programs to prevent and counter the proliferation of BW and their delivery means.’
The U.S. protects the nation and its citizens with plans to dissuade and deter use of such terrible
weapons, and if necessary, defend against biological attack. The United States must be clear and
deliberate in its strategy to deter aggression, encourage peaceful resolution of critical regional

conflicts, enhance foreign markets access, and cooperate with regional partners to enforce security




and stability in regions of the world.® As a global power, the U.S. must lead a strategy of
biological weapons nonproliferation and counterproliferation in order to protect its national
security interests and world safety.
IL. PURPOSE

As the world’s greatest power, we have an obligation to lead and,

at times when our interests and our values are sufficiently at stake,

to act’

The President of the United States

This paper examines the menace of biological weapons and global challenges to BW
nonproliferation and counterproliferation. Analysis will determine the ability of the United States
to dissuade, deter, and defend against biological warfare and terrorism with an integrated U.S.
national security strategy for Biological Weapons Engagement and Disarmament.

HI. A BIOLOGICAL WARFARE PERSPECTIVE
Why Biological Warfare?

Ultimately, the primary objective of biological attack is man. It uses living organisms or
their toxic products to cause death, disability, or damage to man, domestic animals, or crops.
Attack can be a direct physiological or psychological assault, or an indirect assault such as
damaging domestic animal populations or limiting food and crop supplies. BW purpose can be
categorized as antipersonnel, antianimal, or anticrop.”® In some cases, BW can have antimaterial
effects such as deterioration of critical equipment components.

World War II: A Tarnished History
The United States determined biological warfare was a distinctly feasible threat during

early World War II, and took defensive measures by 1942 to deter its use.!! Similar BW research

in the United Kingdom had begun in the 1930s with protection as a primary interest. The primary
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objective of Allied programs was defensive. As the war progressed, the Allies investigated the
ability to retaliate in kind against people, animals, and crops. Germany’s suspected BW research
and development were the principle concern.'” Fortunately, Germany never developed an
offensive biological warfare program and produced no BW munitions."

As the other primary belligerent to the Allies in World War 11, Japan actively pursued an
offensive biological warfare program with experiments and operations beginning in the 1930s.
Civilians and soldiers in China were victims of human experiments with a variety of BW agents.
After the war, the U.S. granted immunity from war crimes prosecution to certain Japanese BW
participants in return for their technical research and findings."

The Soviet Union conducted BW research by the 1930°s also. Little is publicized about
their pre-war or World War II capabilities.”” However, post-war assessments of the 1950s and
1960s credited them with a significant BW capability.'® Cold War rhetoric on weapons of mass
destruction encouraged mutual suspicion of national strategy intentions.'”

Cold War Suspicion and Beyond

The U.S. retained biological warfare weapons and means of delivery developed during
World War II, and expanded its strategic biological arsenal through the 1950s and 1960s. U.S.
analysis of biological warfare continued to stress its special devastating effects and lack of any
adequate detection system. Methods included cluster bomblets carried by aircraft and missiles,
spraying munitions carried by aircraft and missiles, and spray tanks on aircraft and drones.'®

The Soviets were forthright in declaring the practical aspects of BW mass casualties as
a calculated result of employing WMD." They built a large national infrastructure devoted to

development and production of offensive biological warfare.?




The Big Leap

In 1969, the President of the United States made a key decision to unilaterally renounce
the use of lethal or nonlethal BW. Justification included its questionable strategic or operational
value as a weapon, and the desire to control an arms race with a relatively unpredictable
weapon.” All U.S. offensive biological warfare stockpiles were destroyed.?
The Biological Warfare Convention

The 1972 Biological Warfare Convention (BWC) is a significant milestone in BW
nonproliferation..” Its aim is nonproliferation of biological weapons. This declaration bans the
development, production, stockpiling, acquisition, and retention of these type of weapons, and
reiterates the nonuse obligations of the 1925 Geneva Protocol. The convention does not preclude
biological agents or toxins used for medical, defensive, or other peaceful purposes.

Over 130 nations of the world are signatories of the BWC to include the United States,
Iraq, Iran, Libya, North Korea, China, and Russia. All prohibited materiel of each member
nation was to be destroyed within nine months of the convention’s entry into force. The United
States is in full compliance with the BWC.* This is not true of several other signatory nations.
No means to verify treaty compliance and irrefutable proof that certain nations have developed
BW weapons since signing the convention cause international tension over their possible use.?

The outbreak of inhalation anthrax in Sverdlovsk in 1979 spotlighted recurring allegations
that the Soviet Union was maintaining an offensive BW capability in violation of the BWC.
Recent revelations confirm that the Soviet Union conducted deliberate deception of BW research

activities outside the limitations set by international agreements.?’




Some incidents are not as clearly evident. Nations and antagonists allege biological or
toxin use on numerous occasions.?® After conflicting reports of "Yellow Rain" in Southeast Asia,
scientific investigation confirmed that mycotoxins, products of fungi, were a component of some
BW attacks.” More recently, Iraq’s advanced and aggressive BW program was the most
extensive in the Middle East.*

Persian Gulf War: An Issue of Deterrence

"..the United States will not tolerate the use of chemical or
biological weapons..."!

The President of the United States

What deterred use of BW in the Persian Gulf War? The definitive answer is elusive.
However, these weapons were not used when a proven Iragi BW capability existed.” The
international coalition that confronted Iraq used a broad range of political, diplomatic, economic,
and military power to psychologically deter that nation’s leader from using BW. The United
Nations Special Commission (UNSCOM) in post-war Iraq has experienced minimal Iraqi cooper-
ation on qualifying Iraqi biological warfare capabilities and intentions.”

The Advent of WMD Terrorism

Use of the chemical nerve agent sarin against a civilian population in 1994* and 1995*
shattered any global complacency.that weapons capable of mass destruction will not be used by
terrorists or other extremist groups. Bombing of the World Trade Center in 1993* signaled the
increasing boldness of terrorism against U.S. interests. Mass U.S. casualties and loss of lives
have stark precedent in the 1983 bombing of the U.S. Marine Corps facilities in Lebanon.”” The

1995 bombing of the Federal Building in Oklahoma City murdered scores and wounded hundreds




of civilians.®® The type and number of recent attacks on American interests around the world
illustrate a significant increase in economic and symbolic targets.”® U.S. intelligence estimates
note that international terrorists are shifting from hostage-taking and hijacking to indiscriminate
slaughter of civilians and greater property damage.*

Biological weapons could be the next heinous tool of the terrorist.*' Experimental data
indicates botulinum toxin can be about three million times more potent than the nerve agent
sarin.” Belief that WMD use may alienate friendly or neutral constituencies”® and thereby
preclude its use is not as convincing in the current maelstrom of radical nationalism, ethnic
extremism, religious fundamentalism, and covert state-sponsored terrorism.* Similarly, infecting
targets with biological agents for state-sponsored assassination is historical fact.* The image of
BW catastrophe due to ideological acts of desperation is a realistic concern.

IV.  DEFINING THE BIOLOGICAL MENACE
The Genera of Potential Assault

Biological weapons are disease-causing microorganisms and toxins which can be used as
a means of warfare or terrorism. Principle categories of biological or toxin warfare agents are:
bacteria, viruses, rickettsiae [rick’-eht-see-ee], fungi and toxins.* Most agents grow in natural
environments, but may also thrive in the artificial conditions of a laboratory. Bacteria are
microscopic, one-celled organisms widely found in soil, air, bodies of living animals and plants,
as well as in dead or decaying matter. Viruses are submicroscopic infective agents which require
a living host. Rickettsiae are intercellular parasitic microorganisms which require a living host.
Their infection is usually transmitted through a vector such as a flea, tick, or lice. Parasitic plants

such as molds, mildews, or mushrooms characterize fungi. Conversely, toxins are non-living




poisons that can be produced by an animal, plant or microbe. Toxins do not reproduce themselves
-- a significant difference from bacterial or viral agents. Practical limitations of BW employment
reduce the number of open-air, weaponizable toxins to well less than 20.%

During the Persian Gulf War, biological weapon agents of most concern were inhalation
anthrax, botulism, pneumonic tularemia, Q fever, staphylococcal enterotoxemia, viral influenza,
Venezuelan equine encephalitis, Rift Valley fever, dengue fever, and Korean hemorrhagic fever.*®
Botulism toxin can debilitate in a few hours and kill in as little as 12 hours, but decomposes
rapidly after several hours exposure to air. Inhalation anthrax takes two to four days to kill but
may contaminate as spores for years.*

Effects differ among BW agents. Botulinum toxin causes death through paralysis of
respiratory muscles. Anthrax creates ulcerating pustules on the lungs,* and releases toxins which
cause death by massive blood poisoning.” Some toxins destroy or damage body tissue directly.*
Exotic viral hemorrhagic fevers, such as Lassa or Ebola, disrupt the body’s blood-clotting
mechanisms and cause death by massive internal bleeding and resulting shock.”

The Pestilence That Stalks

"Outbreaks of devastating disease are often a natural occurrence. A lethal respiratory
disease in the U.S. southwest in 1993 resulted in 27 sudden deaths. Prompt diagnosis by U.S.
federal and Army scientists discovered a new virus using modern genetic techniques, and verified
that it spread from the contaminated urine of deer mice.*® New viruses continue to appear
throughout the world with deadly results. In 1994, a highly virulent new virus attacked animal
and man in Australia. This was the first time that this family of virus has attacked more than one

animal species. While researchers attempt to identify its viral source, indications are that the




virus is not a mutation but a naturally emergent virus.*® Strains can build resistance to antibiotics
with devastating consequences. Bacteria can mutate and transform a relatively harmless organism
into a killer. For example, mutant strains of Escherichia coli can produce illness via Shigella-like

% The U.S. is no stranger to disease mass casualties. Over 20,000 people died in New

toxins.
York City alone during the 1918 influenza pandemic.’’

Sometimes man contributes unwittingly to conditions which cause a virulent contagion.
The lair of Legionella bacterium which causes Legionaire’s Disease was the water system of
specific air conditioning devices.”® Currently, Russia and the new republics of the former Soviet
Union are experiencing a diphtheria epidemic. Over 80,000 illnesses and 2,000 deaths have
occurred since the outbreak about four years ago. Causes include a mobile population without
effective immunization programs, and a sluggish official medical response.*

Man has used biological agents purposely for BW. The dilemma is often to determine
whether incidents are killing fields of biological warfare or the devastation of natural
occurrences.®
Biotechnology: Enlightened Science or Grim Frontier?

The scientific breakthrough of genetic engineering in the early 1970s changed
microbiology and biotechnology forever. The ability to isolate specific genes and manipulate
their basic DNA (deoxyribonucleic acid) advanced numerous avenues in health care, agriculture,
and animal science. This recombinant DNA (rDNA) is the product of taking a gene from the
DNA of one type of cell and splicing it to the DNA of another type of cell. It can permit the
rapid growth and multiplication of particular genetically coded substances.’! This provides great

opportunities in scientific investigation and health care. For example, under ideal conditions, the



bacterium Escherichia coli can reproduce from one cell to over one billion cells in about 10

%2 Unfortunately, there can be a dark side to this application of science.

hours.

Lethal components of a bacterium, toxin, organic substance, or fungus can be spliced to
otherwise harmless genetic substances in order to create deadly biological agents. The monoclonal
antibody (MCA) process produces specific antibodies which are fused to a hardy cancerous cell.
When used as a biological weapon, the new signature of the cell hides the actual genetic
characteristics and prevents natural immune systems from countering an infection. Diseases can
be altered to increase their virility, survivability, and communicability.” Timely medical diagnosis
and treatment are more difficult.

Psychotoxins are another aspect of biotechnology techniques which blur the definition
between credible health science and biological-chemical warfare programs. These chemicals can
induce distinct changes in mental and physical behavior. Their impact could be profound by
incapacitating or causing confused and lethargic reactions of an opponent in a crisis.*

Dual-use biotechnology complicates detection of biological warfare programs.
Proliferators can mass produce biological agents safely with greater ease and speed of
manufacture. This ability shortens the amount of time required to create a militarily significant
BW stockpile and correspondingly improves security of surprise attack.®

A respirable aerosol is the most likely means of BW attack.® Biological attack presented
as a respirable aerosol will act like a cloud rather than droplets. The effectiveness of most agent
or toxin particles is very susceptible to wind, evaporation, and heat.” Other routes of infection
are contaminated food or water. Standard chlorination of water supplies and natural dilution of

toxins in large-scale water supplies make it unlikely that biological weapons would significantly




contaminate water.*® However, certain parasitic organisms can survive in chlorinated water and
present a danger.* For unprotected civilian populations or armed forces, BW attack could be
catastrophic.” Modeling simulations estimate that a BW attack on a city with 30 to 50 kilograms
of anthrax could kill 100,000 people.”

Physical protective measures such as protective masks, clothing, and decontamination
systems for chemical attack are, for the most part, effective against these threats. Timely warn-
ing prior to attack is critical to ensure that protective equipment is worn.”? Available detection
systems are currently a weak link to enhancing an effective protective posture against biological
weapons attack. Lacking actual field experience with BW, normal decontamination” as in a
chemical attack, is the standard procedure.”

Vaccination is the most effective means of preventing casualties for most of the significant
biological agents and toxins. Time is critical because the human body may require 4 to 15 weeks
to make its own protective antibodies. Vaccinations may require multiple injections over several
weeks, or periodic booster injections in order to maintain protection.”

The BW Proliferators

"Russia remains an enigma for truth concerning active BW programs. Russian President
Yeltsin ordered a cessation of all biological activities in violation of the BWC in 1992, but
independent verification of compliance is impossible.”® Soviet offensive BW programs which
Russia inherited were massive with production, weaponization, and stockpiles.” New republics
such as Kazakhstan and Uzbekistan cause concern too. They inherited CBW facilities and test

ranges from the former Soviet Union but have not acceded currently to the BWC.”
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The Peoples Republic of China has probably not eliminated its BW program since
becoming a party to the Biological Warfare Convention in 1984.”

Iraq developed an offensive BW capability and could again.®® After the 1991 Persian Gulf
War, the UN Special Commission (UNSCOM) on-site inspections reported on Iraq’s BW
capabilities. Iraq could produce anthrax, botulinum toxin, and clostridium perfringens epsilon
toxin to service a limited weaponization program and support terrorist activities.®

Iran has produced biological agents and has a BW program which if not already in
production, is probably close to production. They have probably weaponized a small quantity
of these BW agents.* Their public statements of conducting offensive chemical attacks in military
missile exercises indicate a willingness to use WMD in the future.®

North Korea has had the éapability for offensive use biological weapons since the 1980s
according to intelligence estimates, and cooperated with Syria in biological warfare research.®
North Korea’s arsenal may include chemical and biological warheads for FROG and SCUD type
ballistic missiles.?* Developments in the North Korean Nodong-1 missile with a 1000 kilometer
or greater range could include chemical-biological warfare (CBW) warheads.®

Egypt declared a BW program by 1972. It is highly probable that Syria is developing an
offensive biological warfare capability. Libya may have a BW program.¥ Other potential prolif-
erators of BW are Israel, India, Taiwan, Belarus, South Korea, South Africa, and Pakistan.®
Recognizing these persuasive BW threats, the U.S. President affirmed a national priority to
combat the spread of weapons of mass destruction and their means of delivery.”

Missiles: A Swift and Severe Danger

The threat of ballistic missiles use in regional conflicts has grown enormously over the

11




past two decades.” Ballistic missiles can provide speed and surprise in an attack with BW; these
aspects limit the ability to deter effectively. Over 40 nations possess intermediate range ballistic
missiles.”’ Even the inaccurate SCUD missile is ominous if mounted with a biological warhead
for an area or city-sized target.”> Motivation for missile proliferation spans perceived needs for
prestige, deterrence, autonomy, or warfighting capability.®

Sale and transfer of long range missile systems and their supporting technology complicate
regional stability.** North Korea, Iraq, Libya, Iran, and Syria are known to be developing missile
and CBW technology.” North Korea’s development of its Taepo-dong missile with expected
ranges of at least 3500 kilometers is especially alarming.*® Use of ballistic missiles in recent
conflicts demonstrates a growing willingness of nations to accept the risk of this type of
warfare.”’

The cruise missile threat may be an even greater danger than ballistic missiles. Launch
and flight pattern capabilities of these precision munitions make detection very difficult.”®
Effective defensive measures are questionable.” Supporting technologies are becoming cheaper
and easier to obtain on the commercial market.'® Combined with emerging industrial and
biotechnology capabilities to produce BW agents, cruise missiles are an easily available, low-cost
means to accurately deliver WMD. Targets may include animal stock yards or agricultural areas,
transportation centers, communication nodes, refinery complexes, power production plants, or
military concentrations.!®!

Fear of BW may cause psychological casualties in their own right. Effective counters to
this anxiety are selective and visible protective measures, timely and accurate information about

BW attacks, effective treatment of casualties, and informed national leader decisionmaking.'®
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V. U.S. LEADERSHIP IN BIOLOGICAL WEAPONS DISARMAMENT
U.S. Leadership in WMD: Apocalypse or Apocrypha?
One of our most urgent priorities must be attacking the
proliferation of weapons of mass destruction whether they are
nuclear, chemical, or biological, and the ballistic missiles that can
rain down on populations hundreds of miles away...'™
The President of the United States

As a world power, the U.S. has a fundamental objective of ensuring a safer world for the
present and future. The U.S. uses diplomacy whenever it can, but will use force if the situation
demands this resolve.'* The U.S. demonstrates the commitment to sanction rogue nations and
state-sponsors of terrorism, punish specific acts of terrorism, and refuse any negotiations or
concessions with terrorists.'® The U.S. seeks to prevent additional nations from acquiring BW
and the means to deliver them.

Politically, the Biological Weapons Convention (BWC) is a central commitment toward
disarmament, but does not have an effective means to ensure compliance of the treaty agreements
by member states. Several member states continue to ignore its biological warfare prohibitions,
and many nations are not members.'® Review conferences to the BWC in 1980, 1986, and 1991
sought to strengthen its proliferation dissuasion or deterrence of BW. The 1991 conference
mandated an Ad Hoc Group of Governmental Experts to recommend confidence building
measures to reduce ambiguities between nations, and enhance verifiable compliance of BWC
prohibitions. Also known as Verification Experts (VEREX), they recognized that several
measures in combination would have the greatest likelihood of success.'”’

The U.S. opposes adding more restrictive, intrusive measures to the BWC if verification

protocols are ineffective. The facade could create a false sense of security and disrupt legitimate
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national defensive and biotechnology activities."”® If reliability, cost proponency, and the
intrusive nature of these measures are resolved, governments and commercial industries will
remain concerned about protection of their sensitive and proprietary information.'® The U.S.
President announced that the United States will promote new confidence building measures to
increase this transparency with verifiable compliance. A draft protocol may be ready for
consideration at the fourth Review Conference of the BWC in 1996.!'°

Economically, the U.S. expands export controls on specialized equipment, materials,
microorganisms, toxins, and technology that could be used for biological weapons.!! The U.S.
participates in multilateral BW export controls through membership in organizations such as the
Australia Group. This group of almost 30 states attempts to control exports of dual-use chemical
and biological materials which can be used in the manufacture of chemical or biological
weapons.'? They are sensitive to policies and actions which might affect unbalanced industrial
competition,'** and honor export license denials of other member states.' Unfortunately, these
acts have marginal effect on non-member states.

The Missile Technology Control Regime (MTCR) is one of several international forums
to engage a global missile nonproliferation norm. The intention is to gain and encourage
members to endorse nonproliferation standards, enforce effective export controls, and abandon
any offensive ballistic missile programs.'*

Militarily, U.S. armed forces may be required to prevent or react to BW. Their use may
open a window of opportunity for diplomacy to progress.''® Several biological defensive
programs exemplify the integrated efforts to protect U.S. national security, its armed forces, and

general citizenry.
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The U.S. Biological Defense Research Program (BDRP) develops countermeasures to
biological warfare threats. Its goals are to ensure sustained effectiveness of U.S. armed forces
in a BW environment and to deter the use of biological weapons by maintaining a strong
defensive posture.!” The U.S. experience from the Persian Gulf War spotlighted several BW
defense deficiencies in BW detector effectiveness, protectivé equipment availability, and specific
vaccine availability.!®

Creation of the Chemical and Biological Defense Agency in 1992 centralized research,
development, and acquisition for all military chemical and nonmedical biological defensive
programs such as detection and warning equipment.'”” U.S. production of BW vaccines is an
ongoing challenge. Pharmaceutical companies are reluctant to produce vaccines for the military

0

without contractual assurances of industrial protection or government insurance.”® They are
leery of these projects due to governmental funding support issues, the public stigma of
association with BW defenses, and current U.S. Food and Drug Administration regulations.'?'
The U.S. Army is a premier institution for biological health sciences. Its Medical Research
Institute of Infectious Diseases (USAMRIID) is a global scientific resource which collaborates
with the World Health Organization (WHO) and the Centers of Disease Control and Prevention
(CDC) in diagnosis or treatment of unusual diseases throughout the world. USAMRIID developed
vaccines for anthrax and botulism, and other diseases such as tularemia and Q fever.'?
The Pentagonal Predicament
The challenges of countering biological weapons are to determine the threats, dissuade and

deny their acquisition, deter their use, and finally, defend against attack. The United States must

demonstrate its resolve to promote nonproliferation, enforce counterproliferation, and deter
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violators who threaten world stability with these weapons.
VI.  U.S. CHALLENGES IN THE 21st CENTURY
Determine the Biological Weapon Threat.

Threats to U.S. security and international stability rise primarily from potential or known
BW and ballistic missile proliferators, rogue states, and terrorists. Authoritative intelligence and
diplomatic skill can leverage unilateral or multilateral action to prevent damage to U.S. interests
and regional political structures which promote stability. Dual-use biotechnology and research
of educational and scientific institutions, medical facilities, and pharmaceutical industries limit
the ability to confirm offensive biological weapons programs. Several initiatives are improving
U.S. intellig¢nce capabilities. Improved human intelligence (HUMINT) from the Defense
HUMINT Service will provide timely and integrated intelligence to support national leaders.'
Research projects are investigating how technology can best support HUMINT to identify
suspicious biological research and development or known biological weapon programs.'?
Dissuade Biological Weapon Acquisition.

Dissuasion persuades a potential proliferator to avoid a decision to acquire BW or delivery
means. International diplomacy can undermine attempts to proliferate. Publicizing suspicious
biotechnology programs may dissuade particular nations from pursuing BW capability. Regional
security alliances, multilateral forums, and economic sanctions can curtail aggressive behavior and
make BW financially prohibitive. Confidence building measures (CBM) with verifiable com-
pliance of prohibitions must be the standard.'”

A U.S. Congressional inquiry on chemical and biological weapons noted:

The chemical and biological threat has increased in terms of
widespread proliferation, technical diversity, and probability of use.
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The threat is now truly global (rather than bipolar) proliferation;
technological developments have broadened the spectrum and
increased the diversity of potential chemical and biological
weapons; and the volatility of the world political environment has
probably lowered the threshold and increased the potential for use
of these weapons.

Results must be visible, believable, and relevant to the United States public. A new public
consensus will sustain our timely engagement abroad.'”® Over 80 institutions of the U.S.
government cooperate to enforce U.S. policy and export control laws aimed at discouraging
biological weapons proliferation.'”” For example, the U.S. Arms Control and Disarmament
Agency (ACDA) provides clear and technically competent insight to the American people
concerning nonproliferation and counterproliferation issues.'? |
Deter Biological Weapon Use.

When persuasion does not preclude proliferation, the U.S. will prevent the use of WMD
within the jurisdiction of national and international law. This may involve cooperative domestic
and foreign investigation and enforcement through agencies such the Commerce Department’s
Office of Export Licensing or the Federal Bureau of Investigation. The Commerce Department
might refer information to the Central Intelligence Agency’s Non-Proliferation Center (NPC)
while investigating suspected violations to foreign destinations.'”

The effort to combat proliferation requires more than a diplomatic and intelligence dialog.
U.S. law enforcement services and intelligence agencies may often operate in cooperation with
friendly governments and intelligence services. Combined military forces may be directed to
conduct specific operations to regulate the security of collective major or vital interests."

Deny Biological Weapon Acquisition or Use.

Specific occasions may warrant preemptive action to protect U.S. national security. The
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U.S. will act in cooperation with other endangered nations when appropriate, but will act alone
if required. This force may include several means of authorized covert action or other forms
of military power projection. Measures short of war are the preferred means.  This may
capitalize on the particular capabilities of special operations forces (SOF)."*!

They enhance U.S. armed forces, non-Department of Defense (DoD) agencies, and
international organizations to deter and enforce policies before normal actions by conventional
forces can have effect.’’? SOF can dissuade or delay acquisition or employment of BW, interdict
shipments of dangerous materiel and technology, conduct precision strikes to capture or destroy
BW, and support other efforts.'>
Defend Against Biological Weapon Attack.

The United States must maintain trained and ready armed forces to repel any attack on
national security interests. The U. S. must ensure a coordinated interagency counterproliferation
effort at federal and state levels of government, and between the state and federal levels. Federal
entities include the Departments of State, Defense, Treasury, and Commerce; ACDA, FBI, CIA,
NPC, CDC, USAMRIID, the Federal Emergency Management Agency, and armed forces. When
employing U.S. military forces, the guiding principle is to use decisive overwhelming force to
achieve the assigned protective mission at least cost to U.S. lives.'**

VII. A US. STRATEGY OF ENGAGEMENT AND DISARMAMENT

The U.S. President has stated his concern over the proliferation of weapons of mass
destruction as the world approaches the advent of the 21st Century.!** Intelligence assessments
indicate thatv BW is a significant danger in many regions of the world."® The U.S. cannot prevent

the chilling specter of BW alone. The Persian Gulf War shows that the most effective controls
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and deterrence are multilateral. The BWC and its ongoing international conﬁdehce building
measures, biological materiel and technology controls of the Australia Group, and missile
proliferation prohibitions such as the MTCR demonstrate the growing international consensus to
stem the spread of BW."’

Enduring Aims of Biological Weapons Engagement and Disarmament:

° We must enhance National Intelligence Capabilities. Strategic warning of BW
is essential to allow timely political intervention. Almost anywhere the U.S. is likely to project
forces around the world -- Northeast Asia, the Persian Gulf, the Middle East, and Europe - states
are likely to have WMD."*® The U.S. believes that there is a very high probability that aggressors
will threaten, wield, or use these weapons in major regional contingencies. Recent trends in
terrorism spotlight the BW vulnerability of the United States.

° We must sustain National Awareness and Commitment. A well-informed
United States public will recognize the need for robust nonproliferation and counterproliferation
efforts against BW. Allocating resources to these programs will promote stability, prosperity, and
national security.'® Possible missions include nearly simultaneous regional contingencies, global
overseas presence, and numerous domestic and foreign operations. These may confront biological
weapons and stress the capacities of finite national resources.

° We must demonstrate Global Leadership. As a world power, the United States
prefers to dissuade or deter the BW threat. Countering BW proliferation of other nations and
precluding potential regional arms races are integral elements of the U.S. national security
strategy. When nonproliferation fails, arms control and disarmament can reduce the risk of crisis.

The U.S. demonstrates its sustained willingness to participate in bilateral, trilateral, or multilateral
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forums, and actively promote regional arms control.'®

) We must maintain Scientific and Technological Superiority. The United States
requires technological superiority to any potential or present BW adversary. This commitment
must optimize the intellectual capabilities of educational and scientific investigation; intelligence
collection, analysis, and application; medical research, discovery, and treatment; comprehensive
military power projection; and defenses ready to succeed in future crises.'!

° We must apply Discriminate Military Defensive Capabilities. The U.S. requires
a decisive military force with definitive superiority over any enemy to clearly reduce national
security risks, and swiftly terminate conflicts with minimum loss of life and national resources.
Active and passive defensive measures are critical components of countering BW.™*? Specific
capabilities may be required to seize, disable, or destroy BW arsenals and their delivery means
prior to their use. Effective missile defenses increase the ability of the U.S. to protect its
interests. Other measures include effective BW immunization programs, timely battlefield
detection of impending or present BW attack, and individual-collective BW protection and
decontamination.'*
VIII. CONCLUSION
Principles for Biological Weapons Engagement and Disarmament

The President and Congress of the United States must concentrate the resolve and
resources of the nation to prevent proliferation of biological weapons. This potentially
catastrophic issue is more difficult than ongoing nuclear and chemical weapon reduction efforts.
The President must lead biological weapon engagement and disarmament with a long-term

executive vision, clear set of counterproliferation priorities, and policy guidelines. He must
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mobilize the national will. The Congress will reflect this public support by confirming or
rejecting the president’s priorities and programs. Congressional legislative leadership, oversight,
and monetary resourcing are essential to focus the public will, scientific talent, and technological
skill of the nation. This strengthens collective U.S. and foreign education, science, medical care,
industry, and government initiatives toward a more safe and secure world.
Gateways to Confidence and Compliance

1 believe that one of our greatest challenges as a nation...will be to

prevent the proliferation of weapons of mass destruction and the

building of massive armaments in the hands of people who are

prepared to use them -- not just nuclear, but biological and
chemical '*

The President of ﬁe United States

The United States is encountering a new era of unusual and extraordinary threats. Clear
and present dangers of several years ago have rapidly multiplied to many nations with the will
and means to use WMD. Today, the most dangerous WMD threat to the national security of the
United States may very likely be BW. Terrorism may well be the vector of dissemination.
Engage and Disarm. The United States is intent on marshalling the full resources of the
national will -- political, diplomatic, economic, and military -- in order to promote a world safe
from the specter of biological weapons. The President sustains a comprehensive policy to combat
proliferation of biological warfare and the means to deliver them. The U.S. strives to improve
defensive capabilities which deter use of these mass casualty producing weapons, and if used by
an adversary, protect the nation and its people from their effects.’”

As a world power, the United States has a moral responsibility. The immediate and long-

term goal of the United States is to reduce the threat and use of biological weapons through
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effective international control initiatives. Engagement and disarmament maximize the ability of
the United States to reinforce an international consensus of BW nonproliferation and
counterproliferation.

The global challenges are to dissuade and deny potential proliferators from acquiring these
cruel and devastating weapons, deter them from employing biological warfare, reduce regional
and world vulnerability to these wanton instruments, and as necessary, defend the United States
national security interests. When collective political, diplomatic, and economic efforts fail and
U.S. national security interests are endangered, the United States will be compelled to respond
unilaterally or in concert with other nations.

The future is not totally predictable or controllable. Nations and their leaders view
biological weapons and technqlogy in the context of culture, national interests, and aspirations.
...biological weapons are a poor man’s atomic [bomb] and can be
easily produced We should at least consider them for our de-
fense...Although the use of such weapons is inhumane, the [Iran-

Iraq] war taught us that international laws are only drops of ink on
paper.'*
The President of Iran

The question is, "How will the United States act to counter the threat of biological

weapons to U.S. national security interests?"
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Figure 2. Bacillus anthracis free spores.

Source: U.S. Army Medical Institute of Infectious Diseases,1995.
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Figure 3. Ebola-Reston virions recovered from a supernatant of cultured cells.

Source: U.S. Army Medical Institute of Infectious Diseases,1994.
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