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Executive Summary

The vision of the DoD Chemical and Biological Defense Program (CBDP) is to ensure U.S.
military personnel are the best equipped and best prepared force in the world for operating in future
battlespaces that may feature chemically and biologically contaminated environments. To fulfill this
vision, the CBDP has defined the mission of the program to provide world-class chemical and biologi-
cal defense capabilities to allow the military forces of the United States to survive and successfully
complete their operational missions across the entire spectrum of conflict—from peacetime contingen-
cy missions through overlapping major conflicts—in environments contaminated with chemical or bio-
logical warfare agents. The CBDP supports the overall Department of Defense policies and strategies
outlined in the September 2001 Quadrennial Defense Review Report.

The DoD Joint Service CBDP FY 2003 President’s budget has been submitted to Congress.
In accordance with 50 USC 1523 (Section 1703, Public Law No. 103-160) this annual report on the
CBDP is submitted to Congress, and it is intended to assess:

(1) the overall readiness of the Armed Forces to fight in a chemical-biological warfare
environment and steps taken and planned to be taken to improve such readiness; and

(2) requirements for the chemical and biological warfare defense program, including requirements
for training, detection, and protective equipment, for medical prophylaxis, and for treatment of
casualties resulting from use of chemical and biological weapons.

This report is provided in two volumes. Volume I provides an assessment of the plans and
programs, and Volume II provides a performance plan for the CBDP in accordance with the
Government Performance and Results Act.

The request for FY 2003 funding totals $1.374 billion. The DoD Chemical and Biological
Defense Program provides development and procurement of systems for U. S. forces to operate in all
battlespaces contaminated with chemical and biological (CB) agents in support of U. S. counterprolif-
eration policy. The probability of U. S. forces encountering CB agents remains high. In FY 2003, the
CBD Program expands to support homeland security and combating terrorism initiatives of the Presi-
dent and the Department by providing those systems necessary to effectively defend against and
respond to acts of CB terrorism. The CBD Program continues to implement congressional direction to
improve joint CBD capabilities and reflects an integrated jointly developed modernization program.
This year’s program funds the passive defense counterproliferation initiatives, enhances military sup-
port to civilian authorities with consequence management capabilities, and initiates strong homeland
security programs to enhance CB defense preparedness.

The DoD CBD program invests in technologies to provide improved capabilities that have
minimal adverse impact on the warfighting potential. Joint and Service unique programs support the
framework of the three tenets of CB defense:

o Contamination Avoidance (detection) and NBC Battle Management (reconnaissance and
warning of battlespace contamination to enable units to maneuver around them),
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e Force Protection (individual, collective, and medical support), and
® Restoration.

The FY 2003 budget adjusts CBD modernization efforts to meet the strategy as outlined in the
September 2001 Report of the Quadrennial Defense Review and includes resources for CB sensors,
early-detection systems and an integrated joint warning and reporting network for CB attacks; biologi-
cal warfare defense vaccines, medical countermeasures and surveillance systems; improvement of pro-
tective suits and masks; and modemized decontamination systems that minimize environmental impact
and are suitable for use on sensitive aircraft and electronic systems and for area decontamination of
ports and airfields. These modemization efforts build on the accomplishments continuing during the
current fiscal year.

¢ Continued procurement of the Biological Integrated Detection System (BIDS).

¢ Continued procurement of the Critical Reagents Program (CRP) to ensure the quality and
availability of reagents critical to the successful development, test and operation of biological
warfare detection systems.

¢ Installation of the Improved Point Detection System (IPDS) on amphibious, combat and select
combat support ships, and Coast Guard vessels.

¢ Initiation of Low Rate of Initial Production (LRIP) of the Joint Biological Point Detection
System (JBPDS) in preparation for transition to full rate production.

o Initiation of procurement the Joint Service Lightweight Standoff Chemical Agent Detector
(JSLSCAD), a chemical vapor detection system that will furnish 360-degree on-the-move
coverage from ground, air, and sea-based platforms at distances of up to five kilometers.

¢ Completion of the production of the Air/Base Port (Portal Shield) Advanced Concept
Technology Demonstration (ACTD) program.

¢ Initiation of production of Aircrew Eye/Respiratory Protection (AERP) and the Second Skin
Mask (MCU-2/P).

¢ Continued procurement of individual protective gear for naval construction forces and naval
shore activities.

¢ Continued procurement of protective clothing to include the Joint Service Lightweight
Integrated Suit Technology (JSLIST) protective ensembles.

¢ Continued procurement of the CB respiratory system.

o Continued procurement of the Chemical Biological Protective Shelter (CBPS) for Army
medical units.

¢ Installation of the Collective Protection System backfit on three Navy amphibious ship classes.

o Installation, and the Joint Collective Protection Equipment (JCPE) improvements to currently
fielded systems.

¢ Full approval of all aspects of their Biologics License Application supplement Licensure of the
anthrax vaccine production.

¢ Licensure of SERPACWA (Skin Exposure Reduction Paste against Chemical Warfare
Agents). ‘ '

¢ Licensure of multichambered autoinjector for chemical agent treatment.

ii
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e Completion of production of the M45 Aircraft Protective Mask, the Chemical-Biological
Protective Field Mask M40/M40A 1, and the Collectively Protected Deployable Medical
System (CP DEPMEDS).

¢ Continues procurement of the Modular Decontamination System (MDS).

¢ Procurement of the Sorbent Decontamination System (SDS).

o Initiates the Joint Service Fixed Site Decontamination (JSFXD).

The FY03 President’s Budget Request for the CBDP includes a $420 million allocation from
the President’s Office of Homeland Security to be executed by the Department of Defense to acceler-
ate efforts to develop better biological pathogen detection, identification, collection, and monitoring
technology. Additionally, scientists working under the Department of Defense auspices will support the
law enforcement, national security, and medical communities by improving our understanding of how
potential bioterrorism pathogens may be weaponized, transported, and disseminated. The increased
funding levels are intended to establish test beds at two urban areas in addition to National Capital
region to integrate Biological Defense technologies. Additionally, DoD has provided increased funding
to establish a pilot program to provide comprehensive chemical and biological force protection at nine
CONUS DoD installations as well as providing CB defense equipment and training to WMD Civil
Support Teams and U.S. Army Reserve Reconnaissance and Decontamination Teams. A detailed
description of this request is provided as special issue at the end of Chapter 2 of this report.

Chemical and biological defense programs are currently managed jointly by the Services under
the oversight of the OSD CB Defense Steering Committee. The Deputy Assistant to the Secretary of
Defense for Chemical and Biological Defense, DATSD(CBD), exercises day-to-day oversight of the
DoD CBDP and serves as executive secretary for the Committee. The DoD CBDP coordinates its
programs with other DoD components (including the Defense Advanced Research Projects Agency),
international partners, and other federal agencies, whose primary focus is on the development of capa-
bilities to protect the civilian population from exposure to chemical or biological agents. During FY02,
the Department is reviewing improved organizational options to improve the management and coordin-
ation of chemical and biological defense efforts, and as a first result of this review has established a
Joint Requirements Office (JRO) under the Joint Staff to improve the requirements generation process
for the Chemical and Biological Defense Program.

All CB defense capabilities are integrated into a system-of-systems to provide the most effec-
tive approach to avoid contamination and sustain operational tempo on an asymmetric battlefield.
Moreover, sound joint doctrine and realistic training remain fundamental to the defense against CB
weapons. Descriptions of CB defense capabilities are detailed in this report. In summary, the DoD
CBDP continues to focus on a jointly integrated research, development, and acquisition approach—
balancing short-term procurement and long-term science and technology efforts—to obtain needed
CB defense capabilities for U.S. forces.

OVERVIEW OF REPORT

The INTRODUCTION provides a background of the rationale and purpose of the DoD
Chemical and Biological Defense Program (CBDP). This section summarizes the key counterprolifera-
tion priorities and the current CB warfare threats to U.S. forces. Intelligence documents tailored to the
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threat are essential for developing and updating requirements for CB defense programs. Each CB de-
fense research, development, and acquisition effort funded within the program responds to a defined
or validated threat. Variations among chemical and biological agents and each agent’s unique physical,
toxicological, destructive, and other properties such as means of delivery require a capabilities-based
response. Intelligence efforts continue to emphasize collection and analysis of nations’ “dual-use”
chemical and biological industrial capabilities and develop the indications and waming of adversarial
use or diversion of dual-use capabilities to weapons programs.

CHAPTER 1 describes the accomplishments, processes, and issues related to DoD CBDP
management and oversight. DoD is currently undertaking a major revision to improve the overall joint
management and coordination of the CBDP. 50 USC 1522 has been a critical tool for ensuring the
elimination of redundant programs, focusing funds on program priorities, and enhancing
readiness.

CHAPTER 2 provides information on medical and norrmedical NBC defense requirements
and research, development, and acquisition programs. This chapter outlines plans and strategies for
the development and acquisition of capabilities in each of the program commodity areas, including
contamination avoidance, individual protection, collective protection, modeling and simulation, medical
chemical defense, and medical biological defense. In addition, this chapter includes a “Special Report
on Anthrax Vaccine Costs, Acquisition Strategy, and Related Issues,” in section 2.8 in accordance
with the request for information as stated in the National Defense Authorization Act for Fiscal Year
2001 - Authorization Conference Report (106-945, Section 217, Joint Biological Defense Program,
p. 719). RDA efforts to address homeland security, especially the threat from bioterrorism, are
described at the end of this chapter.

CHAPTER 3 provides an analysis of NBC defense logistics posture. This analysis shows a
continuing trend of maintaining a significant portion of NBC defense items at low logistical risk, thus
enhancing the warfighters’ abilities to sustain operations in an NBC contaminated environment. The
analysis reviews the status of quantities, characteristics, and capabilities and limitations of all fielded
NBC defense equipment, industrial base requirements, procurement schedules, and problems encoun-
" tered. Much of the information is based on the model of Joint Chemical Defense Equipment Consum-
ption Rates (JCHEMRATES IV). Additional information is derived from the Joint NBC Defense
Logistics Support Plan. This chapter reflects the logistics status at the end of FY01 and is based on
the FYO01 requirement for supporting two nearly simultaneous major theater wars. Assessments are
being conducted during FY02 to determine the specific warfighter requirements based on the new
force sizing structure as a result of the 2001 Quadrennial Defense Review and additional mission
requirements for force protection, consequence management, and homeland security.

CHAPTER 4 assesses the status of NBC defense training and readiness conducted by the
Services. Each of the Services’ training standards and programs is reviewed. In accordance with
Section 1702 of P.L. 103-160 (50 USC 1522) all chemical and biological warfare defense training
activities of the Department of Defense have been consolidated at the United States Army Chemical
School.

CHAPTER 5 provides information on the status of DoD efforts to implement the Chemical
Weapons Convention (CWC), which was ratified by the United States and entered into force during
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1997. This chapter also includes a summary of plans and activities to provide assistance to other
countries in response to an appeal by another State Party to the CWC, pursuant to Article X of the
CWC.

Finally, there are several ANNEXES to this report. Annexes A through E provide detailed
information on Joint and Service-unique NBC defense equipment, including: (A) contamination avoid-
ance, (B) modeling and simulation, (C) protection, (D) decontamination, and (E) medical programs.
Detailed descriptions are provided for systems and equipment that have been fielded, are in produc-
tion, or under development. Annex F provides a summary of funds appropriated, budgeted, and
expended by the DoD CBDP. One of the successes of the DoD NBC Defense Program has been the
consolidation of all DoD NBC Defense research, development, test, and evaluation (RDT&E) and
procurement program funds under defense-wide program elements, rather than throughout numerous
Service accounts. Annex G provides NBC defense logistics readiness data and a breakout of service
war requirements, stocks on-hand, and planned acquisitions. This information supplements information
in Chapter 3. Annex H provides a statement regarding chemical and biological defense programs
involving human subjects as required by 50 USC 1523. As detailed in the annex, no such testing has
been conducted in over two decades and none is planned. Annex I provides the text of the congres-
sional language requiring this report. Annex J provides a list of the many acronyms and abbreviations
that are used throughout this report.
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Introduction

L. PURPOSE OF REPORT

In accordance with 50 USC 1523, this report provides Congress with an assessment of the
overall readiness of the Armed Forces to fight in a chemical and biological warfare environment. This
is the ninth report submitted under 50 USC 1523.*

II. GOVERNMENT PERFORMANCE AND RESULTS ACT (GPRA)

The Department of Defense (DoD) Chemical and Biological Defense Program (CBDP) has
prepared a performance plan (included as Volume 11 of this report) to align itself more closely with the
tenets of the GPRA. This performance plan demonstrates full compliance with the requirements of the
GPRA, which requires agencies to submit an annual performance plan to Congress. This establishes a
process by which the CBDP can measure the effectiveness of the various projects under the CBDP
and assess their contributions to the operational goals and the mission of the program. This process
provides a tool for identifying strengths and weaknesses in the development and execution of pro-
grams. This plan will act as a reference document for the effective oversight and management of the
program. The Office of the Secretary of Defense (OSD) Chemical and Biological Defense Steering
Committee prepared this performance plan in order to provide targets—both planned and actual—for
the current assessed year (FY2001) and the next two planning years (FY2002 & 2003).

VISION, MISSION, AND GOALS OF THE CBDP

Ensure U.S. military personnel are the best equipped and best
prepared force in the world for operating in future battlespaces that
may feature chemically and biologically contaminated environments.

Figure 1. Chemical and Biological Defense Program Vision

The vision of the CBDP is shown in figure 1. This vision statement provides focus to chemical
and biological defense research, development, and acquisition efforts within the CBDP. There are two
key aspects of this vision statement. The first is that the focus of the CBDP is on equipping military
personnel. DoD does nsot have the responsibility or the authority to develop or acquire chemical and
biological defense capabilities for civilians organizations. Chapter 1 of Volume 1 of the annual report
describes some of the cooperative activities that DoD participates in to support chemical and biologi-
cal defense homeland security needs. The other key aspect of the vision statement is “operating in
future battlespaces.” While the vision statement has not been revised in light of the terrorist attacks of
September 11, 2001 or the anthrax-contaminated letters in 2001, DoD recognizes the changing threat

* The text of 50 USC 1523, Annual report on chemical and biological warfare defense, (implemented as part of Public Law
103-160, the FY94 National Defense Authorization Act) is included at Annex I.
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environment, factors, and conditions that must be understood to successfully apply combat power,
protect the force, or complete the mission. The definition of future battlespaces is being broadened to
incorporate not only traditional military operations on the battlefield and foreign deployments, but it will
also incorporate increasing roles in support of homeland security within the United States.

The Quadrennial Defense Review Report, September 2001, serves as the overall strategic
planning document of the Department. For FY01, the requirements were based on supporting two
nearly simultaneous Major Theater Wars (MTWs). The Quadrennial Defense Review (QDR) defines
a new force-sizing construct, which replaces the 2 MTW construct. This new force-sizing contruct
specifically shapes forces to:

e Defend the United States;

e Deter aggression and coercion forward in critical regions;

o Swiftly defeat aggression in overlapping major conflicts while preserving for the President
the option to call for a decisive victory in one of those conflicts - including the possibility of
regime change or occupation; and

¢ Conduct a limited number of smaller-scale contingency operations.

In doing so, DoD will maintain sufficient force generation capability and a strategic reserve to
mitigate risks.

In order to support the force-sizing construct defined in the QDR and to implement to pro-
gram vision, Figure 2 defines the mission for the Chemical and Biological Defense Program. Over the
next year, the Department plans a review of this mission and the supporting operational goals to
address the evolving role of the Department in various new and expanded missions, including
combating terrorism and homeland security.

Provide world-class chemical and biological defense capabilities to
allow the military forces of the United States to survive and
successfully complete their operational missions across the entire
spectrum of conflict—from peacetime contingency missions through
overlapping major conflicts—in environments contaminated with
chemical or biological warfare agents.

Figure 2. Chemical and Biological Defense Program Mission

A key element in providing a means to establish progress in fulfilling the program mission is the
definition of corporate goals for the CBDP, as shown in figure 3. Corporate goals provide the broad
warfighter requirements for NBC defense operations. These operational goals provide direction for
the development, acquisition, and fielding of NBC defense equipment. The CBDP thus develops,
acquires, and fields equipments that meets warfighter requirements while reducing acquisition costs
and time of development. Figure 3 defines the corporate operational goals (and provides a summary
of the key materiel capabilities that support these goals.)
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View NBC Warfare Agents within the Theater Area of Operations

(Early Warning and Stand-off Detection of NBC Agents)

« Dominate the Battlespace through Reconnaissance, Surveillance, and
Target Acquisition (RSTA)

(NBC Reconnaissance Systems)

* Enhance the Situational Awareness of Unit Battlespace
(Expanded Sensor Capability of Automatic Point and Remote Detection of

NBC Agents) -

§ + Provide Real-Time Hazard Information to Influence Current Operations
(NBC Battle Management, Warning & Reporting, and Modeling &
Simulation)

* Enhance Personnel and Equipment Survivability
(Individual Detection, Individual Protection, Medical defenses,

, Decontamination, and NBC Contamination Survivability)

4 * Maintain Ground, Air and Maritime Operational Tempo

(Operational Decontamination and Mobile Collective Protection)

» Sustain Operations, Recovery and Reconstitution Efforts
: (Thorough Decontamination, Fixed Site Collective Protection, Medical
Diagnosis and Treatment, Training, and Readiness

Figure 3. Chemical and Biological Defense Program Corporate Goals

All of the capabilities integrated together as a system-of-systems are essential to avoid con-
tamination and to sustain operational tempo on an asymmetric battlefield. Sound Joint doctrine and
realistic training remain fundamental to defense against NBC weapons. U.S. forces must have nu-
merous capabilities in order to respond and deploy quickly to various worldwide needs. Counter-
proliferation capabilities are required by forces to meet worldwide needs, and NBC defense is integral
to counterproliferation capabilities. In a February 2001 Joint Warfighting Capabilities Assessment
(JWCA) study approved by the Joint Requirements Oversight Council, the Commanders-in-Chief
identified their priorities for counterproliferation capabilities. These priorities are shown in Table 1.
Capabilities that are supported by the Chemical and Biological Defense Program are highlighted in
bold. As currently identified, NBC defense capabilities are listed in four of the top ten CINC priori-
ties. Individual protection includes capabilities for physical protection, medical countermeasures
(vaccines, prophylaxes and pre-treatments), and NBC mass casualty medical treatment. These
capabilities must be supported by the development of effective concepts of operation. Detect and
Monitor Use of WMD includes establishing and maintaining the necessary capabilities to detect NBC
use, including medical diagnostics. Communicate the Ability and Will to Employ Defensive Capa-
bilities includes demonstrating the capacity to employ defensive capabilities and the ability to operate
effectively in contaminated environments and effective concepts of operation to reduce an enemy’s
perceived utility in developing, producing, and threatening to use or actually using NBC weapons.
Collective protection provides relief from sustained operations in full individual NBC protective
equipment, shelters for sensitive equipment not easily decontaminated, and clean environments for
operations that can not be performed under NBC contaminated conditions. Establish/Maintain
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Ability to Restore from WMD use includes establishing and maintaining the necessary capabilities to
restore operations after the employment of NBC contamination, and may include decontamination
operations. contamination detection and monitoring, medical diagnostics and post-exposure
treatments, and education and training in effective concepts of operation.

Table 1. Finalized Geographic CINC Prioritized Counterproliferation Requirements

Rank Counterproliferation Requirement

1 Provide individual protection to forces and assist allies/coalition partners with relief from
the effects of NBC

2 Detect and Monitor Development, Production, Deployment, Employment* and Transfer of
WMD and Determine Vulnerabilities

3 Communicate the Ability / Will to Employ Interdiction / Response Capabilities

4 Intercept the Conventional Delivery of WMD with Minimal Collateral Effects

5 Detect and Monitor Use of WMD

6 Conduct Off-Site Attack to Destroy, Disable, and Denny WMD Targets

7 Communicate the Ability and Will to Employ Defensive Capabilities

8 Establish and Maintain Relations with Allies, and Potential Adversaries to Discourage
Development, Production, and Use of WMD

9 Provide Collective Protection to Forces and Assist Allies / Coalition with Relief from the
Effects of NBC

10 Seize, Destroy, Disable, and Deny Transport of WMD

11 Conduct Information Warfare to Destroy, Disable, and Deny WMD Development,
Production, Deployment, and Employment

12 Determine vulnerabilities in decision-making process related to WMD

13 Conduct On-Site Attack to Seize, Destroy, Disable, and Deny WMD Targets

14 Provide Alternatives to the Pursuit of WMD

15 Support treaties, export controls, and political/diplomatic efforts

16 Destroy, Disable, and Deny Actor's Non-WMD Resources and Capabilities

17 Establish / Maintain Ability to Restore from WMD use

18 Provide personnel, training, materiel, equipment, to support security assistance

19 Provide intelligence collection capabilities in support of USG NP efforts

* Detecting “employment” refers to the capability to detect prior to actual use.

The response to the threat of CB weapons must be based on the nature of this threat, not just
where the threat occurs. A key part of DoD’s strategy is to stem the proliferation of such weapons
and to develop an effective capability to deal with these threats. To focus the response to the threat,
DoD and the intelligence community have completed several classified reports providing threat assess-
ments on chemical and biological threats to U.S. forces. To minimize the effect of these threats to U.S.
forces, DoD continues to improve defensive capabilities. These continuing improvements also contri-
bute to our overall deterrence by demonstrating to an adversary that use of CB agents or weapons
provides little or no military advantage. The DoD CB Defense Program continues to work towards
increasing the capabilities of Joint Forces to survive and continue their mission during conflicts that may
involve the use of CB agents or weapons.

Those countries that persist in offensive chemical weapons programs are adding agents and
more sophisticated delivery systems. Similarly, the sophistication of CB weapons capabilities is
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increasing. Proliferation of weapons technology, precision navigation technology, nuclear technologies
(medical, power, and industrial applications), and advanced chemical and biological technologies to
developing nations presents the United States with a complicated national security challenge. Intel-
ligence efforts include collection and analysis of nations’ “dual-use” nuclear, chemical, and biological
industrial capabilities, and development of the indications and warning of diversion of dual-use
capabilities to weapons programs. Tailored intelligence documents are essential for assessing,
developing and updating requirements for CB defense programs. Numerous threat documents tailored
to the CB threat have been produced and are updated periodically. The Intelligence Community
continues to review U.S. chemical and biological warfare intelligence requirements and assess the
adequacy of intelligence assets to execute the required intelligence program.

III. THE CURRENT CHEMiCAL AND BIOLOGICAL WARFARE THREAT
Introduction

Chemical and biological weapons are generally easier to develop, hide, and deploy than
nuclear weapons and will be readily available to those with the will and resources to attain them. More
than two dozen states or non-state groups either have, or have an interest in acquiring, chemical
weapons; there are a dozen countries believed to have biological warfare programs, and terrorist
groups also are knoiwn to be interest in these weapons. The proliferation of chemical and biological
weapons is expected to continue, and these weapons could well be used in a regional conflict or
terrorist attack over the next 15 years.

Northeast Asia

North Korea has acceded to the Biological and Toxin Weapons Convention, but nonetheless
has pursued biological warfare capabilities since the 1960s. Pyongyang’s resources presently include a
rudimentary (by Western standards) biotechnology infrastructure that is sufficient to support the
production of limited quantities of toxins, as well as viral and bacterial biological warfare agents, such
as anthrax, cholera, and plague. North Korea is believed to possess a sufficient munitions-production
infrastructure to accomplish weaponization of BW agents and it may have biological agents available
for use.

By comparison, North Korea’s chemical warfare program is believed to be mature and
includes the capability, since 1989, to indigenously produce bulk quantities of nerve, blister, choking
and blood chemical agents, using its sizeable chemical industry. North Korea is believed to possess a
sizable stockpile of chemical agents and agent filled munitions, which it could be employ in offensive
military operations against the South. In fact, the United States believes that North Korea has some
long-range artillery deployed along the demilitarized zone (DMZ) as well as ballistic missiles, some of
which could deliver chemical warfare agents against forward-based U.S. and allied forces, as well as
against rear-area targets.

North Korea has also devoted considerable scarce resources to defensive measures aimed at
protecting its population and military forces from the effects of chemical weapons. Such measures
include extensive training in the use of protective masks, suits, detectors, and decontamination
systems. Though these measures are ostensibly focused on a perceived threat from U.S. and South
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Korean forces, they could also support the offensive use of chemical weapons by the North during
combat. North Korea has yet to sign the Chemical Weapons Convention (CWC) and is not expected
to do so in the near term, due to intrusive inspection and verification requirements mandated by the
agreement.

China possesses an advanced biotechnology infrastructure as well as the munitions production
capabilities necessary to develop, produce and weaponize biological agents. China has consistently
claimed that it never researched, produced, or possessed any biological weapons and would never do
so. Nevertheless, China’s declarations under the voluntary BWC declarations for confidence building
purposes are believed to be inaccurate and incomplete, and there are some reports that China may
retain elements of its biological warfare program.

China is believed to have an advanced chemical warfare program that includes research and
development, production and weaponization capabilities. While China claims it possesses no chemical
agent inventory, it is believed to possess a moderate inventory of chemical agents. It has a wide variety
of potential delivery systems for chemical agents, including artillery, multiple rocket launchers, mortars,
land mines, bombs, and short and medium range missiles. Chinese military forces likely have a good
understanding of chemical warfare doctrine, and routinely conduct defensive chemical warfare training.
Even though China has ratified the CWC, made its declaration, and subjected its declared chemical
weapons facilities to inspections, DoD believes that Beijing has not acknowledged the full extent of its
chemical weapons program.

South Asia

India has well-qualified scientists, numerous biological and pharmaceutical production
facilities, and biocontainment facilities suitable for research and development of dangerous pathogens.
At least some of these facilities are being used to support research and development for biological
warfare defense work. India has ratified the BWC.

India is an original signatory of the CWC. In June 1997, it acknowledged that it had a
chemical warfare production program. This was the first time India admitted that it had a chemical
warfare effort. India also stated that all related facilities would be open for inspection, as called for in
the CWC, and subsequently, it has hosted all required CWC inspections. While India has made a
commitment to destroy its chemical weapons, its extensive and well-developed chemical industry will
continue to be capable of producing a wide variety of chemical agent precursors should the
government change its policy.

Pakistan is believed to have the resources and capabilities to support a limited biological
warfare research and development effort. Pakistan may continue to seek foreign equipment and
technology to expand its biotechnology infrastructure. Pakistan has ratified the BWC.

Pakistan ratified the CWC in October 1997 and did not declare any chemical agent pro-
duction or development. Pakistan has imported a number of dual-use chemicals that can be used to
make chemical agents. These chemicals also have commercial uses and Pakistan is working towards
establishing a viable commercial industry capable of producing a variety of chemicals, some of which
could be used to make chemical agents. Chemical agent delivery methods available to Pakistan include
missiles, artillery, and bombs.
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While Afghanistan itself does not have any biological or chemical warfare programs,
evidence discovered since October 2001 indicates that the Al Qaeda network in Afghanistan was
interested in obtaining these capabilities.

The Middle East and North Africa

Iran has a growing biotechnology industry, significant pharmaceutical experience and the
infrastructure capable of supporting its biological warfare program. Tehran has expanded its efforts to
seek considerable dual-use biotechnology materials and expertise from entities in Russia and else-
where, ostensibly for civilian reasons. However, this equipment and know-how could be applied to
Iran’s BW program. Iran’s biological warfare program began during the Iran-Iraq War. Iran is
believed to be pursuing offensive biological warfare capabilities and its effort may have evolved
beyond agent research and development to the capability to produce small quantities of agent. In fact,
it may hold some stocks of BW agents and weapons. Iran has ratified the BWC.

Iran ratified the Chemical Weapons Convention (CWC) and acknowledged the existence of a
past chemical weapons program. Iran admitted developing a chemical warfare program during the
latter stages of the Iran-Iraq war as deterrent against Iraq’s use if chemical agents against Iran. More-
over, Tehran claimed that after the 1988 cease-fire, it “terminated” its program. However, Iran has yet
to acknowledge that it used chemical weapons during the Iran-Iraq War.

Nevertheless, Iran has continued its efforts to seek production technology, training, equipment,
expertise and precursor chemicals from entities in Russia and China that could be used to create a
more advanced and self-sufficient chemical warfare infrastructure. In the past, Tehran has manufac-
tured and stockpiled blister, blood, choking and probably nerve 1 agents, and weaponized some of
these into artillery shells, mortars, rockets, and bombs. Iran could employ these agents during a future
conflict in the region.

Prior to the Gulf War, Irag developed the largest and most advanced biological warfare
program in the Middle East. Though a variety of agents were studied, the Iraqis declared anthrax,
botulinum toxin, and aflatoxin to have completed the weaponization cycle. Iraq also admitted that
during the Persian Gulf War it had deployed biological agent-filled munitions to airfields and that these
weapons were intended for use against Israel and coalition forces in Saudi Arabia. Iraq stated that it
destroyed all of these agents and munitions in 1991, but it has provided insufficient credible evidence
to support this claim.

The UN believes that Baghdad has the ability to reconstitute its biological warfare capabilities
within a few weeks or months. Iraq also has continued dual-use research that could improve BW
agent R&D capabilities. With the absence of a monitoring regime and Iraq’s growing industrial self-
sufficiency, we remain concerned that Iraq may again be producing biological warfare agents.

During the Iran-Iraq War, Iraq used blister and nerve agents against Iranian military forces on
numerous occasions; Iraq also used chemical agents against Kurdish elements of its own civilian
population in 1988.

Since the Gulf War, Baghdad has rebuilt key portions of its chemical production infra-
structure; it has not become a state party to the CWC. Some of Iraq’s facilities could be converted
fairly quickly to production of chemical warfare agents. Following OPERATION DESERT FOX,
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Baghdad again instituted a rapid reconstruction effort on those facilities to include former dual-use
chemical warfare-associated production facilities, destroyed by U.S. bombing. In addition, Iraq
appears to be installing or repairing duakuse equipment at chemical warfare—related facilities. Previ-
ously, Iraq was known to have produced and stockpiled mustard, tabun, sarin, and VX, some of
which likely remain hidden. It is likely that an additional quantity of various precursor chemicals also
remain hidden.

In late 1998, UNSCOM reported to the UN Security Council that Iraq continued to withhold
information on its chemical program. UNSCOM inspectors discovered that Iraq had not consumed as
many chemicals munitions during the Iran-Iraq War as had been declared previously. This report sug-
gests that Iraq may have an additional 6,000 chemical munitions hidden. Similarly, UNSCOM’s dis-
covery in 1998 of evidence of VX in Iraqi missile warheads showed that Iraq had lied to the inter-
national community for seven years when it repeatedly said that it had never weaponized VX.

Syria has a limited biotechnology infrastructure but could support a limited biological warfare
effort. Though Syria is believed to be pursuing the development of biological weapons, it is not
believed to have progressed much beyond the research and development phase and may have pro-
duced only pilot quantities of usable agent. Syria is a signatory to, but has not ratified, the BWC.

Syria is not a state party to the CWC and has had a substantial chemical warfare program for
many years, although it has never used chemical agents in a conflict. Syria already has a stockpile of
the nerve agent sarin that can be delivered by aircraft or ballistic missiles. Additionally, Syria is trying
to develop the more toxic and persistent nerve agent VX. In the future, Syria can be expected to
continue to improve its chemical agent production and storage infrastructure.

Libya has ratified the BWC, but has continued a rudimentary biological warfare program. This
program has not advanced beyond the research and development stage, although it may be capable of
producing small quantities of biological agent. Libya’s program has been hindered by the country’s
poor scientific and technological base, equipment shortages, and a lack of skilled personnel, as well as
by UN sanctions in place from 1992 to 1999. However, with the suspension of sanctions, Libya’s
ability to acquire biological-related equipment and expertise has increased.

Following the suspension of UN sanctions in April 1999, Libya reestablished contacts with
foreign sources of expertise, parts and precursor chemicals for its program. Libya still appears to have

a goal of establishing an offensive CW capability and an indigenous production capability for weapons.

Prior to 1990, Libya produced about 100 tons of chemical agents—mustard and some nerve agent—
at a chemical facility at Rabta. However, it ceased production there in 1990 due to intense internation-
al media attention and the possibility of military intervention, and fabricated a fire to make the Rabta
facility appear to have been seriously damaged. Libya maintains that the facility is a pharmaceutical
production plant and announced in September 1995 that it was reopening the Rabta pharmaceutical
facility. After 1990, the Libyans shifted their efforts to trying build a large underground chemical
production facility at Tarhunah. However, the pace of activity there has slowed, probably due to
increases international attention.
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Russia

The Soviet offensive biological warfare program was the world’s largest and consisted of both
military facilities and civilian research and development institutes. According to Ken Alibek, the former
Deputy Director of BIOPREPARAT, the principal government agency for biological weapons
research and development, by the early 1970s, the Soviet Union had developed a biological warfare
employment doctrine, where biological weapons were categorized as strategic or operational to
rationalize use of its significant weapons holdings.

The Russian government has publicly committed to ending the former Soviet biological weap-
ons program and claims to have ended the program in 1992. Nevertheless, serious concerns remain
about Russia’s biological warfare activities and the status of some elements of the offensive biological
warfare program inherited form the FSU.

Since the breakup of the Soviet Union, more extensive downsizing and restructuring of the
program have taken place. Many of the key research and production facilities have taken severe cuts
in funding and personnel. However, some key components of the program remain largely intact and
may support a possible future mobilization capability for BW program. Despite Russian ratification of
the BWC, work outside the scope of legitimate biological defense may be occurring now at selected
facilities, and the United States continues to receive unconfirmed reports of some ongoing offensive
biological warfare activities.

Russia has acknowledged the world’s largest stockpile of chemical agents of approximately
40,000 metric tons. The Russian chemical agent inventory consists of a comprehersive array of blister,
choking, and nerve agents in weapons and stored in bulk. These agents can be employed by tube and
rocket artillery, bombs, spray tanks, and SRBM warheads. However, DoD believes that the Russians
probably have not divulged the full extent of their chemical agent and weapon inventory. In addition,
since 1992, Russian scientists familiar with Russia’s chemical warfare development program have been
publicizing information on a new generation of agents, sometimes referred to as “Novichoks.” These
scientists report that these compounds, some of which are binaries, were designed to circumvent the
CWC and to defeat Western detection and protection measures.

As a state party to the CWC, Russia is obligated to declare and destroy its chemical weapons
stockpile and to forego the development, production, and possession of chemical weapons. However,
in June 2001, Russian officials stated that Russia could not meet its commitment to destroy its declared
chemical warfare arsenal by 2007 and will request a five-year extension. Even if Russia is granted such
a five-year extension by the OPCW, it is unlikely that Russia’s declared stockpile will be completely
destroyed by 2012 because of serious technical, ecological, financial, and political problems.

Terrorism

The threat of terrorists obtaining and employing biological or chemical materials has increased
in the wake of the 11 September attacks. Several of the 30 designated foreign terrorist organizations
and other non-state actors, including the Al Qaeda network, have expressed interest in these weap-
ons. In fact, we have confirmed that the Al Qaeda network was working to acquire chemical agents
and toxins, and was pursuing a sophisticated biological weapons research program. In addition, the
relative ease of producing some chemical or biological agents has increased concem that their use may
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become more attractive to terrorist groups intent on causing panic or inflicting large numbers of
casualties.

PROLIFERATION

The United States faces a number of regional proliferation challenges. Many of these are
detailed in the January 2001 report published by the Office of the Secretary of Defense, Prolifera-
tion: Threat and Response. Additional information is provided by the Central Intelligence Agency in
the Unclassified Report to Congress on the Acquisition of Technology Relating to Weapons of

Mass Destruction and Advanced Conven-
tional Munitions.* Entities in Russia and
China are the main suppliers of biological and
chemical related equipment and technology. In
the Middle East, Iran continues with a
concerted effort to acquire an independent
production capability for all aspects of its
chemical weapons program. It continues its
efforts to seek production technology, exper-
tise and precursor chemicals from entities in
Russia and China that could be used to create
a more advanced and self-sufficient chemical
warfare -infrastructure. Iran also is pursuing a
program to purchase dualuse biotech
equipment from other countries, ostensibly for
civilian uses. Russia is a key source of biotech-
nology for Iran. Mearwhile, Iraq again may be
producing biological agents and it also has
rebuilt portions of its chemical infrastructure,
including former duatuse CW facilities.

Proliferation of chemical and biological
warfare technology in South Asia also raises
several important issues. In the past, India has
exported a wide array of chemical products,
including Australia Group-controlled items, to
numerous countries of proliferation concem in
the Middle East. The controlled items include
specific chemical agent precursors, pathogens
with biological warfare applications, and dual-
use equipment which can be used in both
chemical and biological warfare programs.
Pakistan, on the other hand, may continue to

Australia Group

The proliferation of chemical and biological warfare
related technology remains a critical threat to
peace and stability throughout the world. One
mechanism through which industrialized countries
have agreed to control the proliferation of key
chemical and biological warfare related
technologies is the Australia Group. The Australia
Group (AG) is a consortium of countries organized
to slow the proliferation of chemical and biological
warfare programs by harmonizing national export
controls and sharing information on trends in
proliferation, entities of concern, chemical and
biological warfare (CBW) terrorism, and licensing
and enforcement experiences. The AG is not a
treaty, and hence has no formal guidelines, char-
ter, or constitution. Initial efforts of this group began
in June 1985 and focused on precursor chemicals
used in the manufacture of chemical agents.
However, convinced of the threat posed from
biological weapons, AG countries subsequently
agreed, in December 1992, to also control the sale
of items that most likely could be used to develop
biological agents and weaponry. The AG developed
control lists of dual-use chemical- and biological-
related materials that are particularly suited for use
in CBW. These lists currently contain 54 chemical
precursors (34 of these chemicals are on the
Chemical Weapons Convention (CWC) Schedules),
93 human, animal, and plant biological pathogens
and toxins; and dual-use chemical- and biological-
related production equipment. The listed items
include animal and plant pathogen that could be
used for anti-crop and anti-animal biological
warfare. The U.S. has initiated an effort to
strengthen AG export control lists to better target
BW related production and dissemination items.

* This report is updated every six months and is available on the internet at

hitp:/www.cia.pov/cia/publications/bian/bian_jan 2002.htm
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seek foreign equipment and technology to expand its biotechnology infrastructure. In addition,
Pakistan has imported a number of dual-use chemicals that can be used to make chemical agents.

In North Aftica, following the suspension of UN sanctions in April 1999, Libya has re-
established contacts with foreign sources of expertise, parts, and precursor chemicals for its program
and still appears to have the goal of establishing an indigenous chemical warfare production capability.
In addition, with suspension of UN sanctions, Libya’s ability to acquire biological-related equipment
and expertise will increase.

OUTLOOK

In the next 10 years, the threat from the proliferation of CBW weapons will certainly increase.
This will result from the development of chemical and biological agents that are more difficult to detect,
from the adoption of more capable delivery systems, and from the spread of production technology.*
DoD expects that more states with existing programs will master the production processes for
complete weapons and will be less dependent on outside suppliers. States will be more proficient at
incorporating chemical or biological agents into delivery systems and will be focusing on battlefield
training as well as employment strategy and doctrine. Therefore, the threshold of some states to
consider using these capabilities may be lowered.

DoD does not expect significant increases in the number of govemnment-sponsored offensive
CBW programs. Nevertheless, the United States and its allies must be alert to this possibility. Any
nation with the political will and a minimal industrial base could produce CBW agents suitable for use
in warfare. In addition, a variety of non-state groups, including the Al Qaeda network, are showing
increased interest in attaining and employing biological or chemical weapons.

Efficient weaponization of these agents, however, does require design and production skills
usually found in countries that possess a munitions development infrastructure or access to such skills
from cooperative sources. On the other hand, crude agent dispersal devices could be fabricated by
almost any nation or group. Such weapons might be capable of inflicting only limited numbers of casw-
alties; nevertheless, they could have significant operational repercussions due to the psychological
impact created by fears of CBW agent exposure.

* An assessment of potential new biological agents that may challenge U.S. forces is in a DoD report to Congress
entitled Advances in Biotechnology and Genetic Engineering: Implications for the Development of New
Biological Warfare Agents, June 1996.
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Chapter 1

DoD Chemical and Biological Defense
- Program Management and Oversight

1.1 INTRODUCTION

In compliance with public law, chemical and biological defense programs within the
Department are overseen by a single office within the Office of the Secretary of Defense. The vision
and mission of the Department’s Chemical and Biological Defense Program (CBDP) are outlined in
the introduction of this report. A key value in support of the program vision is to emphasize a Joint
Service approach to chemical and biological defense research, development, and acquisition. This
value provides a process that eliminates unnecessary redundancies among the Services, leverages
common technologies and requirements, provides capabilities for Service-unique missions, and
coordinates among U.S. government agencies and U.S. allies to field the best available chemical and
biological defense capabilities. This chapter provides an overview of the processes involved in the
oversight, management, and execution of the CBDP.

1.2 MANAGEMENT IMPLEMENTATION EFFORTS

The Department of Defense (DoD) implemented a process to consolidate, coordinate, and
integrate the chemical and biological (CB) defense requirements of all Services into a single DoD CB
defense program. Additionally, DoD continues to refine organizations and processes to ensure close
and continuous coordination between the Chemical and Biological Warfare Defense program and the
Medical Chemical Biological Defense program.

Through the Joint Service Agreement on NBC Defense, the Military Services have established
a prograrm management structure to ensure that Service operational needs are fully integrated and
coordinated from their inception and that duplication of effort is eliminated from NBC defense
research, development, and acquisition. The series of reviews conducted by the Joint Service
Integration Group (JSIG) and the Joint Service Materiel Group (JSMG), both separately and
together, have served as an appropriate organizational method to accomplish the coordinating and
integrating function. Section 1.3 details organizational relationships within the CBDP. Section 1.4
highlights organizational relationships between the CBDP and related organizations within the
Department of Defense, with other U.S. Government organizations, and international efforts with U.S.
allies. As discussed in Section 1.7 at the end of this chapter, the organization structure is under review,
and a new structure will be proposed to be implemented during FY2002 that will improve acquisition
management and improve the integration of requirements generation.
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1.3 ORGANIZATIONAL RELATIONSHIPS

The CB Defense Program management structure, portrayed in Figure 1-1, represents
organizational relationships in place through FY2001. This management and oversight structure was
developed in late 1996 to provide integration of formerly separate service programs and of medical
and non-medical CB defense efforts at the Service level. The organization represents all key stake-
holders within the Department and provides a balance between operational requirements and
research, development, and acquisition (RDA) programs.
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DARPA - Defense Advance:
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d Research Projects Agency
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Figure 1-1 CBDP Management & Oversight (FY2001)

« Medical Defense (USA)
+ Modeling and Simulation (US]

DTRA(CB) - Director, DTRA Chemical and Biological Defense Directorate
J-5, DDS&P — Joint Staff, J-5, Deputy Director for Strategy and Policy

JTCG - Joint Technology Coordinating Group

USA - United States Army
USAF - United States Air Force

USD{AT&L) - Under Secretary of Defense for Acquisition, Technology &
Logistics; serves as the chairman of the Defense Acquisition Board

USMC - United Statas Marines Corps
USN - United States Navy

The Office of the Secretary of Defense (OSD) CB Defense Steering Commiittee provides
direct oversight of the DoD Chemical and Biological Defense Program. The OSD CB Defense
Steering Commiittee is composed of the following voting members:

e Assistant to the Secretary of Defense for Nuclear and Chemical and Biological Defense,
ATSD(NCB),
o Deputy Assistant to the Secretary of Defense for Chemical and Biological Defense,
DATSD(CBD),
e Director, Defense Threat Reduction Agency (DTRA),
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¢ Director, Chemical Biological Defense Directorate, DTRA, (DTRA(CB)),
e Deputy Director for Strategy and Policy, Joint Staff, J-5 (DDS&P, J-5)

Additionally, the Assistant Secretary of Defense for Health Affairs, ASD(HA), and the Assistant
Secretary of Defense for International Security Policy, ASD(ISP), participate as non-voting members
on the steering committee.

The Steering Committee provides the fiscal and programming guidance to the Joint NBC
Defense Board (JNBCDB) to develop the Program Objectives Memorandum (POM). The INBCDB
issues POM Preparation Instructions to the subordinate groups and builds the POM strategy in
accordance with guidance. The OSD CB Defense Steering Committee is overseen by the Under Sec-
retary of Defense for Acquisition, Technology, and Logistics, USD(AT&L), who approves the POM
for the CBDP.

The DATSD(CBD) serves as the Executive Secretary of the OSD CB Defense Steering
Committee. The DATSD(CBD) is the single office within OSD responsible for oversight of the DoD
CB Defense Program. As Executive Secretary, DATSD(CBD) is responsible for ensuring
coordination between the medical programs and the non-medical CB defense efforts, and man-
agement oversight of the DoD CBDP in accordance with 50 USC 1522. The DATSD(CBD) is
responsible for the overall coordination and integration of all CB defense RDA and military
construction efforts. DATSD(CBD) provides the overall guidance for planning, programming,
budgeting, and executing the CB defense program. The Services retain responsibility for operations
and maintenance (O&M) support for chemical and biological defense.

The Secretary of the Amy is the Executive Agent for the CBDP and is responsible to coor-
dinate, integrate, and review all Services’ CB defense requirements and programs. The Secretary has
delegated this responsibility to the chairperson of the Joint NBC Defense Board. The military depart-
ments’ acquisition organizations execute the individual CB defense programs according to Service and
DoD directives.

The CBDP is divided into six commodity areas, with each commodity area being managed by
one of the Services in accordance with the Joint Service Agreement, as follows:

Commodity Area Commodity Area Manager
Contamination avoidance Army

Individual protection Marines Corps
Collective protection Navy
Decontamination Air Force

Medical systems Amy

Modeling & simulation Navy

The commodity areas correspond to the projects under the budget program elements, which
includes a program budget element to support program management and oversight, user testing (i.e.,
Dugway Proving Grounds), and doctrine development in accordance with the Joint Service Agree-
ment. The JSIG is the principal steering group that oversees the coordination and integration of
Service and CINC requirements and priorities for RDT&E and initial procurement. The JSMG is the
principal steering group that manages the execution of RDT&E materiel development efforts to ensure
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that program risk is mitigated across commodity areas, and the ongoing efforts are complementary but
not duplicative.

The Medical Program Sub-Panel (MPSP) continues to be an integral part of the JSIG. The
purpose of the MPSP is to identify medical program needs and requirements as developed by the
Service users. The MPSP has the primary responsibility for prioritizing medical CB defense
requirements; however, medical radiological and nuclear defense requirement development also play
an important role. The MPSP uses technical expertise from a variety of sources including Service
medical CB Defense Agencies/Activities, the Joint Staff, the Armed Service Biomedical Research
Evaluation and Management (ASBREM), the Service schools, Service environmental, reference, and
clinical laboratories as well as Service-unique centers of excellence. The users and JTCG 3 (Medical
Chemical Defense Research Program), JTCG 4 (Medical Biological Defense Research Program), and
JTCG 7 (Medical Nuclear Defense Research Program) review medical NBC defense capabilities and
provide input/review of medical needs that the Combat Developers form into Medical Requirements
(as well as medical applications of non-medical requirements) to the MPSP. The MPSP coordinates,
integrates, and prioritizes all of the user requirements input. It provides the consolidated, integrated,
and prioritized list of medical CB defense requirements to the JSIG. The priority listing process has
become fully integrated. Medical requirements and programs are prioritized together with the non-
medical requirements and programs with an integrated priority list provided to the INBCDB for
approval. The INBCDB may make changes to the Integrated NBC Defense Priority List.

The U.S. Ammy is the Executive Agent for the Joint Medical Chemical and Biological Defense
Research Program (JMCBDRP) as prescribed in DoD Directive 5160.5 and, as such, is the lead
requirements coordinator. The IMCBDRP integrates DoD in-house and external efforts. JTCG 3 and
JTCG 4 of the ASBREM Committee are responsible for the programs’ joint consolidation, coordina-
tion, and integration. The ASBREM Committee maximizes efficiency among the Services by coordin-
ated planning, and minimizes unnecessary program overlaps and costly materiel retrofits. The
Chemical and Biological Defense Technology Area Plan and The Joint Service Chemical and
Biological Defense Research, Development, and Acquisition Plan are the primary program
planning documents for joint CB defense research programs.

Science and technology encompasses a progression through Concept and Technology

_ Development (basic and applied research and concept exploration phases) directed toward the
development of medical countermeasures for chemical and biological threat agents. Early in Concept
and Technology Development, basic principles are observed and reported. This is accomplished
through the identification of threat agents, developing an understanding the disease process
(pathophysiology), and developing hypotheses/concepts. Activities later in the process include
development of animal models that are predictive of the human response, development of and assays
and reagents to characterize concepts/technologies, and preliminary evaluation of hypotheses and
concepts/technologies to determine their potential as new medical countermeasures (pre-treatments,
vaccines, therapeutics/treatments, and diagnostics technologies). As the concepts/technologies mature
through these phases, they may be formulated as Defense Technology Objectives (DTOs), which are
essentially strategic plans for specific concept development efforts. The IMCBDRP executes its
DTOs through the U.S. Army Medical Research and Materiel Command (USAMRMC) lead
laboratories for medical chemical defense—U.S. Army Medical Research Institute of Chemical
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Defense (USAMRICD)—and biological defense—U.S. Army Medical Research Institute of
Infectious Diseases (USAMRIID)—with scientific input from researchers at other Army
laboratories—Walter Reed Army Institute of Research (WRAIR), U.S. Army Research Institute of
Environmental Medicine (USARIEM)—and from Navy and Air Force laboratories. Private sector
laboratories and universities also participate and contribute to these research efforts through
extramural contracting arrangements and Collaborative Research and Development Agreements
(CRADAS).

Successful completion of key DTO milestones/metrics events will lead to a Milestone A
review that will then initiate the analytical and experimental critical function and characteristic proof of
concept for the medical concept/technology. Following a Milestone A decision, model vaccines, pre-
treatments, therapeutics, and diagnostic capabilities are further developed and characterized. Safety
and efficacy trials for potential vaccines, pre-treatments, and therapeutics are performed in various
animal models and diagnostic capabilities are evaluated with rigid laboratory test protocols. Following
this, a Component Advanced Development In Process Review (IPR) is conducted and the
technologies may transition to advanced development. The advanced development program for
medical biological defense products is directed by the Joint Program Office for Biological Defense
(JPO-BD). The Joint Vaccine Acquisition Program (JVAP) is an Acquisition Category II (ACAT II)
program under the JPO-BD whose mission is to develop and produce FDA licensed medical
products (vaccines) to protect the warfighter in a biological warfare environment. The USAMRMC
U.S. Army Medical Materiel Development Activity (USAMMDA) directs advanced development for
medical chemical defense products.

1.4 COORDINATION WITH RELATED PROGRAMS AND INITIATIVES

The DoD Chemical and Biological Defense Program coordinates efforts with other U.S.
government agency and with other countries to achieve the vision of equipping U.S. forces with the
best available chemical and biological defense equipment. This section provides an overview of some
key cooperative efforts.

1.4.1 Other U.S. Government Agencies

There are several organizations within the U.S. government developing chemical and biological
defense technologies. Three organizations with which the CBDP currently has formal coordination
efforts include: (1) the Defense Advanced Research Projects Agency (DARPA), (2) the Technical
Support Working Group (TSWG), and (3) the Department of Energy (DOE) Chemical and Biological
Nonproliferation Program (CBNP). An overview of these programs is provided below. There also are
other governmental agencies with chemical and biological defense related programs with which the
CBDP maintains various levels of coordination and cooperation. These include the Office of
Homeland Security, the National Security Council, Department of Health and Human Services
(including the Food and Drug Administration, and the Centers for Disease Control and Prevention),
U.S. Department of Agriculture, and the Department of Justice, among others.

1.4.1.1 DARPA Biological Warfare Defense Program. DARPA is charged with seeking
breakthrough concepts and technologies that will impact our national security. DARPA’s Biological
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Warfare (BW) Defense Program is intended to complement the DoD CB Defense Program by
anticipating threats and developing novel defenses against them. The DARPA program is unique in that
its focus is on the development of technologies with broad applicability against classes of threats.
DARPA invests primarily in the early technology development phases of programs and the
demonstration of prototype systems.

The FY98 National Defense Authorization Act directed the Secretary of Defense to ensure
that the DARPA biological warfare defense program is coordinated and integrated under the program
management and oversight of the DoD CBDP. The DARPA BW Defense Program coordinates its
efforts with a large number of organizations, including the DATSD(CBD) through regular briefings to
both DATSD(CBD) and DTRA(CB) and by participation in the Technology Area Review and
Assessment (TARA) process. The Advanced Diagnostics portion of the DARPA BW Defense
Program is closely coordinated with the U.S. Army Medical Research and Materiel Command
(MRMC) and is represented on the recently formed Common Medical Diagnostic Systems Executive
Committee. A panel of chemical and biological defense experts is routinely consulted by DARPA to
evaluate programs and to ensure that National Institutes of Health (NIH) efforts are not being
duplicated. DARPA representatives actively serve in a non-voting capacity on the Joint Science and
Technology Panel for Chemical and Biological Defense (JSTPCBD) and attend CBDP committee
meetings, such as ASBREM sub-committee meetings. DARPA also participates in the BW Seniors
Group, which provides Government coordination outside of DoD and works closely with the military
Services to ensure that technologies are effectively transitioned into the hands of the user community.

1.4.1.2 Technical Support Working Group. The TSWG is an interagency forum that identifies,
prioritizes, and coordinates interagency and international research and development (R&D)
requirements for combating terrorism. Policy oversight is provided by the Department of State and
execution oversight is provided by the Department of Defense, specifically the Assistant Secretary of
Defense for Special Operations and Low Intensity Conflict, ASD (SO/LIC). The TSWG rapidly
develops technology and equipment to meet the high-priority needs of the combating terrorism
community, and addresses joint international operational requirements through cooperative R&D with
the United Kingdom, Canada, and Israel. The TSWG also has an effective outreach program so that
state and local agencies can benefit from new technology developments.

TSWG membership includes representatives from nearly eighty organizations across the
Federal Government. These representatives work together by participating in one or more of TSWG’s
nine subgroups. One of the subgroups is the Chemical, Biological, Radiological, and Nuclear
Countermeasures (CBRNC) subgroup, which is co-chaired by representatives from the Federal
Bureau of Investigation (FBI) and the Intelligence Community (IC). The CBRNC subgroup identifies
and prioritizes interagency chemical, biological, radiological, and nuclear combating terrorism
requirements, and identifies solutions for detection, protection, decontamination, containment,
mitigation, and disposal.

The DoD CBDP and TSWG coordinate requirements and projects to maximize leveraging
opportunities. However, equipment requirements for combating terrorism often differ from equipment
requirement for the warfighter.
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1.4.1.3 DOE Chemical and Biological Nonproliferation Program (CBNP). The CBNP was
established in 1997 in response to the Defense Against Weapons of Mass Destruction Act (“Nunn-
Lugar-Domerici”) passed by Congress in 1996. The CBNP was established to ensure the full
engagement of the DOE National Laboratories in responding to the threat posed by chemical and
biological weapons to U.S. civilians. The strategy of the CBNP relies on close linkages between
technology development and systems analysis and integration to systematically and comprehensively
address the domestic chemical and biological terrorism threat. The CBNP is comprised of three key
components:

o Definition of operational needs to guide the development and implementation of enhanced
preparedness and response systems.

o Use of accelerated system demonstrations to enable rapid fielding of the best available
systems and technologies to meet critical needs.

o Development of individual technologies to enhance capabilities across the full spectrum of
chemical and biological threats.

Many technologies under development may support both CBNP and CBDP missions. There
are formal agreements between the CBNP and CBDP to ensure that efforts are coordinated and
duplication is avoided. Some cooperative efforts include DOE representation on the Joint NBC
Defense Board as a non-voting member, DOE participation in the Technology Area Review and
Assessment (TARA) of science and technology base programs, and DoD participation in the annual
CBNP program review.

1.4.1.4 Other Interagency Coordination. The CBDP participates in efforts to coordinate research,
development, and other efforts related to chemical and biological defense with other organizations
throughout the federal government. Following are some highlights of these coordination efforts:

o The InterAgency Board for Equipment Standardization and Interoperability (known as
the [AB), is a partnership with federal, state, and local agencies focused on the capabilities
necessary for fire, medical, and law enforcement responses to WMD terrorism.

¢ Interagency Agreements with departments of Justice’s Office Domestic Preparedness to
purchase equipment in support of Justice’s grant program.

¢ The White House Office of Science and Technology Policy chaired Weapons of Mass
Destruction Program, Research and Development Subgroup.

1.4.2 Chemical and Biological Defense Research, Development and Acquisition (CBD
RDA) Focus Group

The CBD RDA Focus Group was established in 1999 under the auspices of the Counter-
proliferation Program Review Committee (CPRC) to review and coordinate DoD and DOE R&D
technologies and identify future capabilities needed to provide for a more cohesive, integrated effort to
broadly address CB proliferation. The primary goal of this group is to avoid duplication of
development efforts between military and domestic defense programs while minimizing investment
costs. Since the submission of its initial report to Congress in 2000, the Focus Group has established
roadmap committees that are currently developing a series of detailed, integrated CBD RDA reports
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to formally integrate programs. Representation on the roadmap committees is expanding to include
participation from other government agencies such as the TSWG, National Institute of Justice, and the
Defense Threat Reduction Agency in addition to the CBDP, DARPA, and the DOE Chemical and
Biological Nonproliferation Program (CBNP).

The most significant portion of the detailed integrated CBD RDA reports is the development
of interagency technology roadmaps that depict rapid transition mechanisms for Science and
Technology (S&T) products over time. During the roadmap development process a comparative
analysis of R&D programs is conducted to facilitate identification of technology gaps, potential
duplication of efforts across agencies, as well as, opportunities to cooperate and leverage synergies
across programs and demonstrations. A report on biological point detection technologies along with
an integration process model was completed in March 01. Replicating the process developed in the
biological point detection report, the Focus Group recently completed an integrated CBD RDA report
that includes a roadmap and results of an analysis for decontamination technologies and CB point
detection technologies, which expands on activities contained in the Biological Point Detection Report.
An integrated report for Modeling and Simulation technologies is planned for FY03. The Focus Group
and roadmap committees will develop a separate report for each technology area culminating in a
single comprehensive CBD RDA plan for CB technologies.

The integration plan development effort will facilitate interagency awareness, coordination and
cooperation among DoD, DOE and other government agencies at all levels. Capitalizing on this
coordination and leveraging of resources will improve application of emerging technologies, eliminate
unwarranted redundancies and optimize investments. Integrated plans and reports are submitted to
Congress as a part of the CPRC Annual Report to Congress.

1.4.3 International Cooperation

The CBDP participates in numerous international cooperative and collaborative efforts to
leverage technology development and to achieve commonality, interoperability, and systems integra-
tion among U.S. allies and coalition partners. (In addition, there are numerous cooperative efforts in
doctrine and training, which are described in Section 4.2 of this report.) In order to exchange informa-
tion or conduct government to government cooperation, an appropriate agreement must be in place.
Types of agreements include (1) Data Exchange Agreements (DEAs), (2) Foreign Military Sales,

(3) Engineer and Scientist Exchange Programs, (4) Foreign Comparative Testing, (5) Technology
Development Project Agreements, and (6) Research, Development and Acquisition Memoranda of
Understanding (MOU). Table 1-1 list examples of international cooperative efforts in FY01.
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Table 1-1. International Cooperative Efforts in Chemical and Biological Defense.

¢ Smallpox Vaccine Development and e Ecotoxicology due to CW Agents and
Acquisition. Remediation of Soil and Water.

¢ Next Generation Urban Dispersion Model. ¢ Medical Countermeasures to CB Agents.

¢ Next Generation Biological Detection o Anthrax Letter Tests.
Technologies. e Toxic Industrial Chemicals.

¢ Non-incineration Technology for CW Agent e CB Events in Operations Other Than War.
Destruction. ¢ Collective Protection.

¢ New Technologies for CB Agent Monitoring in e Effects of Wearing Individual Protective

Aqueous Environments. Equipment (IPE) in a Hot/Dry Environment.
» Testing of CB Protective ClothinginaHotand o Fate and Effect of Chemical Agents.

Humid Environment. o Next Generation Plague Vaccine.

During FY01, the United States participated in numerous international cooperative research
and development efforts. Highlights of these efforts include (1) 50 DEAs with 15 countries, (2) seven
Technology Development Project Agreements in place or in development, (3) two MOUs, and (4)
one Engineer and Scientist Exchange Program.

All cooperative agreements yield benefits to all participants in the agreement. In addition, there
have been numerous CB defense capability gains from FY98 and through FY01 as a result of
international cooperation. During FY01 under the Foreign Comparative Testing (FCT) program, the
Graseby modified Lightweight Chemical Agent Detector (LCAD) and the Environics Oy M100 were
tested as a possible alternative to the Joint Chemical Agent Detector (JCAD). The FCT is the same
program that saw successful procurement of the NBC Reconnaissance System (Fox Vehicle),
Improved Chemical Agent Monitor (ICAM), the Automatic Chemical Agent Detector and Alarm
(ACADA) and components of the Biological Integrated Detection System (BIDS).

1.5 TECHNOLOGY BASE REVIEW AND ASSESSMENT

The DATSD(CBD) is responsible for chemical and biological defense programs science and
technology base programs. The DATSD(CBD) provides technical oversight of all Service and
Defense Agency chemical and biological defense science and technology base (S&T) programs and
reviews these programs. The Joint Science and Technology Panel for Chemical and Biological
Defense (JSTPCBD) coordinates all Service science and technology base activities for the JSMG.
The JSTPCBD prepares the relevant chemical and biological defense portions of the Defense
Technology Area Plan (DTAP), and provides input to the Joint Warfighting S&T Plan (JWSTP). The
DTAP and JWSTP are submitted to Congress separately in accordance with public law.

Science and technology programs are reviewed annually through the Technology Area Review
and Assessment (TARA). The TARA includes a review of S&T programs by an independent panel of
experts from academia, national laboratories, and other organizations. This panel provides assess-
ments of key projects, overall areas within the program, and identifies any major findings or issues
related to CB defense science and technology. A summary of the FY2001 TARA results is provided
in Section 3 of the CBDP Performance Plan included as Volume II of this report.

21




Chemical & Biological Defense Program Annual Report

1.6 FUNDS MANAGEMENT

Figure 1-2 illustrates the funds management and execution process for the CB defense pro-
gram and the coordination between funding and executing organizations. The key organizations in this
process are: DATSD(CBD) as the OSD focal point; the INBCDB Secretariat representing the Exec-
utive Agent; the Defense Threat Reduction Agency (DTRA) is the funds manager); the JSMG as
coordinator and interface between the participating organizations; and the operating agencies and
performers which execute the programs. For budget distribution, the INBCDB Secretariat provides
funds distribution information to DATSD(CBD) based on the appropriated budget. The

- DATSD(CBD) prepares funds suballocation instructions (with support provided by DTRA(CB)) and
submits them to the DTRA Comptroller for distribution to the operating agencies.

The lead components or operating agencies provide notification of all funding adjustments to
the JSMG Executive Office. The JSMG Executive Office, in turn notifies other components and agen-
cies and the INBCDB Secretariat. The JSMG Executive Office forwards reprogramming requests
with recommendations and any concems raised by the other components and operating agencies to
the INBCDB Secretariat. The INBCDB Secretariat reviews the reprogramming actions and forwards
recommendations to DTRA(CB) for DATSD(CBD) approval. Once approved, DATSD(CBD) auth-
orizes the INBCDB Secretariat to update the database, and the DTRA Comptroller to execute the
reprogramming. For medical programs, the Headquarters, U.S. Army Medical Research and Materiel
Command, staffs all actions resulting from the requirement to reallocate funds between the Services.
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Figure 1-2. Chemical and Biological Defense Funds Management Process
DATSD(CBD), with the support of DTRA(CB), instructs the DTRA Comptroller to issue

execution and program status reporting instructions to the operating agencies. The operating agencies
report execution status to the DTRA Comptroller on a monthly basis. The DTRA Comptroller for-
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wards all program funds execution reports to the INBCDB Secretariat and DTRA(CB) for program
and budget database update and analysis, respectively. DTRA(CB) reports execution status to
DATSD(CBD) on a quarterly basis. DTRA(CB) is responsible to notify the DATSD(CBD) when
programs deviate from or are in danger of not meeting OSD obligation and execution goals.

The DTRA Comptroller serves as the funds manager for the CB defense program. This office
issues funding documents, per DATSD(CBD) direction, and performs all required accounting func-
tions, with the assistance of the Army staff which represents the Executive Agent. The INBCDB
Secretariat updates the OSD comptroller program and budget databases as necessary after the POM,
Budget Estimate Submission (BES), and President’s Budget (PB). DATSD(CBD), with support pro-
vided by DTRA(CB), ensures that the INBCDB Secretariat is kept informed of all OSD comptroller
guidance, directives, and schedules.

1.7 CB DEFENSE PROGRAM MANAGEMENT ASSESSMENT

ISSUE: In a memorandum issued on 19 October 2001, the Under Secretary of Defense for
Acquisition, Technology, and Logistics, USD(AT&L) reviewed the current manage ment
structure of the CBDP and a number of alternatives, and concluded that establishing a single
Milestone Decision Authority (MDA) would be of great benefit to the process. The
USD(AT&L) directed the DATSD(CBD) to establish a task force, comprising repre-
sentatives from Service Acquisition Executives, the Joint Staff, and appropriate OSD
principals, to assess the need for a JPEO and, depending on the outcome of that review, to
develop an implementation plan for a Joint Program Executive Office for Chemical and
Biological Defense (JPEO-CBD). The task force also will develop any legislative proposal
that may be required to conform section 1522 of title 50, United States Code, to the
proposed, revised management structure.

SOLUTION: USD(AT&L) is éonsidering several recommendations to improve the current
program management structure for CBDP and will make a decision on how to proceed during
FY2002. Following this decision by the USD(AT&L), a task force will develop an implementation
plan.

ISSUE: In a memorandum issued on 23 November 2001, the USD(AT&L) requested the
Director of the Joint Staff to form a task force to assess how to best structure the joint
requirements generation process for CB defense, and to consider not only the require ments
within traditional MTW scenarios but also force protection, homeland defense, and
consequence management. This task force, composed of representatives from the four
Services and Joint Staff, developed recommendations on a Joint Requirements Organization
for NBC Defense, for JROC approval and forwarding to USD(AT&L).

SOLUTION: The task force’s recommendation to establish a Joint Requirements Organization

(JRO), which was approved by the JROC in March 2002, will be integrated into the JPEO-CBD
implementation plan.
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Chapter 2

Nuclear, Biological, and Chemical (NBC) Defense Requirements and
Research, Development, and Acquisition Program Status

2.1 INTRODUCTION

This chapter describes the consolidation of Joint Service non-medical and medical NBC
defense requirements and assesses how these programs meet the needs of U.S. forces. The discussion
of requirements and the status of research and development assessments are conducted within the
framework of the six operationally oriented commodity areas:

Contamination Avoidance
Modeling and Simulation
Decontamination
Individual Protection
Collective Protection
Medical Systems

There are three principles of NBC defense as defined in Joint Publication 3-11, Joint
Doctrine for Operations in Nuclear, Biological, and Chemical (NBC) Environments. The first
principle, contamination avoidance, includes the Contamination Avoidance Commodity Area, which
comprises detection and avoidance (bypassing contaminated areas). Individual Protection, Collective
Protection, and Medical Systems make up the second principle—Protection. Decontamination, the
third principle of NBC defense, restores combat power and is essential for sustaining operations in a
contaminated environment. The commodity area of Modeling and Simulation has application in the
other five commodity areas and spans the three principles.

The threat from the continued proliferation of NBC weapons creates a continuous need to
ensure that U.S. forces can survive, fight, and win in an NBC threat environment. The increasing
danger from these weapons demands that we look for every opportunity to avoid technological
surprises. Evolving operational requirements demand that the joint program progressively capture and
leverage advances in technology to provide the best in NBC defense equipment for the forces.

The non-medical research, development, and acquisition (RDA) goal is to equip the joint war-
fighting forces with sufficient quantities of the best available equipment and in the shortest time possible
to win decisively, quickly, and with minimal casualties. The goal of the medical RDA is to provide the
warfighter with medical protection to prevent, or reduce the effects of exposure to chemical or biologi-
cal warfare agents. Products intended for medical protection (vaccines, pre-treatment drugs, post-
exposure treatments, diagnostics capabilities) require approval by the Food and Drug Administration
(FDA) before they enter the distribution chain. If an item is not approved by the FDA but is consid-
ered a necessary medical countermeasure, it will be distributed in accordance with regulations as an
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Investigational New Drug (IND) product. As authorized under the Joint Service Agreement and in
cooperation with the Armed Services Biomedical Research, Evaluation, and Management (ASBREM)
Committee for medical programs, the Army as executive agent coordinates, integrates, and reviews
the DoD CB Defense Program. The results of these reviews, conducted with all Services participating,
are documented in the Joint Service Modernization and Joint Service RDA Plans. These documents
form the basis for the consolidated CB Defense Program Objectives Memorandum (POM).

The Services decide if a materiel solution is needed to satisfy a requirement for a warfighting
capability. They first examine doctrinal, training, or organizational solutions (non-materie] solutions),
and when these cannot fulfill the need, they seek equipment or materiel solutions through the materiel
acquisition process. If a valid need exists, then the research and development modernization process
will identify technological approaches that may provide a new system or medical product or upgrade
an existing system or medical product.

During FY00 the Joint Service Integration Group documented the Joint Future Operational
Capabilities (JFOCs) in an integrated format merging the medical and nonrmedical needs. The pur-
pose of the JFOCs is to identify and prioritize Joint User (Services and CINCs) far-term future opera-
tional capabilities as expressed in the emerging Joint NBC Defense Concept. Priorities of the JFOCs
were not changed in FY01. The overall intent is to provide enhanced user guidance to the Joint NBC
defense science and technology (S&T) community to assist in S& T program planning and execution.
JFOCs will also support the development of new NBC Defense Joint Mission Needs Statements
(JMNSs) and future Joint Operational Requirement Documents (JORDs). The prioritized list of
JFOC:s establishes a clear link between near and long-term Joint NBC defense research and devel-
opment efforts and user needs. Table 2-1 provides a synopsis of the current (FY01) JFOC priorities,
descriptions, and objectives. JFOCs have become an integral part of the Joint Service NBC Defense
Modernization Plan and related S&T plans, specifically the Joint Warfighting Science and Technology
Plan (JWSTP) and the Defense Technology Area Plan (DTAP).

In accordance with the national strategy of achieving and applying technological superiority,
several underlying concepts form the foundation of acquisition modemization. The first is the need to
reduce cycle time in the acquisition of new systems or medical products or the integration of emerging
technologies into existing systems. The use of Advanced Concept Technology Demonstrations
(ACTDs), open systems and architectures, along with the new emphasis on commercial standards and
practices, allow us to shorten the acquisition cycle time. The program acquisition process reduces
lifecycle costs through practices such as design-to-cost and concurrent engineering to ensure that
equipment is easy to maintain and repair even with the inherent complexity in most new systems.
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Table 2-1. Prioritized NBC Defense Joint Future Operational Capabilities

1: NBC Battle Management—Capability to access, assimilate and disseminate NBC informa-
tion from throughout the battlespace via standard, joint service and automatic information/ data
transmission systems. Enhance warfighter protection by providing the critical link between
detection and protection. Commanders at all levels will be provided sufficient, timely information
through early and direct warning. Commanders will be able to quickly and effectively quantify the
risk associated with various courses of action and provide real-time display with local 3-D digital
terrain graphics to portray the current status of the NBC battlespace.

2: Contamination Avoidance—An enhanced capability to detect, locate, identify, and confirm
the presence or absence of any standard or non-standard NBC hazard. Significantly improve
tactical, operational, and strategic NBC situational awareness by rapidly detecting, locating,
identifying, confirming and disseminating NBC and toxic industrial material (TIM) detection
information to the joint force.

3: Individual Protection—To protect individual members of the joint force, allowing it to operate
safely, at near-normal levels of effectiveness, while under NBC threat, or in NBC, TIM or other
environmental hazards area.

4: Restoration Capability—Enhanced capability to provide rapid, effective, and safe removal/
neutralization of hazards resulting from NBC or TIM contamination to enable restoration of unit
operational capabilities. Protect and sustain the Joint force by rapidly returning equipment and
personnel to normal operating modes/efficiencies after exposure to an NBC or TIM contaminated
environment.

5: Collective Protection—To protect the joint force collectively, allowing it to operate safely, at
near-normal levels of effectiveness, while under NBC threat, or in NBC, TIM or other environmental
hazards area. Enhance filter systems on existing vehicles, aircraft, shipboard, communications
vans and other static/mobile structures.

2.2 NBC DEFENSE MISSION AREA REQUIREMENTS AND RDA SUMMARY

As noted previously, NBC defense programs are categorized broadly under three operational
principles: contamination avoidance, protection, and decontamination. The Services have been workng
closely together to increase jointness in ongoing programs for each of these areas. This report high-
lights improvements during FY01 and discusses cooperative efforts for further Joint development of
requirements. This section summarizes the requirements in each of the mission commodity areas. This
chapter provides a focus on research, development, and acquisition efforts. Fielded items are dis-
cussed separately in Chapter 3. Detailed descriptions of non-medical developmental and fielded
equipment can be found in Annexes A, B, C, and D; medical accomplishments are listed in Annex E.

The following sections (2.3 though 2.7) provide an overview of the goals and timeframes,
potential payoffs, and major technical challenges for specific commodity area science and technology
(S&T) efforts. A detailed account of S&T efforts for all commodity areas is provided in two separate
reports: (1) the Joint Warfighting Science and Technology Plan, especially Chapter XII, “Counter-
proliferation of Weapons of Mass Destruction,” and (2) the Defense Technology Area Plan, espe-
cially Chapter II, “Chemical and Biological Defense.” The Basic Research Plan, also provides
descriptions of various supporting sciences—including chemistry, biological sciences, materials
science, and others—that support CB defense S&T activities. Within the Joint Warfighting Science
and Technology Plan and the Defense Technology Area Plan, key projects are defined as Defense
Technology Objectives (DTOs). A DTO states specific technology advancements to be developed or
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demonstrated, the schedule, costs, specific warfighter payoffs (stated quantitatively against two or
more metrics), and the customers for whom the technology is being developed (e.g., a specific Com-
mander in Chief). DTOs represent only a portion of science and technology base funding, yet repre-
sent high priority projects, consistent with strategy and guidance. DTOs provide a key means for S&T
planning and programming and for fulfilling GPRA requirements. DTOs are proposed or updated
annually.

In addition to technology base thrusts supporting materiel development, the CB defense tech-
nology base program incorporates basic and applied research, including CB threat agents and chemi-
cal toxicology, which support development across multiple commodity areas. Understanding both
established and emerging CB threats is a critical factor that drives the overall CB defense program.
Toxicological and pathological determination of operationally significant dosages of threat agents is
fundamental to developing target requirements for materiel solutions across all commodity areas.

Investments are being made in the establishment of a comprehensive threat agent infrastruc-
ture, to acquire threat agents (both recognized and emerging), using chemical synthesis, biological
manipulation, and procurement. Emphasis is placed on the characterization of the properties of threat
agents needed by Joint Service materiel and medical developers. Emphasis is also placed on develop-
ing appropriate simulants for use in the RDT&E process. Execution and funding of the work are
integrated among DoD and DOE performers and coordinated with the Intelligence Community.
Deliverables from this program are threat agents, technical data on threat agents, and simulants for
developmental and operational testing.

CW toxicology data support all commodity areas, at all levels, including protection, decon-
tamination, and detection. Primary data gaps include the lack of complete agent dose-response curves
and probit slopes. Secondary data gaps include the toxicology of mixtures found in munitions and of
by-products resulting from agent degradation or decontamination.

A multi-year program involving both the non-medical and medical communities is currently
underway to address the medical and operational issues of low level exposures to chemical agents.
Assessment, prevention, diagnosis, and treatment of possible persistent health effects are central
aspects of the medical program. The toxicological emphasis is airborne exposure to low concentra-
tions of agent for exposure durations extending out to several hours, determination of the lowest chem-
ical concentrations that are operationally significant, and characterization of the concentration-time
response curve. Medical emphasis is on the determination of exposure thresholds for effects from
chemical warfare agents. The order in which the agents will be addressed is responsive to user input
and requirements.

2.3 CONTAMINATION AVOIDANCE (Detection, Identification and Warning)

The operational concept of contamination avoidance includes NBC reconnaissance, detection,
identification, warning and reporting. Earliest possible wamning is a key to avoiding NBC contamina-
tion. For fixed sites where contamination cannot readily be avoided and for missions requiring opera-
tions in a contaminated environment, detection, identification, and warning are equally critical to ensure
that forces can (1) assume the optimal protective posture so that they can continue to sustain opera-
tions and (2) rapidly identify and decontaminate (if possible) affected areas, equipment, and personnel.
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Sensors for the individual warfighter and systems capable of detecting multiple agents and character-
izing new agents are being developed. Advances in technology are being pursued in chemical and
biological standoff, early warning detection, miniaturization, interconnectivity, improved detection
sensitivity, improved interference rejection, improved logistics supportability, and affordability. The
following sections detail contamination avoidance science and technology efforts, modernization
strategy, and Joint Service programs.

2.3.1 Contamination Avoidance Science and Technology Efforts

2.3.1.1 Goals and Timeframes. The goal of contamination avoidance is to provide real-time capa-
bility to detect, identify, characterize, locate, and warn against all known or validated NBC warfare
agent threats below threshold effects levels (see Table 2-2). To meet near term needs a number of
sensor technologies are being optimized while alternative detection technologies mature. Mid-term
technologies focus on developments to improve tactical detection and identification capabilities for
both chemical and biological warfare agents. Far-term science and technology efforts focus on mult-
agent sensors for NBC agent detection and remote/early warning CB detection. These far-term
objective technologies seek to integrate chemical and biological point and remote/early warning detec-
tion modules into a single system. Research and Development (R&D) efforts seek to optimize and
balance system sensitivity, size/weight, cost, power consumption, signature and false alarm rate. Ult+
mately the goal is direct integration of CB detectors as a single system into various platforms, and
command, control, communication, computer, and intelligence (C*I) networks.

As identified in the Defense Technology Area Plan and the Joint Warfighting Science and
Technology Plan, the following are Defense Technology Objectives (DTOs) focused on near and
mid-term science and technology goals.

Ongoing DTOs:"

- Chemical Imaging Sensor

- Biological Sample Preparation System for Biological Identification
- Stand-off Biological Aerosol Detection

- Chemical Biological Agent Water Monitor

- Biological Warfare Defense Sensor Program

- Activity-Based Detection and Diagnostics

- Force Medical Protection/Dosimeter ACTD

- Terrorist Chemical/Biological Countermeasures

Completed DTOs:
- Laser Standoff Chemical Detection Technology

- Chemical Add-On to Airbase/Port Biological Detection ACTD

2.3.1.2 Potential Payoffs and Transition Opportunities. Future CB detection systems will provide
the capability to detect, identify in real time, map, quantify, and track all known CB contamination in a
theater of operations. This will enable commanders to avoid CB contamination, determine the need for
and verification of effective reconstitution procedures, and assume the appropriate protection required

* Complete DTO descriptions are provided in Volume II, CBDP Performance Plan.
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to continue fighting and sustain their mission with minimal performance degradation and casualties. CB
detection technologies have dual use potential in monitoring air pollution, noxious fumes inside
enclosed areas, and municipal water supplies.

Table 2-2. Contamination Avoidance Science and Technology Strategy

By 2002

By 2007

By 2012

Complete installation of the Joint Portal
Shield biological detection network sensor
systems at CINC fixed site locations and
transition to full production status

Demonstrate Chemical Imaging Sensor for
wide area detection

Complete development of Joint Service
Lightweight Standoff Chemical Agent

Demonstrate integration of
chemical and biological
agent detection modules
into a single sensor suite

Complete demonstration of integrated Detector (JSLSCAD) + Complete fielding of the
point biodetection capability (Advanced |« Complete development of Joint Service Block I JBPDS
Technology Demonstration) Warning and Identification LIDAR + Complete development of

Demonstrate lightweight (30% weight CB water monitor

reduction) chemical point detector inthe |«

Detection (JSWILD/Artemis)
Complete development of Joint Chemical

.

laboratory with a capability to detect and Agent Detector (JCAD) Joint Modular Chem/Bio
identify a wide range of chemical threat » Complete development of Block II Joint Detection System
agents and high-threat toxic industrial Biological Point Detection System (JBPDS)| (JMCBDS)

chemicals. Demonstrate enhanced aerogel-| « Complete fielding of JBSDS Block I

based biological agent sample collection | « Complete development of the JBSDS Block
capability. I

Initiate development of the Joint Biological | ¢ Complete fielding of Portal Shield
Standoff Detection System (JBSDS) Block production systems to 21 critical sites

I

2.3.1.3 Major Technical Challenges. The major technical challenges are in the areas of biological
collection, detection and identification, including remote/early waming sensing, improved agent dis-
crimination and quantification, sample processing, interferent (i.e., false positive and negative alarms)
and ambient biological background rejection, and genetic probe development. Size, weight, and pow-
er reduction of detectors, power generation and consumption, development of integrated biological
and chemical detection systems, and the fusion of sensor data with mapping, imagery, and other data
for near real-time display of events are other areas of challenge.

There are two critical needs focused on biological agent detection. Current technologies
require a high level of logistical support and lack discrimination in biological standoff detection.
The challenge in reducing logistical support stems from the dependence on reagents and size, weight,
and power requirements of the systems. Several efforts are aimed at providing minimum reagent
requirements with higher sensitivity, better stability, and fewer supporting reagents, and scientific and
engineering strategies to reduce size, weight, and power requirements, especially in the sample collec-
tions components. There are several factors directly limiting the ability to discriminate biological agents
using standoff detection technologies. Key factors include: (1) a lack of fundamental data in under-
standing the spectral properties of biological warfare agents, (2) range limitations due to atmospheric
absorption, and (3) natural background interference. Over the last two years, a number of strategies
and concepts have been developed to improve the discrimination capability of standoff detection for
biological materials. Further efforts in FY02 and FY03 will begin to validate the feasibility of providing
an enhanced level of discrimination of biological material using standoff detection.
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2.3.2 Contamination Avoidance Modernization Strategy

The increased lethality and heightened operational tempo of future battlespaces demand re-
sponsive NBC detection and warning capabilities in order to reduce force degradation caused by con-
tamination. These capabilities—which encompass NBC reconnaissance, detection, identification, and
reporting—are critical for force readiness and will continue to be emphasized by the DoD community
in the near and far term. Table 2-3 shows the roadmap of DoD requirements for contamination avoid-
ance. While the near-term requirements meet service-specific needs, those in the mid to far-terms
demonstrate the increase in joint development and modernization since the founding of the CBDP.

Early detection and warning are keys to avoiding NBC contamination. As a result, DoD is
concentrating RDA efforts on providing its warfighters real-time capabilities to detect, identify, quan-
tify, and warn against all CB warfare threats below threshold effects levels. Real time detection of bio-
logical agents below threshold effects levels is unlikely in the near to mid-term. Current emphasis is on
developing lightweight, automated CB sensors capable of providing enhanced detection and early
warning of all biological and chemical threat agents. To meet the needs in the near to mid term, several
stand-alone detectors and sensors are being developed. Developmental efforts are focusing on system
miniaturization, improved sensitivity and specificity, agent characterization and range, decreased false
alarm rate, and decreased operation and support costs. This focus will facilitate the integration of
chemical detectors into personal warfighter gear, chemical and biological detectors onto various air,
sea, and ground platforms, and integration of detectors into automated warning and reporting net-
works. Table A-1 in Annex A provides an overview of RDA efforts and Service involvement.

The management challenge involves the coordination and consolidation of numerous detection
and warning RDA efforts across the Services. This strategy, led by the JSMG through the Contam-
ination Avoidance Commodity Area Manager, resulted in the initiation of RDA efforts which shared
common technical goals, but were constrained to Service unique requirements. Management organi-
zations and initiatives, such as the Joint Program Office for Biological Defense (JPO-BD) and the Joint
NBC Defense Board are building Joint Service coordination across the mission area.

Since the establishment of the Joint CB Defense Program, the JSMG and JSIG, through the
Contamination Avoidance Commodity Area Manager, and with assistance from JPO-BD, trans-
formed and consolidated 44 separate contamination avoidance developmental efforts into eleven fully
coordinated joint projects. The Joint Programs are: |

Automatic Chemical Agent Detection Alarm (ACADA).

Joint Chemical Agent Detector (JCAD).

Joint Service Lightweight Standoff Chemical Agent Detector (JSLSCAD).
Joint Service Warning and Identification LIDAR Detector (JSWILD/Artemis).
Joint Biological Point Detection System (JBPDS).

Joint Biological Standoff Detection System (JBSDS).

Joint Service Light NBC Reconnaissance System (JSLNBCRS).

Joint Warning and Reporting Network (JWARN).

Joint Chemical Biological Agent Water Monitor (JCBAWM).

Joint Portal Shield (JPS).

Critical Reagents Program.
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Table 2-3. Contamination Avoidance Modernization Strategy

NEAR (FY02-03)

MID (FY04-09)

FAR (FY10-19)

Chemical
Point
Detection

* Surface off-gas sampling capability
(ICAM)

* Automatic point detection of nerve and

blister agents (ACADA)
*» Navy-Ship based improved automatic
point detection of nerve/blister (IPDS)

« Improved, all-agent programmable
automatic point detection; portable
monitor, miniature detectors for
aircraft interiors; interior ship spaces;
wheeled and tracked vehicles; and
individual soldiers (JCAD)

* Improved surface contamination
monitor

¢ Detection of CB contamination in
water (Joint Chemical Biological
Agent Water Monitor, JCBAWM)

Biological
Point
Detection

* Detection System, Biological Agent:
Joint Portal Shield provides an
automnated network biological detection
capability to protect high value fixed
sites.

*» Automatic long line source and
point/mobile biodetection to detect and
identify bio-agents; programmable
(JBPDS Block I)

* Navy-Ship based Interim Biological
Agent Detector (IBAD)

» Army-Biological Integrated Detection
System (BIDS)

* Complete development of Block I1
JBPDS — increase number of agents
detected and identified with increased
sensitivity, lower false positive rates;
smaller and lighter with increased
reliability.

« Automatic point biodetection, to
detect and identify; programmable
(JBPDS Block II)

» Automated, integrated detection of
both biological and chemical agents in
a single sensor package (Joint
Modular Chemical/Biological Detector
System, JIMCBDS)

* JCBAWM (See above)

NBC Recon-
naissance and
CB Remote and
Stand-off
Detection

* Improved NBC Reconnaissance
Vehicle with remote/early waming and
data fusion capabilities (M93A1)

* Limited long range particulate cloud
detection and tracking (LR-BSDS NDI)

« Lightweight passive stand-off
detection for chemical agent vapors
(JSLSCAD)

* Add biological detection and iden-
tification capabilities (JSNBCRS P3I)
* Light reconnaissance vehicle
(JSLNBCRS)

* Integrated NBC detection
(point/standoff)/identification/
sampling (Army-NBCRYV Block
II/IAV-NBCRV)

* Automated biological remote
detection and early warning
capabilities (JBSDS Block I)

* Automated biological remote
detection and early waming
capabilities (JBSDS Block II)

» Stand-off detection, ranging, and
mapping of chemical vapors and
aerosols (JSWILD/Artemis)

» Wide area detection

» Single, fully-integrated
multifunctional NBC Recon platform
with NBC Unmanned Ground Vehicle
System (UGVS) capability (IAV-
NBCRYV)

Battle
Management
Systems

* Automated warning and reporting
(JWARN Phase I)

* Automatic NBC warning and
reporting interoperable with all
Services (JWARN Phase II)

+ Integrated and automatic warning
and reporting (JWARN Phase III)

Radiation
Detection

» Army-Compact, digital whole body
radiation measurement (AN/UDR-13)

+ Stand-off radiation detection and
measurement
« Portable radiation meter

N =

All programs shown are joint or multi-service, unless indicated as a Service-unique effort (italicized text).
Where applicable, systems which meet requirements are listed following the entry.

2.3.3 Joint Service Contamination Avoidance Programs

Consolidation of Joint Service contamination avoidance programs has been completed. All
detection programs have been restructured to meet current multi-Service needs. Table 2-3 highlights
Joint programs; Service-unique programs are italicized. Detailed descriptions of Joint contamination
avoidance programs are provided in Annex A.
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Chemical Warfare Agent Contamination Avoidance. An ACADA non-developmental item
(NDI) is being procured for point detection of chemical (nerve and mustard) agent vapors. ACADA is
suitable for many vehicle-mounted and man-portable applications. A shipboard version of ACADA,
which addresses unique shipboard interferents, is being built to provide the Navy with an interim mon-
itoring capability until JCAD is fielded. The Improved Chemical Agent Monitor (ICAM) is being pro-
cured and fielded for post attack monitoring of chemical agent vapors. The ICAM is three times more
reliable than its predecessor and much simpler and cheaper to repair. Both the ACADA and ICAM
will be replaced by the JCAD.

JCAD provides point chemical vapor detection and is in Phase 1I (Engineering and Manufac-
turing Development, EMD) of the acquisition cycle. JCAD will function as a chemical point detection
system in order to accomplish a variety of mission requirements on multiple service platforms. The
requirements are for the detector to be considerably smaller (within 40 cubic inches) and lighter (2 Ibs.
or less) than the ACADA and to be configurable for a variety of applications, such as individual so}
dier detectors, post-attack monitoring, shipboard chemical agent monitoring, special operations forces
applications, and aircraft interior detection. JSLSCAD provides passive standoff, on-the-move detec-
tion of chemical agent vapor and is in Phase II (EMD) of the acquisition cycle. The JSLSCAD pro-
gram is a joint program with a Joint Operational Requirements Document (ORD) approved by all Ser-
vices. The basic JSLSCAD system (Operator display unit, scanner and sensor/electronics module)
will weigh approximately 50 pounds and occupy approximately one cubic foot. The system may be
modified to accommodate a variety of requirements, including a 360° x 60° scanner for Armored
Systems Modemization applications (tracked and wheeled vehicles), a 60° forward looking scanner
for Marine Corps helicopters and a gimbal mount for unmanned aerial vehicle (UAV) contamination
avoidance roles. The Air Force’s primary use for this system will be in air base defense. The Navy will
install JSLSCAD on shipboard and airborne platforms and at high priority oversea installations. This

- system will be fully evaluated by all the Services during EMD.

In the near-term, the Army, Air Force, and Marine Corps have agreed to focus on the devel-
opment of a Joint Service Light NBC Reconnaissance System (JSLNBCRS). The proposed system
will consist of a suite of detectors required for a specific mission that could be easily integrated into the
platform of choice. Currently two configurations are proposed: a light and a medium version, to fulfill
expeditionary and armored mission profiles, respectively. The M93A1 NBCRS fulfills heavy require-
ments. The M93A1 NBCRS is being upgraded to include a chemical standoff detection capability and
other electronic improvements including data fusion.

In the far-term, the Ammy, Air Force, and Marines have agreed to a Joint Chemical Biological
Agent Water Monitor JCBAWM). JCBAWM is a system that will detect the presence of contam-
inants in potable water. A requirement for an agent water monitor has been identified by the Army, Air
Force, and Marines and a technology base program is underway. The operational scenarios defined in
the JCBAWM ORD include source water, water distributions systems, and verification of water treat-
ment. The Army and Air Force have identified a need for an early warning and identification detector.
The Joint Service Warning and Identification LIDAR Detector (JSWILD/Artemis) is a technology
base effort to address this problem. JSWILD/ Artemis is a laser-based standoff detection system
being developed to meet the need for the detection of chemical liquids, aerosols, and vapors. Although
this system is much heavier than its passive counterpart (JSLSCAD), it provides the ability to detect
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chemical agents in all forms—Iliquids, vapors, aerosols—as well as mapping and ranging information.
The integrated multifunctional platform technologies developed for the Interim Armored Vehicle—
NBC Reconnaissance Vehicle (IAV-NBCRV) will be leveraged to develop the NBC Unmanned
Ground Vehicle (NBC-UGV). ’

Biological Warfare Agent Contamination Avoidance. Currently, the Joint Program Office for
Biological Defense (JPO-BD) manages the following biological detection efforts:

(1) Joint Biological Point Detection System (JBPDS), Block I and II.
(2) Joint Biological Standoff Detection System (JBSDS).

(3) Joint Portal Shield (JPS).

(4) Critical Reagents Program.

(5) Technology Transfer Program.

(6) Biological Integrated Detection Systems (BIDS NDI and P3I).
(7) Interim Biological Agent Detector (IBAD).

Currently fielded systems include the Navy’s rapid prototype shipboard detection system
(IBAD), the Joint Portal Shield that provides an automated networked biological detection system,
and the Army’s land-based system (BIDS-NDI and P3I). The Army’s LR-BSDS NDI is a helicopter
mounted infrared LIDAR system for the detection, ranging and tracking of aerosol clouds that may
indicate a biological warfare (BW) attack. A reevaluation of the user’s requirements has led to the
termination of the follow-on effort, a P31 version called the Counterproliferation (CP) LR-BSDS.

The Air Base/Port Biological Detection (Portal Shield) ACTD was developed and has
demonstrated the capability of an automated network of biological detection systems to protect high
value fixed sites against BW attacks. The system consists of a variable number of biological sensors
forming a network under the command and control of a centralized command post computer (CPC).
The CPC communicates with and monitors the operation of each sensor. The sensor can detect and
presumptively identify up to 8 biological warfare agents simultaneously in less than 25 minutes. The
system network increases the probability of detection while decreasing false alarms and consumables.
The Joint Portal Shield (JPS) has been deployed to a total of nine sites in Southwest Asia (SWA) and
Northeast Asia (NEA). Twelve additional sites will be fielded with Portal Shield production systems in
FY02. JBPDS will be produced to meet each of the four Services’ needs for an integrated biological
point detector. This program is developing a standard biological detection suite that will be integrated
on Service designated platforms. Fielding of the JBPDS Block I is scheduled for FY03. In response
to the national emergency, PM-JBPDS has deployed a network of 8 Block I JBPDS systems in the
National Capital Region. These LRIP Phase I systems were deployed in a commercial trailer config-
uration that was jointly developed and produced by the PM-JBPDS and the Edgewood Chemical/
Biological Center (ECBC) of the Soldier, Biological, Chemical Command (SBCCOM). These sys-
tems, referred to as the Homeland Defense Trailer (HDTR), were deployed November 28, 2001 and
were fully operational on December 3, 2001. This deployment may serve as a method to collect
additional effectiveness and suitability data to support the acceleration of an Army-only operational
test and evaluation in June-July 2002 (IOT&E for the other Services will take place on or about
October—November 2002).
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In addition, the Critical Reagents Program (CRP) supports all services within DoD to include
DoD first responders and NATO countries. The CRP consolidates all DoD antibody, antigen and
gene probe/primer developments and requirements. The CRP is tasked with ensuring the availability of
reagents critical to the development, test and operation of biological defense systems; supporting
research, development and acquisition efforts to ensure the best possible reagents are available against
current and emerging threat agents and producing Hand Held immunochromatographic Assays
(HHAs) and DoD Biological Sampling Kits. The CRP also maintains a rigorous quality assurance and
quality control program and ensures the security of the aforementioned CRP products.

The CRP ensures the quality, availability, and security of BW reagents, HHAs and DoD Bio-
logical Sampling Kits, which are critical to the successful development, test, and operation of DoD
biological warfare detection systems and medical biological diagnostic products. The program main-
tains an R&D effort to ensure the best possible reagents are available for use against both current and
emerging threats and to include analysis of commercially available reagents and technologies. The CRP
has instituted a programwide quality assurance program and addresses relevant security issues. The
CRP consolidates all DoD antibody, antigen, gene probe/primer, HHA, and DoD Biological Sampling
Kit developments and requirements. The CRP currently has reagents and HHAs to detect ten BW
threat agents from the ITF-6A threat list. The CRP provides required reagents and HHAs to support
fielded DoD BW detection systems (BIDS NDI and P31, XM-99 Joint Portal Shield, IBAD, and
DoD Biological Sampling Kits) and developmental systems (JBPDS), as well as the detection needs
of other Federal Agencies and NATO allies. The next three years requires the development of 12
additional reagents to support the development and fielding of JBPDS Block II and the development
of environmental and diagnostic molecular reagents for the JBAIDS. Outlying years will focus on the
development of reagents to identify new and emerging threats and on the procurement of improved
reagents to replace older stocks.

From 5-29 September 2000, the JPO-BD, in conjunction with the United States European
Command (USEUCOM), conducted a technical and operational assessment of the Joint Biological
Remote Early Waming System (JBREWS) ACTD. The JBREWS ACTD was comprised of an
integrated suite of components, organic to a tactical unit, designed to detect, identify, and warn of
on/off target point biological attacks (e.g., Scud missiles). The principle finding from the assessment
was that JBREWS was not successful in demonstrating the required capabilities with sufficient func-
tionality, reliability and maturity to warrant consideration as a residual within the operational units under
USEUCOM. The JBREWS ACTD was completed in January 2001 with no residual equipment
fielded.

In the mid-term the JPO-BD will develop the JBPDS Block II. This operational level biologi-
cal detection system will provide significant enhancements in number of agents detected and identified
with increased sensitivity and lower false positive rates. The system will be smaller and lighter with
increased reliability. The JPO-BD will also begin development of the next generation biological stand-
off detection system. The Joint Biological Standoff Detection System (JBSDS) will be the first joint
biological standoff detection program. JBSDS will be capable of providing near real time detection of
biological attacks/incidents and standoff early detection/warning of BW agents at fixed sites or when
mounted on multiple platforms, including NBC reconnaissance platforms. It will be capable of pro-
viding standoff detection, ranging, tracking, discrimination (bio vs. non-bio) of BW aerosol clouds for
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advanced warning, reporting and protection. JBSDS will augment and integrate with existing biological
detection systems to provide a biological detection network capable of near real time detection and
warmning, theater-wide, to limit the effects of biological agent hazards against U.S. forces at the tactical
and operational level of war. The JPO-BD will use an evolutionary acquisition strategy for the JBSDS
program with block developments. JBSDS Block I will provide an initial operationally useful and
supportable capability in as short a time as possible. JBSDS Block II will operate on the move,
increase range and sensitivity while decreasing weight, power, and size over the JBSDS Block L

In the far-term, chemical and biological detection will be integrated into a single system. The
Joint Modular Chemical and Biological Detection System (JMCBDS) is envisioned to be modular,
miniaturized, mult-technology, automated system capable of detecting all CW/BW agents. The
JMCBDS is envisioned to integrate advanced chemical detection with miniaturized biological point
detection capabilities into a single system. It will automatically wam troops and provide fused sensor
data to JWARN.

2.3.4 NBC Battle Management

The Battle Management area seeks to develop the capability to use automatic collection and
fusion of medical and non-medical information from all NBC defense assets throughout the battlespace
and integrate that with other relevant battlespace information and C*I systems. It will integrate threat
information, NBC sensor and reconnaissance data, protective posture, environmental conditions, and
other data pertaining to the NBC conditions in the battlespace. The end result of this capability is the
rapid dissemination and display of operationally meaningful information to commanders and units at all
levels to support decision making related to joint force protection, restoration of operational tempo,
and casualty care treatment.

Warning and reporting is a critical component of this capability. It provides the critical link
between NBC detection and NBC protection and provides situational awareness to the commander.
Warning and reporting provides the hardware and software to connect detection systems into the
overall command and control architecture. Additionally, it provides modeling and simulation capabil-
ities to enhance hazard forecasting and assessment. The goal of warning and reporting is to provide
sufficient, accurate, and timely information to commanders at all levels through early and direct warning
capabilities so they assume appropriate protective postures and develop options to continue mission-
essential operations.

The Services have agreed to expedite development of this capability by integrating ongoing
hardware and software into a Joint Warning and Reporting Network (JWARN). This network will be
compatible with, but not duplicate, all C*I equipment, both current and developmental. The JWARN
Phase I effort began fielding the first version of software in FY98. The JWARN Phase I EMD effort
commenced in FY01. This will address hardware and software integration onto Service designated
platforms and installation at fixed sites.

An integrated wamning and reporting network will enhance the overall approach used in the
chemical biological defense strategy. The enhancements will come from a warning and reporting
network that is linked to numerous point detectors, such as JCAD, which can identify and quantify
chemical threats, and which are cued by early warning systems, such as JSLSCAD and
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JSWILD/Artemis. The information from all the sensor systems in the operational theater becomes
available to various command levels with appropriate levels of resolution determined by the command
decision needs. For example, a fixed facility commander can determine the appropriate level of pro-
tective posture by monitoring the direction of an ongoing attack or the effects of weather in moving
contamination in a post attack situation.

2.3.5 Other Contamination Avoidance Programs

Detection and waming requirements have various mission profiles and technical specifications.
While in some instances the development effort may leverage the technical achievements of a closely
related detection and warning project, the application beyond its intended mission is limited and
accordingly supports only one or a few specific requirements. The Navy awarded a production con-
tract in FY97 for the Improved (chemical agent) Point Detection System (IPDS), and began installa-
tion in FY99. IPDS is used to automatically detect and alarm in the presence of chemical agents in
vapor form and will provide continuous detection and alarm capability in the harsh shipboard environ-
ment. The IPDS replaces the existing shipboard Chemical Agent Point Detection System (CAPDS),
improving detection thresholds, response time, rejection of shipboard interferents, and adding the
capability to detect mustard agents.

The Marine Corps conducted a Force Medical Protection/Dosimeter ACTD, the goal of
which was to develop an individually womn sampler that can measure and archive exposure levels of
chemical and biological agents. The objectives of the system were to warn the wearer, provide real- -
time analysis of chemical agents, and trap biological agents for later analysis.

2.3.6 Defense Advanced Research Projects Agency (DARPA) Programs'

There are four related programs currently ongoing within DARPA that contribute to the
development of advanced sensor technology: BW defense environmental sensors, tissue-based
biosensors, microfluidic molecular systems, and pathogen genome sequencing.

DARPA BW Defense Environmental Sensors Program. DARPA is developing technologies to
enable bioagent detection and identification. Technologies using universal polymerase chain reaction
(PCR) probes are being developed to permit the detection and identification of known threats as well
as to provide significant potential for identifying engineered agents. Another effort, seeking to use ribo-
somal RNA to eliminate the need for amplification, is developing a multiplexed chip to reveal BW
agent family, genus, and species on a single chip; the chip is structured to take advantage of the envi-
ronmental hierarchical phylogenetic classification of microorganisms. A mass spectrometer is being
miniaturized for potential use in identifying BW agents and contaminants without the use of liquids, with
the goal of establishing end-to-end time faster than one minute. A desktop mass spectrometer using an
infrared (IR) laser analysis of the biological sample has been developed by DARPA and commercial-
ized for analysis of biological agents. These systems will be automated for unattended operations.
Detection technologies that provide information on BW agent pathogenicity, antibiotic resistance and
viability are also being developed under the DARPA biological detection program.

DARPA Activity Detection Technologies Program. DARPA is exploring the development of
activity detection systems which report on functional consequences of exposure (mechanism and
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activity) to a wide spectrum of chemical or biological toxins, whether they are living or dead, or
whether they have been bioengineered and are currently undetectable by other means (antibodies,
nucleic acid sequencing). These systems incorporate enzyme based, cellular or tissue based assays,
and a number of technical issues are being addressed in the program including (1) the fabrication of
biocompatible matrices and interfaces for the long-term retention of cell and tissue function, (2) pattern
recognition from critical pathways responsible for the processing of toxins, (3) sampling strategies to
accurately extract and present the toxin from air, liquid, or solid samples, and (4) systems integration
into a functional device. One current focus of the program is the use of neuronal and immunological
cells and tissues as detectors for such devices. Engineering of cells and tissues of these origins, inclu-
ding stem cells, is proceeding in order to optimize sensor performance requirements and fabricate
prototype devices for testing and evaluation.

DARPA Microfluidic Molecular Systems Program. Micro total analysis systems are being devel-
oped through focused research on microfluidic, chip-scale technologies. Automated sample collection
and sample preparation are key front-end processes for early biological agent detection, whether it is
by immunoassays, DNA assays, or tissue-based assays. To scale down these processes into mini-
aturized, multiplexed detection systems, microfluidic chip-scale components need to be developed.
Microfluidic components/devices currently being developed by DARPA include chip-scale micro-
pumps/valves, particle separation filters, fluidic interconnects, fluidic manipulation of hybridized
microbeads, controlled mixing/dosing, ezc. Several demonstrable handheld prototypes, such as a
programmable microfluidic system for remote sensors, are currently being tested.

DARPA Pathogen Genome Sequencing Program. DARPA is sequencing the genomes of high
threat BW agents. This effort, undertaken with broad community interaction, will support DARPA
BW Defense research activities and is intended to satisfy the needs of DoD components, the Intel-
ligence Community, and other governmental organizations. Interest is focused on BW pathogens, and
selected non-pathogenic near neighbors thought to be important to establish a basis for low false alarm
detection and identification. The work also contributes to the development of advanced unconvention-
al pathogen countermeasures.

2.4 MODELING AND SIMULATION (M&S)

Chemical and Biological Defense (CBD) Modeling and Simulation provides tools for the
Warfighter to fundamentally understand a specific challenge and evaluate proposed solutions. It is
intended to provide the warfighter with a full spectrum of capabilities to perform hazard analyses,
operational effects analyses, simulation based acquisition, and accurate training when the use of live
chemical or biological agents is not available due to legal, ethical, financial, or other constraints.
Models and simulations are used to provide situational awareness, to provide hazard waming and
prediction, and for planning or modification of operations. In the future, modeling and simulation will
be used to provide warfighters and decision makers at every level of command with the ability to
analyze courses of action immediately prior to or in concert with combat need. In addition, modeling
and simulation information systems aid in the assessment of Joint and Service doctrine, training,
materiel development, and equipment design (i.e., Simulation Based Acquisition). They are also used
in warfighter training and the training of battle staffs using larger conflict simulations. In the latter
aspect, they are used to perform and support analyses of CBD operations within the context of larger
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military operations. Models are also critical components of sensor systems, such as the Joint Warning
and Reporting Network and Command and Control (C2) systems that function by taking sensor
output signals and processing them into meaningful command information. It also supports simulation
based acquisition in the development of critical NBC defense capabilities. Modeling and simulation is
essential to reduce costs, shorten development schedules, and improve system performance. Thus,
models and simulations can be either stand-alone systems or imbedded within other software and
hardware systems.

The following sections provide a summary of modeling and simulation science and téchnology
efforts, modernization strategy, and Joint Service Programs.

2.4.1 M&S Science and Technology Efforts

M&S technology base efforts are provided by a refocused business area—Information
Systems Technology. This business area includes four sub-areas to fully meet the JFOCs required by
the CINCs. The JFOCs focus on capabilities to provide improved battle management,
characterization of the CB environment, information systems, and simulation based acquisition. To
provide improved characterization of the CB environment, efforts are continuing to provide advanced
hazard assessment methodologies, address specific environmental flow regime issues (such as high
altitude and urban transport and diffusion (T&D) methodologies) and support first principles physics,
chemistry, and meteorology efforts. Battle Management information systems technologies are
addressing operational effects and processes for fixed site simulations, as well as, advances in conflict
simulation methodologies and distributed information systems. The technology base efforts also
collaborate with the weapons effects, medical and larger DoD Modeling and Simulation communities
to address source term and toxicology, interoperability and architectural issues. [NOTE: Dispersion is
the combination of T&D. T&D only refers to the airbome behavior of a contaminant. The DoE uses
transport and fate to address additional physical processes. Hazard assessment includes all of these
factors, plus the inclusion of source characterization and toxicity.]

2.4.1.1 Goals and Timeframes.
The goals of CBD M&S science and technology efforts are as follows:

e support the warfighter directly through existing C*I networks and information systems,

¢ support the operational and national command authority with CBD environment decision
systems,

e support DoD level theater and warfare simulation efforts, and

e support materiel acquisition programs with Simulation Based Acquisition (SBA) tools and
architectures.

Table 2-4 shows specific efforts supporting theses goals. Current modeling capabilities are
designed to support warfighter efforts to conduct scenario simulations prior to engagements and to
train in a realistic manner. Recent advances allow CBD plaming to be folded into larger conflict
simulation and consequence management tools. SBA tools will be used for detectors in conjunction
with other CBD environment models to assess acquisition strategies for several Service/Joint detector
and platform acquisition programs. The next generation T&D methodologies will provide a multi-
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fidelity capability, which will allow the warfighter increased flexibility and more responsiveness to
threat and hazard predictions. The far-term capabilities will include a near-real-time operational hazard
prediction capability. An ongoing effort in modeling is the incorporation of specific advances in the
characteristics of contamination avoidance, decontamination, medical and protection systems into
models so that warfighters are able to evaluate and plan for advances. Integrated conflict simulation
capabilities are also envisioned to meet theater and strategic simulation requirements.

Table 2-4. Modeling & Simulation Science and Technology Strategy

By 2002 By 2007 By 2012
+ Demo improved VLSTRACK | ¢ Demonstrate and transition MESO » Demonstrate advanced system
Version 3.1 and CBW-CFX methodologies to architectures for JEM and JOEF
* Continue efforts with MESO JEM » Demo real-time, course-of-action
and CBW-CFX technologies | * Demo and transition STAFFS and decision making options technology
* Demo-Fixed Site (STAFFS) NCBR Simulator to JOEF + Demo Micro scale weather forecast
capability * Demo and transition IMNBCDST to hazard prediction capability
« Demo multi-fidelity M&S JOEF + Demo mobile forces CBD ops effects
capability » Detection SBA application capability :
* Initiate JEM acquisition transitioned to VPS + Demo emerging advanced info
program * Collective Protection SBA systems technologies
* Provide VLSTRACK, HPAC application to VPS » Decontamination SBA applications
and D2PC methodologies to * VERTS transitioned to TSC Block I transitioned to VPS
JEM « Demo emerging advanced info
system technologies

Defense Technology Objectives (DTOs) with an M&S focus include DTO CB.43, Chemical
and Biological Warfare Effects on Operations, and DTO BE. 10, High-Resolution Meteorological
Nowcasting for Chemical/Biological Hazard Prediction. This objective is to develop a general-
purpose model of the operations of large fixed-site facilities [air bases, aerial ports of debarkation
(APODs) and seaports of debarkation (SPODs)], with the capability to represent chemical and
biological warfare (CBW) attacks and their operational impacts.

2.4.1.2 Potential Payoffs and Transition Opportunities. Future CB M&S systems will comple-
ment C4ISR systems with a level of situational awareness unknown at this time: accurate information,
knowledge, and predictions of threats, the environment, operational alternatives and effects in real
time, accelerated time, or as required. This will enable commanders to control the battle, analyze the
need for CBD actions, verify effective deployment of CBD assets and reconstitution procedures, and
assume the appropriate protection required to continue operations and sustain their mission with mini-
mal performance degradation and casualties. CB M&S technologies have dual use potential predicting
and responding to civil support events such as terrorist activities, air pollution, Toxic Industrial Chem-
ical (TIC) and Toxic Industrial Material (TIM) releases both outside and inside enclosed areas, and
municipal water supplies. The key payoffs of M&S include: (1) commanders and battle staffs better
trained and able to analyze alternate courses of action with advanced simulations, (2) less confusion
and more consistent decision making via use of a federation of analytical and real time CBD environ-
ment M&S tools, (3) CBD systems and operational concepts that match requirements more closely
because warfighter feed back is captured earlier in the development cycle under the tenets of SBA,
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and (4) advanced hazard prediction and human effects modeling that has dual use potential in aiding
civilian responders or planners to prepare for or respond to terrorist attacks and industrial accidents.

2.4.1.3 Major Technical Challenges. The major technical challenges for M&S include the follow-
ing: (1) modeling and validating the effects of complex and urban terrain on CB hazards, (2) modeling
and validating high altitude threat intercept effects, (3) modeling and validating human effects and small
unit behaviors in a CB environment, (4) modeling and validating effects of low level and long term
exposures, (5) effectively quantifying the effects that CBW has on complex fixed site operations,

(6) integrating CB effects and operations with C4I systems for training and operations, (7) interjecting
CB effects into combat and materiel evaluation simulations with adequate fidelity without bringing the

simulations to a standstill, and (8) developing engineering level models of CBD equipment that can
participate in distributed simulations to support SBA from inception to system retirement.

2.4.2 Modeling and Simulation (M&S) Modernization Strategy

During FY2001, the JSMG and the JSIG prepared a Draft Modeling and Simulation
Master Plan that details the modemization strategy and RDA efforts for M&S within the CBDP.

Table 2-5 shows the roadmap of DoD requirements for modeling and simulation.

Table 2-5. Modeling and Simulation Modernization Strategy

NEAR (FY02-03) MID (FY04-09) FAR (FY10-19)
Hazards * Counterforce hazard prediction (HPAC « Integrated VLSTRACK, HPAC, » Multi-fidelity hazard
Analysis 4.0) and D2PC hazard prediction and prediction, to move at will from

« Passive defense hazard analysis
(VLSTRACK 3.1)

effects capability (JEM Block 1)
« Increase capability to analyze

global, to theater, to battle, to
building, to individual scale

* High altitude intercept analysis (PEGEM) | high altitude intercepts and urban analyses (JEM Block 3)
* Urban environment analysis (MIDAS-AT) | environments (JEM Block 2) * Micro-scale event analysis
* CONUS facilities analysis (D2PC) (JEM Block 4)

Operational

» Fixed site analysis (STAFFS)

* Integrated fixed site and medical

« Mobile forces simulations

Effects * Medical resources analysis (CREST) simulations with JWARS and incorporated into the federation
Analysis * Mobile forces analysis (NCBR Simulator) | JSIMS (JOEF Block I) (JOEF Block 2)
* Automated C4I system
integration (JOEF Block 3)
Simulation * Navy-Ship based analysis (CWNavSim) * Detection (VPS Block 1) * Protection and
Based » Point and stand-off detector systems * Biological detection and decontamination (VPS Block
Acquisition (NCBR Simulator) identification capabilities (VPS 3&4)
Systems Block 2)
Training » Virtual Emergency Response Training * VERTS Capability * Integrated training systems for
Simulation System capability (VERTS TSC) (TSC Blocks 1 and 2) battle staffs and commanders
Systems « Individual and crew training (TSC Block 3)

systems (TSC Block 2)

The Master Plan also highlights coordination efforts with other organizations throughout the
Department. As a result of the oversight responsibilities for all DoD CBD M&S efforts being assigned
to the DATSD(CBD) in November 2000, there were several key changes to the CBD M&S pro-
gram. The CBD M&S program includes efforts from basic research through full scale engineering and
manufacturing development. This is in contrast to past efforts that were limited to technology develop-
ment and the fielding and support of technology products by the scientists who created them.
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Guidance provided by the DATSD(CBD) in January of 2001 directed the initiation of the first M&S
acquisition program, the Joint Effects Model (JEM). This program is based upon the proven technol-
ogies of existing agent hazard assessment models and the emerging operational requirements docu-
ment, which articulates the Joint Service needs. The JEM program achieved Milestone A in May
2001. With the start up of this initial M&S acquisition program, the Services and CINCs will receive a
system that not only meets their needs, but that will also receive training support in the future. It also
creates the transition program for emerging technologies and capabilities to assure the warfighter that
they receive the best capability, for the best value, at the earliest time.

In 2002, the Joint Operational Effects Federation (JOEF) program was introduced into the
POM process. This is a milestone in that JOEF will be the acquisition program to address the entity-
based operational analysis requirements. JOEF will initiate and coordinate all efforts associated with
providing the warfighter with the information system required to predict the operational consequences
of a given CB hazard event. JOEF will use JEM to predict or analyze the nature of the hazard area,
but will take that imformation and use a federation of other models and simulations to meet a specific
operational commander’s or other authority’s needs. The combination of JEM and JOEF will meet the
entire spectrum of the users needs for analytical M&S systems.

Analysis and training are the keys to being prepared for and responding to a CB event. As a
result, DoD is concentrating RDA efforts on providing its warfighters and decision makers with analyt-
ical systems to predict or forensically analyze events and courses of action for the full spectrum of CB
threats. In the near term, efforts are focused on taking advantage of our decade of technology devel-
opment in hazard assessment methodologies to provide interim accreditation for a number of analysis
regimes. In addition, efforts in operational effects and SBA will be prepared to transition to full scale
development programs. In the mid-term, first priority has been given to transitioning the most mature
technologies to the new start JEM and JOEF programs. These will provide accredited, common use
hazard information systems by the years 2005 and 2007 respectively. Largely due to the maturity of
the technologies, requirements and the vision for them, the SBA and Training Systems Capability
(TSC) will be addressed behind those for analysis. However, both SBA and TSC are also functionally
and structurally dependent upon the analytical systems so a delay in their start is appropriate. Table
B-1 in Annex B provides an overview of RDA efforts and Service involvement.

The management challenge involves the coordination and consolidation of numerous previously
uncoordinated RDA efforts across the Services and Agencies. This strategy, led by the JSMG through
the M&S CAM, established in April 2000, has already resulted in the initiation of the above
mentioned Joint Service RDA efforts.

2.5 DECONTAMINATION

When contamination cannot be avoided, personnel and equipment may need to be decontami-
nated to reduce or eliminate hazards after NBC weapons employment. Decontamination systems pro-
vide a force restoration capability for units that become contaminated. Modular decontamination sys-
tems are being produced to provide decontamination units with the capability to tailor their equipment
to specific missions. Technology advances in sorbents, coatings, catalysis, and physical removal will
reduce logistics burden, manpower requirements, and lost operational capability associated with

42



CB Defense Requirements and Programs

decontamination operations. The following sections detail CB decontamination science and technology
efforts, modemization strategy, and Joint Service programs.

2.5.1 Decontamination Science and Technology Efforts

2.5.1.1 Goals and Timeframes. The goal of decontamination science and technology is to develop
technologies that support two key Joint Future Operational Capabilities (JFOCs): (1) the RC-EL
(Restore - Equipment/Facilities/Large Areas) JFOC, and (2) the RC-LG (Restore - Logistics)
JFOCS. These capabilities will eliminate toxic materials or their effects without performance degrada-
tion to the contaminated object, are non-corrosive, environmentally safe, and lightweight (sec Table
2-6). This area includes decontamination of personnel, individual equipment, tactical combat vehicles,
aircraft, facilities, and fixed sites. Decontamination technologies currently being pursued include
enzymes, non-chlorine based oxidants, catalysts that improve reactivity, decontaminants that are
effective in both fresh and brackish water, improved reactive sorbents, and nanoparticle technology.
Supercritical fluid technology, non-ozone depleting fluorocarbons, and solvent wash technologies are
being investigated for sensitive equipment decontamination, while thermal approaches, solvent wash
technologies, and plasma are among the candidates being evaluated as a decontaminant for interior
spaces of vehicles such as aircraft. Enzyme-based decontaminants that are nontoxic, norn-corrosive,
and environmentally safe are being pursued through DTO CB.09, Enzymatic Decontamination. New
oxidative decon formulations that are effective against both chemical and biological agents are being
developed through DTO CB.44, Oxidative Formulations. These potential decontaminants will also be
nontoxic, non-corrosive, and environmentally safe.

Contamination control involves investigating procedures that minimize the extent of
contamination pickup and transfer, and maximize the ability to eliminate the contamination pickup on-
the-move as well as during decontamination operations. During the last year, increased emphasis has
been placed on aircraft decontamination, especially analyzing material compatibility concems, as part
of the Joint Service Sensitive Equipment Decontamination program, the RestOps ACTD, and other
DoD sponsored studies.

Table 2-6. Decontamination Science and Technology Strategy

By 2002 By 2007 By 2012
¢  Demo improved sorbent e Sensitive Equipment Decon e  New self-decontaminating
delivery systems Systems materials
e  Aircraft Interior Decon ¢ Demonstrate concentrated ¢ Improved thorough decon
procedures enzymatic and oxidative materials
¢ Demonstrate Fixed Site decontaminants e Aircraft and other vehicle interior
decontaminants e Fixed Site applicators decontamination
Demonstrate the next generation of
reactive sorbent powders

2.5.1.2 Potential Payoffs and Transition Opportunities. The payoff from enhanced decon-
taminants and decontamination systems will be new non-corrosive, non-toxic, non-flammable, and
environmentally safe decontamination systems suitable for a timely elimination of CB agents from all
materials and surfaces. This ability will allow forces to reconstitute persornel and equipment more
quickly to increase combat efficiency and lessen the logistic burdens. In the future, reactive coatings
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may allow the continuation of combat operations without the need to disengage for decontamination.
Dual use potential for chemical agent stockpile as well as environmental remediation, especially those
dealing with pesticide and toxic industrial chemical contamination, is being exploited.

2.5.1.3 Major Technical Challenges. There are two principal technical difficulties associated with
this effort. The first is the development of decontaminants that are reactive, non-aqueous, non-corro-
sive, safe for use on sensitive equipment, able to decontaminate a broad spectrum of chemical and
biological agents, environmentally safe, and pose no unacceptable health hazards. The second tech-
nical difficulty is the development of decontamination systems that effectively clean all surfaces and
materials, while at the same time reduce the manpower and logistics burden.

2.5.2 Decontamination Modernization Strategy

Decontamination systems provide a force restoration capability for contaminated units. Exist-
ing capabilities rely upon the physical application and rinse down of decontaminants on contaminated
surfaces. Existing systems are effective against a wide variety of threat agents, yet are slow and labor
intensive and present logistical, environmental, material, and safety burdens. In addition, existing sys-
tems are inadequate for electronic equipment decontamination, deficient for large area, port, and air-
field decontamination, and rely on Decontamination Solution 2 (DS2) and water. To improve capabil-
ities in this functional area, the Joint Services have placed emphasis upon new decontaminating tech-
nologies that reduce existing manpower and logistics requirements. These technologies are safer on the
environment, the warfighter, and equipment. Table 2-7 shows the roadmap for modemizing decon-
tamination systems in DoD.

The goal of the NBC decontamination program area is to provide technology to remove and
detoxify contaminated material without damaging combat equipment, personnel, or the environment. In
FY99 the RDA community worked with the Joint Staff and Services’ operations community and
completed a Decontamination Master Plan that provide a roadmap that integrates RDA efforts with
non-RDA efforts, including policy, doctrine, standards, and revised tactics, techniques & procedures.
Research and development of non-corrosive, all-agent multipurpose decontaminants and
decontaminating systems for combat equipment, aircraft, and personal gear remains a priority.
Alternative technologies, such as sensitive equipment decontamination methods and large-scale
decontamination systems attract interest across the Services. Table D-1 in Annex D provides an
overview of Joint Service RDA efforts and Service involvement.

In order to improve interagency coordination with decontamination S&T efforts, the RDA
community worked with the Defense Threat Reduction Agency (DTRA), the Defense Advanced
Research Projects Agency (DARPA), and the Department of Energy to develop an integrated
decontamination RDA plan. This plan allows agency leaders and researchers to have visibility across
current and planned RDA efforts to avoid duplication of effort, identify relevant research performed by
other agencies, and establish meaningful collaborative efforts.
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Table 2-7. Decontamination Modernization Strategy

NEAR (FY02-03) MID (FY04-09) FAR (FY10-19)
Personal * More reactive, high capacity * Non-caustic, non-corrosive
Equipment [jadsorbent (M291/M295) decontaminant for personnel
Decontam- || » Army-Higher efficiency decon and equipment
inants methods (Sorbent Decon)
Bulk * Non-caustic, non-corrosive, easy | Decontaminants for fixed sites | » Mission tailored decontaminants
Decontam- || to store and manufacture » Navy -Less caustic capability | » Navy -Contamination resistant
inants multipurpose decontaminants shipboard materials
+ Army -Environmentally acceptable
replacement for DS2
* Army -Enzymes for chemical agent
decontamination
Expedient * Auto-releasing coatings; + Self-decontaminating, auto-releasing
Delivery reduces skin contact hazard & | coatings; reduces man-power and logistic
Sy stems labor requirements requirements eliminates skin contact
hazard
Deliberate || « High pressure water wash; mech- | * Rapid large scale decon * Vehicle interior decon capability
Delivery anical scrubber; improved decon- | capability for fixed sites; * Supercritical fluid decontamination
Systems taminant dispenser (increased reduced manpower and logistic | apparatus
vehicle throughput) burden » Army -Waterless decon capability for
* Army -High pressure hot water |+ Non-aqueous capability for electronics and avionics
washing and decontaminate electronics, avionics and other | * Air Force - Sensifive equipment
scrubber capability, reduced water, | sensitive equipment decontamination system for aircrafi
labor, and logistic burden interiors
(M21/M22 Modular Decon System)

1. All programs shown are joint or multi-service, unless indicated as a Service-unique effort (italicized text).
2. Where applicable, systems which meet requirements are listed following the entry.

2.5.3 Joint Service Decontamination Programs

The Army has developed the M291 skin decontamination kit as a replacement for the
M258A1 decontamination kit for all Services, and has introduced the M295 for improved personal
equipment decontamination. The M295 provides the warfighter a fast and non-caustic decontamina-
tion system for personal gear. A new adsorbent which is more reactive and has higher capacity of
absorbing contamination was developed and completed to improve the performance of the M295 kit.
The M295 kit filled with the new sorbent became available for requisition in January 2000.

In the near- and mid- term, DoD continues to research new multi-purpose decontammnants as
a replacement for bulk caustic Decontamination Solution 2 (DS2) and for corrosive High Test Hypo-
chlorite and Super Tropical Bleach. New technologies, such as reactive decontaminating systems,
enzyme-based formulations, and enhanced sorbents are being explored and may offer operational,
logistical, cost, safety, and environmental advantages over current decontaminants. Present shipboard
chlorine-based decontaminant solutions pose an unacceptable corrosion risk to Naval aircraft. Current
procedures require the use of fresh water and normal aircraft detergent solutions.

Ideally, new decontaminant formulations must be extremely reactive with dwell times of under
15 minutes and be effective at a pH below 10.5 in order to eliminate the corrosionrisk. Potential new
solutions-based approaches consist of organic, aqueous and mixed organic-aqueous systems, which
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use catalytic and oxidative chemistries. Some promising decontaminants under consideration are
organized assemblies incorporating monoethanolamine-type moieties, non-chlorine containing
oxidants, such as stabilized peroxides, peroxycarboxylic acids and dioxiranes, and liquid slurries or
suspensions of nanoparticles in organic solvents.

In the far-term, the Services are seeking non-aqueous decontamination systems to provide for
sensitive equipment decontamination at mobile and fixed sites. Advancements during the last 18
months in plasma-based systems appear promising for these types of applications. Additionally, there
is interest and exploratory research in coatings which can reduce or eliminate the necessity of manual
decontamination. The ultimate goal of this coatings effort is to develop a chemically or possibly
electrically reactive coating to apply on equipment when operating under high CB threat conditions.
This coating would then provide immediate decontamination on contact with CB agents, thus reducing
the hazard without any actions required at that time by the warfighter. A detailed description of the
decontamination projects is provided in Annex D.

2.5.4 Other Decontamination Programs

In the near-term, the Army is producing the Modular Decontamination System (MDS) to
enhance vehicle decontamination. The MDS will support thorough decontamination for ground forces
and possess mechanical scrubbing and improved decontaminant dispensing capabilities. It will also
offer a reduction in size, weight, logistics burden, and workload requirements over existing decontam-
ination systems. Similarly, the Marine Corps has procured and is fielding an M17 Lightweight Decon-
tamination System that can be operated with Military Standard fuels. The M100 Sotbent Decon Sys-
tem is scheduled for fielding in February 2002. This decontamination system replaces the M11/M13
DAP and associated DS2 used in immediate decon. This system consists of a nor+toxic and non-
corrosive, powder-based system that provides greater coverage than the M11 at 33% less weight.

2.6 PROTECTION

When early warning is not possible or units are required to occupy or traverse contaminated
environments, protection provides life sustainment and continued operational capability in the NBC
contaminated environment. The two types of non-medical protection are individual and collective.

o Individual protective equipment includes protective masks and clothing. Protective masks that
reduce respiratory stress on the user while improving compatibility with weapon sighting systems
and reduce weight and cost are being developed. Technology advances are being pursued to
produce mask systems that provide fully compatible vision capabilities, laser/ ballistic protection,
and further reduction in logistics and physiological burden. Protective clothing and integrated suit
ensembles are being developed that will improve protection, reduce the physiological and
psychological burden, have extended durability, and have less weight and heat stress burden than
present equipment.

o Collective protection equipment consists of various types of NBC protective filters, entry/exit,
and air movement devices that provide filtered air to a wide range of applications, transportable
shelter systems equipped with NBC filtration systems and, in selected cases, environmental
control. Collective protection in the form of overpressure can be applied to mobile and fixed
command posts, medical facilities, rest and relief shelters, buildings/fixed sites, vehicles, aircraft,

- and ships. Lightweight shelters integrated with NBC filtration, environmental control and power
generation facilities for medical treatment facilities have been developed and are in production.
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Technology improvements are being pursued to reduce power requirements and improve filtration
capacity against current and future NBC agents. Technologies that reduce weight, volume, cost,
and improve the deployability of shelters and filtration systems are also being pursued.

2.6.1 Protection Science and Technology Efforts

2.6.1.1 Individual Protection Goals and Timeframes. The goal of the individual protection area is
to reduce the physiological burden associated with wearing protective equipment while maintaining,
and potentially improving, the already high level of protection against CB warfare agents and radio-
logical particles (see Table 2-8). Individual protection equipment must also provide protection against
emerging threats, such as novel agents or toxic industrial materials (TIMs). To achieve these goals, key
physiological performance requirements to the design and evaluation of clothing and respirators are
being established. New barrier and filtration materials and selectively permeable materials are being
developed and evaluated to accommodate these performance requirements. Maximizing the protection
afforded by mask filters is being addressed by Defense Technology Objective Universal End-of-
Service- Life Indicator for NBC Mask Filters. The technology is expected to have applications for
collective protection and clothing also. Incorporation of agent reactive catalysts and biocides into CB
protective materials for increased protection is being addressed by Defense Technology Objective
(DTO CB.45) Self-Detoxifying Materials for CB Protective Clothing.

Table 2-8. Protection Science and Technology Strategy

By 2002 By 2007 By 2012

¢ Demonstrate selectively perme-

able membranes as a viable alter-

native to adsorbent lined perme-
able materials for clothing

¢ Demonstrate improved filtration
media and advanced filter bed
configurations for protective
mask and collective protection
applications

¢ Demonstrate lightweight, low
cost materials and advanced
closures for shelters

Investigate reactive materials as
a means of self-detoxifying
clothing and shelters
Investigate residual life indica-
tors for mask filters, collective
protection filters, and clothing
Investigate advanced adsorb-
ents and filter bed configura-
tions to provide protection
against a wider spectrum of
threats NBC & TIM)

Investigate membrane/
adsorbent composites for
clothing

Investigate nontraditional
filtration (non-adsorbent
based and/or non-single
pass) for collective

"protection applications

Investigate protective
shelter materials to replace
general purpose (non-
protective) shelter materials

2.6.1.2 Collective Protection (CP) Goals and Timeframes. The goals of the collective protection
area are to (1) reduce the weight, size and power requirements of CP systems, (2) reduce the logis-
tical burdens associated with the maintenance of CP filters, (3) improve protection capabilities against
current and emerging threat agents, including TIMs, and (4) improve the deployability of transportable
shelter systems (see Table 2-8). To achieve these goals, improvements to system components (inclu-
ding transportable shelters) are being investigated along with improvements to the current vapor and
particulate filtration media. Regenerative vapor and particulate filtration materials processes are being
investigated to eliminate the need for filter change and improve the capability against any battlespace

NBC threats. The primary effort for investigating adsorbents for both single-pass and regenerative
filtration applications is articulated in the Defense Technology Objective Advanced Adsorbents for

Protection Applications.
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2.6.1.3 Potential Payoffs and Transition Opportunities. Individual protection investments will
result in improved respiratory and percutaneous (skin) protection with reduced physiological and
psychological burden to the individual warfighter. Improved air filtration systems or technologies for
collective protection applications will allow for extended operation in an NBC contaminated environ-
ment, reduce the logistics burden associated with filter replacement, reduce weight, volume and power
requirements, and improve the capability against current and emerging threats. Filtration technology
has commercial application to the chemical industry and automotive applications.

2.6.1.4 Major Technical Challenges. Integrating CB protection into future weapon systems
necessitates tradeoffs between performance requirements and limitations of materials and designs.
Integral respiratory protection requires tradeoffs between physiological performance parameters such
as pulmonary function, field of view, speech intelligibility and anthropometric sizing against constraints
such as cost, size/weight, protection time, and interfacing with other equipment. CB protective clothing
development requires balancing the physiological and psychological burden imposed upon the war-
fighter with maximum obtainable CB agent protection. Significant advancements have been made in
improving the weight/bulk and power requirements of personal cooling systems, but further work in
this area is needed. Air purification systems require tradeoffs with respect to performance, user
requirements, size, weight and power constraints, as well as longer life. Addition of threats such as
TICs/TIMs increases the need for additional protection and makes the challenge of reducing physio-
logical performance and size/weight constraints more difficult, requiring threat versus design tradeoffs
essential and tailoring of equipment to meet the threat.

2.6.2 Protection Modernization Strategy

Forces cannot always avoid NBC hazards, therefore, individual warfighting units must be
provided materiel to protect them from the effects of these lethal agents. Protection must be effective
against all known threats with minimal degradation to the performance of personnel, weapons, or
equipment. Protective measures allow our forces to maintain combat superiority in NBC contaminated
environments. A summary of protection modernization requirements is provided in Table 2-9.

The goal of the protection RDA area is to provide equipment that allows U.S. forces to oper-
ate in a NBC contaminated environment with minimal degradation of the warfighters’ performance.
Near-, mid-, and far-term objectives are to reduce physiological and logistical burdens while main-
taining current protection levels.

Protective masks will be improved to reduce fatigue, thus enhancing ability to perform mission
tasks. Mask systems will require increased NBC survivability and compatibility with combat or per-
sonal equipment. Future respiratory systems, such as the Joint Service Aircrew Mask (JSAM) and
Joint Service General Purpose Mask (JSGPM) will require enhanced compatibility with life support
equipment and tactical systems, and JSAM with fixed and rotary wing aircraft. They will also require
the capability to remove TICs/TIMs as well as traditional CB agents. In the future, the focus will be on
integrated respiratory protective ensembles, which offer optimal compatibility with personal, tactical,
and crew support systems. Key technologies for future mask systems include mask service life indica-
tor, advanced materials, improved adsorbents, and improved models and test technologies for pro-
tection assessment.
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Table 2-9. Protection Modernization Strategy

* Chemically Hardened Air Transportable
Hospital (CHATH)
* Rapid insertion of technology
improvements into existing equipment
(JCPE)
* Marine Corps -Protection for all combat
vehicles and unit shelters
* Army -NBC protection for tactical Medi-
cal units (CB Protective Shelter, CBPS).

- Apply regenerable vapor filter to
Comanche,

- Apply collective protection to advanced
vehicle concepts.
* Air Force - Upgrade/install collective
proftection into existing rest/relief shelters.
* Navy - Backfit ships with contamination
| free protected zones - (Collective Protection

System Backfit)

logistical burden

* Reduced logistics burden, improved
protection against current and future
threats

* Improved current collective pro-
tection filters and equipment (JCPE)
» Support medical treatment in a CB
environment for Airborne, Air
Assault, and Heavy Divisions (CBPS)
» Lighter, more mobile, easier setup,
more affordable shelters (JTCOPS)

NEAR (FY02-03) MID (FY04-09) FAR (FY10-19)
Individual * Voice amplification; laser/ballistic eye * Reduced physiological and * Advanced Integrated
Eye/ protection; improved decontaminability, | psychological burden, improved Individual Soldier Protection
Respiratory better comfort (M40A1/M42A2) comfort, enhanced optical and system (Future Soldier
* Army - Aircrew mask compatible with communications, improved System)
Apache helicopter systems with a signifi- | compatibility * Improved multiple agent
cantly lighter motor/blower unit (M48) » New mask systems for general protection
* Army -Improved compatibility with purpose and aviation masks (JSGPM,
aviation sighting/night vision systems; JSAM)
reduced logistics burden using non-blower |+ Lightweight CB mask for low threat
systems, selected for Land Warrior (M45) | environments (JSCESM)
* Navy -Improved complete protection
Sor all aircrews
(CB Respiratory System)
* Improved mask leakage tester
(JSMLT)
Individual » Advanced protective suit technology; * Improved cutaneous protection * Integrated multiple threat
Clothing lighter, improved agent protection; reduced | * Improved protection for aviators modular protection (chemical,
heat stress integrated with all respiratory | (JPACE) biological, environmental, and
systems. « Service Life Indicator flame)
- Improved foot protection (MULO) * Army —Improved protection for « Self-detoxifying clothing’
Improved hand protection short term use for special purposes
(T4P)
Collective * Chemically Protected Deployable * Improved filters to extend filter life, | * Family of advanced
Protection Medical Systems (CP DEPMEDS) reduce maintenance and reduce collective protective systems

for vehicles, shelters, ships,
and light forces

* Regenerable/advanced
protective filtration for
vehicles/vans/shelters

1. All programs shown are joint or multi-service, unless indicated as a Service-unique effort (italicized text).
2. Where applicable, systems which meet requirements are listed following the entry.

Future protective clothing ensembles for U.S. forces will require reductions in bulk and weight
without any loss of protection or durability. To satisfy these needs, the Services have consolidated
their mission specific requirements into the Joint Service Lightweight Integrated Suit Technology
(JSLIST) program. The JSLIST program developed and is fielding the JSLIST Overgarment and is
manufacturing Multi-purpose Overboots (MULQ). The JSLIST Block 1 Glove Upgrade (JB1GU)
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Program is seeking an interim glove to replace the current butyl rubber glove. The follow on to the
JB1GU will be the JB2GU program that will be produce gloves for both ground and aviation units.
The Joint Protective Aircrew Ensemble (JPACE) will be developed to provide aviators with the same
advantages and improved protection as JSLIST provides to other warfighters. Similarly, clothing
systems for Explosive Ordnance Disposal (EOD) personnel and firefighters are required to enhance
existing chemical protection systems without undue physiological burdens.

Collective protection equipment (CPE) development efforts are focused on NBC protection
systems at the crew, unit, and platform level. New CPE systems will be smaller, lighter, less costly,
and more easily supported logistically. New systems are required to provide clean environments for
critical operations (i.e., where individual protective equipment (IPE) otherwise places an unacceptable
burden upon the warfighter in performing duties) and for essential rest and relief. Modernization efforts
will concentrate on: (1) improvements to current vapor and particulate filtration media to extend filter
life and to offer improved performance against current and/or emerging threats, (2) advanced air filtra-
tion (vapor and particulate) technologies, integrated with environmental control, to greatly reduce the-
logistical burden and offer greatly improved performance against current and postulated threats, (3)
increased application of collective protection systems onto vehicles, vans, shelters, fixed sites, and
ships, within the Joint Services, (4) improved transportable shelter system with integrated power/
environmental control/filtration, (5) improvements to current collective protection systems to reduce
weight, volume, and power requirements, and (6) standardization of filters within the joint services to
address storage and procurement concems. Efforts are in place to support major weapons systems
developments, such as the U.S. Army’s Comanche, Crusader, Bradley, Breacher, Heavy Assault
Bridge, Future Scout and Cavalry System, the USMC Advanced Amphibious Assault Vehicle
(AAAV), and other advanced weapons platforms.

2.6.3 Joint Service Protection Programs

Joint programs are shown in Table 2-9; Service-unique programs are 1tahclzed A detailed
description of Joint IPE and CPE programs is provided in Annex B.

Individual Protection

Eye/Respiratory. The M40 and M42 series masks (for individuals and armored vehicle
crewmen, respectively) are undergoing the final stages of fielding to replace their M17, M9 and M25
series counterparts. The new masks offer increased protection, improved fit and comfort, ease of filter
change, better compatibility with weapon sights, and a second skin, which is compatible with Army
and Marine Corps protective ensembles. The second skin design also is being reviewed by the Navy
and Air Force for potential adoption. The Army, Marines, and Air Force are also fielding the
Protection Assessment Test Systems (PATS) to provide users of the M40, M42, and MCU-2/P
series masks with a rapid and simple means for validating the fit and function of the mask to ensure
readiness. The Navy is evaluating the use of PATS with its MCU-2/P series mask.

The Navy, in coordination with the Marine Corps, is leading an effort to equip all forward
deployed fixed and rotary wing aircrew with improved chemical, biological, and radiological (CBR)
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protection. The CBR ensembles will feature off-the-shelf items, such as the CB Respiratory System.
The Army, in cooperation with the Marine Corps, recently completed a product improvement pro-
gram for the M40 series mask that allows ground crew to aircrew communication. The Air Force
continues to field Aircrew Eye-Respiratory Protection (AERP) systems to protect aircrews from CB
hazards. This system complements the recently fielded lighter weight aircrew ensemble. Efforts are
planned in the near- to mid-term to develop a Joint Service Mask Leakage Test System as a sup-
plement and/or replacement for the M41 PATS, depending on service specific maintenance concepts.

Mid- and far-term research is focused on improved vapor and particulate filtration technology,
and improved masks for light and special operations forces (SOF). Development will be completed in
the mid-term for the Joint Service Aircrew Mask and Joint Service General Purpose Mask, which will
provide improved eye, respiratory, and face protection against current and future agents. It will maxi-
mize compatibility with future weapon systems, be lightweight, and offer modular facepieces to
accommodate a variety of mission profiles. A mid-term Joint Service Chemical Environment Surviva-
bility Mask (JSCESM) will provide a mask capable of being stowed easily in packs or pocket as an
expedient means of CB protection in low threat and special operation situations. Future protective
mask efforts will focus on integrated mask-helmet systems supporting specific needs of the Joint
Services and integrated warrior programs (Land Warrior, Air Warrior, Mounted Warrior, and
Force XXI).

Clothing. In the area of full body protection, the JSLIST program coordinated the selection
of advanced technology chemical protective materials and prototype materials. The JSLIST Over-
garment and the Multipurpose Overboot (MULO) were adopted by all four services. The JSLIST
Overgarment is a 45 day garment (i.e., it may be wom for 45 days over a maximum of 120 days after
the suit has been opened) that provides 24 hours of chemical protection. It is launderable and lighter
weight than the Battle Dress Overgarment (BDO). The MULO will replace the black vinyl overboot/
green vinyl overboot (BVO/GVO). The MULO is a 60 day boot that provides 24 hours of chemical
protection. The boot has increased traction, improved durability, petroleum, oil, and lubricant (POL)

and flame resistance.

The JSLIST Pre-Planned Product Improvement (P31) addressed requirements not met
through the baseline JSLIST program. This program sought new JSLIST material technologies, but no
candidate materials were found to meet the requirements under this program. Subsequently, the
JSLIST Additional Source Qualification (JASQ) was initiated to qualify additional sources of JSLIST
materials and to conduct field wear tests and laboratory chemical tests on commercial JSLIST suit
candidates. Government and industry are partnering to plan the testing approach. The JASQ candi-
dates that perform as well as, or better than the current JSLIST garment will be considered for place-
ment on a JSLIST qualified products list and may be authorized as additional JSLIST material
sources. In addition, the Air Force and Army leveraged technology from the JSLIST program in the
development of a chemical protective firefighter’s ensemble.

In the far-term, efforts will focus on integrated protection. Next generation technology will be
directed toward integrating CB protection into a system that will also provide environmental, ballistic,
directed energy, and flame protection, as well as reduced physiological and psychological burdens. A
strong emphasis on supporting technologies must continue. Materials that detoxify a broad range of
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chemical and biological agents on contact, which can be incorporated into fibers, nanofibers, fabrics,
and selectively permeable membranes, are being developed using biotechnology, electrospinning, and
more conventional approaches.

Collective Protection (CP)

The Services currently use the M20A1 Simplified CPE and the M28 shelter liners to provide
CP collective protection to existing structures. Environmental control is also being added to selected
applications. The M20A 1 CPE provides resistance to liquid agent and allows expansion of protection
area and has been fielded. The M28 Simplified CPE has been integrated into CP DEPMEDS and
CHATH field hospitals.

CHATH and CP DEPMEDS are joint programs to integrate environmentally controlled col-
lective protection into already fielded Army and Air Force field hospitals in order to sustain medical
operations in a CB contaminated environment for 72 hours. Chemical protection is integrated into
existing Tent Extendable Modular Personnel (TEMPER)-based medical tents and shelters and the
Modular, General Purpose, Tent, Extendable System (MGPTS) through addition of M28 Simplified
CPE, chemically protected heaters and air conditioners, and alarms. CP DEPMEDS also includes CB
protective water distribution and latrine systems.

The Chemically and Biologically Protected Shelter (CBPS) is a highly mobile, rapidly deploy-
able shelter system designed to be used for Level I and II divisional and non-divisional forward area
medical treatment facilities. The system is self contained/self-sustaining, It is permanently integrated
with a M1113 Expanded Capacity Vehicle (ECV) with a Lightweight Multipurpose Shelter. The ve-
hicle tows a trailer and generator set. The vehicle transports a CB protected airbeam supported soft
shelter, self-contained environmental support and power generation system, a crew of four and gear,
and medical equipment. The CBPS presently is in limited production to meet an urgency of need
requirement. Operational Testing was conducted July through November 2000 to verify operational
suitability and effectiveness for use in treatment squads to support type classification in April 2001.
Further operational testing was initiated in FY01 to obtain approval for fielding for use in medical
companies and Forward surgical Teams. Mid-term objectives are to initiate development of CBPS to
support medical treatment for Airbome, Air Assault and Heavy Divisions.

Other near to mid-term collective protection efforts, such as the Joint Collective Protection
Equipment (JCPE) will use the latest technologies in filtration, environmental controls, and power
generation to improve and/or standardize current collective protection equipment so that it is lighter,
more efficient, more affordable and less logistically burdensome. The Joint Transportable Collective
Protection System (JTCOPS) will be the next generation lightweight, modular, easily transportable,
self-supporting collective protection shelter that will provide relief from psychological and physiological
stresses during sustained operations in a contaminated environment. Redesign and concept tradeoff
assistance regarding advanced filtration technologies, such as Pressure Swing Adsorption (PSA) and
Catalytic Oxidation (CatOx) has been provided to the Comanche, Crusader, USMC AAAV, and
U.S. Army advanced vehicle efforts. The USAF is currently undergoing a major upgrade to their
mobile and fixed site collective protection capabilities.
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2.6.4 Defense Advanced Research Projects Agency (DARPA) Protection Programs

This thrust focuses on destroying or neutralizing pathogens and toxins before they enter the
body. For example, both personal and collective protection air purification systems under develop-
ment will have significantly enhanced performance relative to the conventional carbon/ HEPA-filtered
gas masks and currently used catalytic oxidizer-based systems in use today. These existing systems
suffer from a number of drawbacks including poor selectivity, slow adsorption kinetics, the need for
expensive containment techniques, relatively low capacity, and high pressure drops. DARPA is devel-
oping air purification systems that (1) provide filtration media with lower pressure drops, greater
capacity, improved retention, and possible neutralization of the pathogens using designer carrier
systems—such as microfibrous materials—and designer sorbent materials (tailored pore size and pore
chemistry for personal protection), (2) destroy and neutralize chemical and/or biological agents using a
small catalytic oxidation reactor, and (3) for personal protection, the paper-making technique, pre-
pared and microfibrous sorbent based, highly advanced felt-like filters are designed and packaged for
the next generation of a joint service mask. These filters also lend themselves to fabricating low-cost,
foldable/ portable emergency smoke hoods with extended gas sorption capabilities and regenerable,
biological pathogen-destroying and gas-sorbing aircraft cabin and collective protection filters. The
small thermocatalytic air purifier intended for collective protection shelters has been recently selected
by the Joint Service CB Defense science and technology program for technology transition funding,

DARPA is also developing a number of innovative approaches to disinfect and purify water in
the field from any source. These approaches include the use of mixed oxidants combined with novel
and improved filtration methods. A pen-sized or cap-sized mixed chemical oxidant unit kills or inact-
vates microbial pathogens, prevents re-growth of microbial contaminants for days after initial treat-
ment, and provides an order of magnitude improvement in disinfection effectiveness against spores
compared with chlorine or iodine. The mixed oxidant solution can also disinfect equipment, utensils,
and possibly wounds inflicted on an individual. During 20012002, the mixed oxidant water disinfec-
tion pens are being field tested by the Marines in Afghanistan. In the near-term, the USAF and other
Special Operations plan to evaluate the device for Escape and Evasion kits. The same mixed oxidants
are dispensed into a backpack worn or-the-move, new generation hydration system compatible with
the current fighting load carrier and body armor. The oxidants deactivate biological pathogens; a thick
film adsorbent removes volatile organics and a direct (forward) osmosis membrane filters undesirable
mineral content, pesticides and spore forming bacteria to cover all CB requirements. Recently, a larger
scale prototype of the same mixed oxidant technology successfully demonstrated the ability to purify
water on board the USS Empire. For improved filtration, newly discovered methods to fabricate and
treat the surface of carbon are exploited to create far superior performance (lower pressure drops,
contact efficiency, improved viral absorption rates) than existing activated carbon granules.

Projects in the area of decontamination and neutralization are developing methods for destroy-
ing agents in a nor-corrosive manner without using extremely high power or harmful chemicals. Cur-
rent decontamination methods either employ concentrated bleach that can be corrosive to materials,
people, and electronics or else methods that use extremely high power lasers, lamps, or discharges.
One approach in the DARPA program is the development of BCTP—an emulsion made from water,
soybean oil, Triton X 100 detergent, and the solvent tri-n-butyl phosphate—that is benign to humans,
plants, animals, and electronics but quickly kills bacteria, spores, and most viruses. Stable, highly
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effective biological enzyme/polyurethane foam mixtures are also being explored for their ability to
neutralize both biological and chemical threat agents and for the decontamination of exposed personnel
and materiel.

In addition, under the Immune Building Program, DARPA is developing technologies and
systems to allow military buildings to actively respond to attacks by agents of chemical or biological
warfare so as to (1) protect human occupants from the lethal effects of the agent, (2) restore the
building to function quickly after the attack, and (3) preserve forensic evidence about the attack. The
program focus is on the challenging problem of protection from covert agent release inside buildings.
Enabling buildings to respond actively, in real time, to the presence of threat agents will not only greatly
reduce the effectiveness of such attacks, but will also make the buildings less attractive as targets.

2.6.5 Other Protection Programs

Programs supporting requirements of a single service are shown in Table 2-7 as italicized
entries. A detailed description of IPE and CPE projects is presented in Annex C.

Individual Protection
Eye/Respiratory. The Army is developing the M48 protective mask to replace the M43

series masks. The M48 will be for Apache pilots. It will provide a lightweight motor blower unit, use a
standard battery, and will provide increased protective capability.

In the near-term, the Army will replace the M43 mask for the general aviator (non-Apache
applications) with the Aircrew Protective Mask, M45. The M4S5 is lighter and less expenswe than the
M43 and features CB protection without the aid of force ventilated air.

Clothing. The Army has approved fielding of the Self-Contained Toxic Environment Protec-
tive Outfit (STEPO). STEPO provides OSHA level A protection for Army Chemical Activity/Depot
(CA/D), Explosive Ordnance Disposal (EOD), and Technical Escort Unit (TEU) personnel. The
Army has also developed an Improved Toxicological Agent Protective (ITAP) ensemble that provides
level B or C protection for short term operations in Immediately Dangerous to Life and Health (IDLH)
toxic chemical environments (up to one hour), emergency life saving response finctions, routine
Chemical Activity operations, and initial entry and monitoring activities. The ITAP ensemble
incorporates improvements in material and design. It includes a one-hour supplied air bottle system,
which can be switched to a filtered air respirator when operators exit the area of high contamination. A
Personal Ice Cooling System (PICS) has been developed for use with both the ITAP and STEPO.

Collective Protection

The Navy now includes the Collective Protection System (CPS) on selected spaces on new
construction ships. Currently the DDG-51, LHD-1, AOE-6, and LSD-41 ship classes are being built
with CPS. The Navy also has the capability to backfit CPS on ships already in Service. The Selected
Area Collective Protective System (SACPS) has been installed on selected LHA-1 class ships. The
Ship CPS Backfit program continues to backfit selected spaces critical to amphibious ships with CPS.
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These spaces include hospital areas, command and control areas, and rest and relief areas. The Navy
Shipboard Collective Protection Equipment (CPE) effort will increase the shipboard particulate filter
life (from the current one or two years) to at least a three year service life, through the use of new
particulate pre-filter materials and the use of new high efficiency particulate (HEPA) filter media. The
Shipboard CPE will thus provide millions of dollars of savings in life cycle costs by reducing shipboard
maintenance requirements and providing energy efficient fans. The Shipboard CPE will transition to the
JCPE in FY03.

2.7 MEDICAL SYSTEMS

2.7.1 Introduction

Many countries and terrorist groups have acquired the means to produce and deliver chemi-
cal, biological, and radiological weapons. NBC proliferation increases the threat to deployed U.S.
forces. Chemical warfare (CW) agents are available worldwide and include vesicants (blister agents),
nerve, blood, and respiratory agents. Biological warfare (BW) agents include bacteria, viruses,
rickettsiae, and toxins, many of which can be produced by any group with some basic knowledge of
microbiology and access to a scientific laboratory or a pharmaceutical facility. The primary radiologi-
cal/nuclear warfare (RW) threat is the use of conventional explosives to spread nuclear contamination
over a limited area or strategic terrain (including use against reactors or industrial radiation sources)
and potentially the use of a single or a small number of crude nuclear weapons. Exposure to multiple
threats may result in synergistic effects.

Under the CBDP, and overseen by the Medical Systems Commodity Area Manager, the
Medical Chemical and Biological Defense Research Program (MCBDRP) is chartered as the joint
focal point for medical research efforts to counter CW and BW threats. Separate from the CBDP, the
focal point for medical radiological defense research is the Armed Forces Radiobiology Research
Institute (AFRRI). Taken together, these programs form a virtual Joint Medical Chemical, Biological,
and Radiological Defense Research Program (JMCBRDRP). The JMCBRDRP mission is to preserve
combat effectiveness by timely provision of medical countermeasures. Countermeasures are devel-
oped in accordance with joint service mission needs and requirements in response to threats of
chemical, biological, or radiological contamination.

Along with individual and collective protection, medical systems forms a third area associated
with the NBC defense principle of protection. Medical Systems include all pharmaceuticals, biologics,
and devices that preserve combat effectiveness by timely identification, diagnosis, and provision of
medical countermeasures in response to Joint Service chemical, biological, or radiological warfare
defense requirements. Technology advances are being pursued in the creation and manufacturing of
vaccines and pharmaceuticals that prevent the lethal and/or incapacitating effects of biological, chem-
ical, or radiological warfare agents. Therapies that improve survival and lessen time for return to duty
have been developed. Also being developed are rapid portable diagnostics that will facilitate a quick
medical response for exposed warfighters.
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The JMCBRDRP has the following goals:

(1) Provide individual level medical protection and prevention to preserve fighting strength.
(2) Maintain technological capabilities to meet present requirements and counter future

threats.

(3) Provide medical management of CW, BW, and RW casualties to enhance survivability,

and expedite and maximize return to duty.

(4) Sustain basic research that provides the knowledge upon which innovative diagnostics,

prophylaxes, and therapies are developed.

DoD medical NBC defense research and development programs have provided numerous

products to protect and treat service members. Assessment methodologies enable threat evaluation
and injury prediction. Medical prophylaxis and treatment strategies reduce performance decrements,
injuries, and deaths of military personnel in the field, thus enabling them to accomplish their missions,
reducing the need for medical resources, and decreasing the probability of long-term health effects.

Specific initiatives programmed to improve NBC defense medical readiness include:

Continued emphasis on NBC medical countermeasures research. _

Development and implementation of a biological defense immunization policy for U.S. forces
and other-than-U.S. forces.

Cooperative initiative with the U.S. Food and Drug Administration (FDA) for acceptance of
efficacy data derived from animal studies as surrogates for large-scale human efficacy trials to
license drugs and biological products that cannot be ethically tested for efficacy in humans.

A prime systems contractor to the Joint Vaccine Acquisition Program (JVAP) continues its
effort to develop, license, produce, and store biological defense vaccines.

Enhanced medical diagnostic capability for diseases/injuries caused by all agents.

Studies to elucidate the toxicity and mechanism of action of Fourth Generation Agents, and to
determine the effectiveness of current medical countermeasures.

Studies to evaluate the effects of exposure to low levels of chemical warfare agents (CWAs).
Training of health care professionals for the medical management of chemical, biological, and
radiological casualties.

Identification and testing of medications and therapeutic regimens that reduce the effect of
radiation on both bone marrow and the intestinal tract.

Consequence assessment of sub-lethal radiation exposure combined with susceptibility to
biological and chemical agents.

Medical NBC defense research programs discussed in this section are divided into chemical,

biological, and nuclear research. Table 2-10 provides a summary of the programs and the planned
modemnization strategy through the far term.
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Table 2-10. Medical NBC Defense Programs and Modernization Strategy

NEAR (FY02-03)

MID (FY04-09)

FAR (FY10-19)

Medical Chemical Defense

Licensed SERPACWA (Skin
Exposure Reduction Paste
against Chemical Warfare
Agents)

Licensed pyridostigmine Bromide

Licensed ophthalmic ointment for vesicant
ocular injury

Licensed advanced anticonvulsant

Licensed active topical skin protectant

Licensed advanced prophylaxis for chemical
warfare nerve agents

Licensed specific protection and treatment

Medical Biological Defense

Licefls'ed multichambered for blister agents (vesicant agent
automjector countermeasures)
Licensed therapeutic lotion for burns caused
by vesicant agents
Licensed vesicant agent prophylaxis
Joint Biological Agent Licensed smallpox (vaccinia virus, cell Licensed Next Generation Anthrax vaccine
Identification and Diagnostic culture-derived) vaccine Licensed recombinant Plague vaccine
System (JBAIDS) Block I JBAIDS (Block IT) - FDA approval foruse | Licensed multivalent Venezuelan equine

as a diagnostic system
Initiate JBAIDS Block 111
FDA-approval to add indications to licensed

therapeutics for exposure to plague, anthrax
and smallpox

Licensed broad spectrum immunomodulator
for biodefense against multiple threat agents
including anthrax, plague and tularemia

Licensed Tularemia vaccine

encephalitis (VEE) vaccine
Multiagent vaccine delivery capability
JBAIDS Block III production

Licensed Recombinant Multivalent (A,B)
Botulinum vaccine

Licensed Ricin vaccine

Licensed recombinant Staphylococcal
Enterotoxin (A, B) vaccine

Licensed broad spectrum antibiotics and
antivirals
Licensed therapeutics for toxin exposure

Alternative delivery methods for vaccines
and immunogens

Medical Nuclear Defense

Broad spectrum, nontoxic
androstene steroid protectant
validated in small/large
preclinical models

Combination cytokine therapy
for blood-forming tissue
injury; safety and efficacy
testing in small/large animal
model

Improved cytogenetic markers
with automated sample
processing and image analysis;
reduced analysis time and
increased throughput

Complete assessment of
prophylactic efficacy of
anthrax vaccine for animals
exposed to combined

B. anthracis spores and
ionizing radiation

Sustained, slow-release radioprotective drug
delivery for extended-exposure protection

New-generation neutraceutical and
recombined biologics for prophylaxis and
therapy of multiorgan radiation injuries;
safety and efficacy testing in large animal
model

Multiplexed cytogenetic biodosimetry with
better accuracy and precision; improved
diagnostic predictive capability

Molecular biomarker-based biodosimetry for
field applications; dose/response correlation
for selected expression molecular biomarkers

Module for casualty prediction models
(CATS/HPAC); mortality prediction from
combined B. anthracis and radiation
exposure

Evaluation of therapeutic approach

(genistein and Lactobacillus reuteri) for
shigellosis and radiation exposure

Licensed products to reduce/prevent
radiation-induced short- and long-term
(cancer) injuries

Licensed products for treating severe
radiation injuries

Cytogenetic-based biodosimetry system;
employment in field hospitals

Molecular biomarker-based biodosimetry
system validation complete; small,
transportable system for field environments

Approved standards for medical
management of combined radiation/B.
anthracis exposure

Licensed products to reduce/prevent injury
and disease from combined radiation/human
pathogen exposure

Field-capable suite of clinical biological
dosimetry tests for rapid assessment of
exposure.
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2.7.2 Challenges in Medical NBC Warfare Defense Programs

Medical prophylaxes, pretreatments, and therapies are necessary to protect personnel from
the toxic or lethal effects of exposure to all validated threat agents, as well as other anticipated threats.
DoD has fielded a number of medical countermeasures that greatly improve individual medical
protection, treatment, and diagnostic capabilities.

Executive Order 13139 of September 30, 1999 makes it the policy of the United States Gov-
emment to provide military personnel with safe and effective vaccines, antidotes, and treatments that
will negate or minimize the effects of exposure to a range of CBR weapons as well as diseases endenr
ic to an area of operations. This executive order establishes the procedures for the administration of
investigational new drugs to members of the Armed Forces to include informed consent requirements
and waiver provisions. DoD Directive 6200.2, Use of Investigative New Drugs for Force Health
Protection, August 1, 2000, establishes policy for the use of investigational new drugs for force health
protection, incorporating the requirements of 10 U.S.C. 1107, the Executive Order 13139, and the
FDA interim final rule (21 CFR 50.23(d)).

The acquisition life cycle of medical products developed by DoD is normally managed in
accordance with the guidelines found in DoD Regulation 5000.2-R. However, DoD also must comply
with the requirements of Title 21, Food & Drugs, Code of Federal Regulations (CFR), for the manu-
facture, testing, and licensing of medical products.

The DoD is working closely with the FDA to amend the CFR for New Drug and Biological
Products that cannot meet the efficacy studies required by the FDA for product licensure because they
are either not feasible and/or cannot ethically be conducted under the FDA'’s regulations for adequate
and well controlled studies in humans. (See 21 CFR Sec. 312.21(2)(b).) DoD presented a proposal
to the FDA’s Vaccines and Related Biological Products Advisory Committee to use animal efficacy
data as evidence demonstrating the efficacy of the Pentavalent Botulinum Toxoid (ABCDE). The
Advisory Committee recommended that the FDA accept DoD’s proposed animal model for efficacy
data for licensure of the Pentavalent Botulinum Toxoid (ABCDE). The FDA has proposed a rule that
allows the use of animal efficacy data for those products that either cannot be tested ethically in
humans or it is unfeasible to test. This proposed rule has been published in the Federal Register
[Federal Register: October 5, 1999 (Volume 64, Number 192)].* As of the second quarter FY 02,
the proposed rule has not been finalized.

Medical NBC defense products are thoroughly tested and evaluated for their safety in accord-
ance with FDA guidelines before administration to any personnel. All medical products must be safe
to use and not degrade operational performance. In cases where adverse effects are known or pos-
sible, a decision must be made—and a risk accepted—of the potential effects of a medical product
versus the catastrophic effects of NBC weapons. Even in those cases where efficacy could not be
studied in human clinical trials, the safety profiles of the products are well delineated. In many cases,
the safety is well understood because the medical products have been widely used to treat other
medical conditions.

* Available at hitp://www.fda.gov/cher/rules.htm
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While there are efforts to reduce reliance on animals as subjects of research (see Section
2.7.3.), the use of animal models remains a critical aspect in the development of some medical prod-
ucts. One of the challenges in the development of some medical products is a continuing and growing
lack of availability of specific non-human primates, frequently used and the animal model of choice in
many definitive efficacy studies of vaccines and therapeutics. DoD is currently investigating the total
non-human primate requirements, and identifying alternative models, including non-human primates
other than those in short supply, other animal models, and non-animal models (e.g., cell cultures). This
investigation is intended to preclude potential resource limitations from slowing the development of
medical NBC defense products.

2.7.3 Reducing Reliance on the Use of Animals as Subjects of Research

In accordance with the FY95 National Defense Authorization Act, which directed DoD to
establish aggressive programs to reduce, refine, or replace the use of animals in research, the
JMCBRDRP utilizes and develops technologies that will reduce reliance on animal research. When
possible, the research programs employ computerized molecular modeling, computer predictions, in
vitro cell cultures, a cell-free reaction system, an in vitro model of human skin, and a lipid bilayer
system to replace the use of animals. Statisticians evaluate all research proposals that use animals to
ensure that the minimum number of animals required to obtain scientific validity are used. Animals
lower on the phylogenetic scale (or the least sentient species) are used if the selection will permit
attainment of the scientific objective. Additionally, a veterinarian with expertise in laboratory animal
medicine reviews all procedures that might cause pain or distress in laboratory animals to determine
the procedural modifications, analgesics and/or anesthetic regimens that could be incorporated to
minimize pain or distress. Detailed protocols are comprehensively reviewed and approved by an
Institutional Animal Care and Use Committee before experiments are initiated; the small percentage of
protocols which specify the use of non-human primates undergo further scrutiny by the U.S. Army
Medical Research and Materiel Command (USAMRMC) Animal Use Review Office. Policies and
procedures of the Association for the Assessment and Accreditation of Laboratory Animal Care —
International are rigorously enforced and followed. DoD policy requires that animal use be conducted
in full compliance with the Animal Welfare Act and that animals are to be used in research only when
scientifically acceptable alternatives are not available.

2.7.4 Joint Medical Chemical Defense Research Program

The mission of the Joint Medical Chemical Defense Research Program (JMCDRP) is
preserve the health, safety, and combat effectiveness of warfighters by timely provision of medical
countermeasures in response to joint service chemical warfare defense requirements.

2.7.4.1 Goals. The goals of the IMCDRP are the following:
¢ Maintain technological capability to meet present requirements and counter future threats:

- Determine sites, méchanisms of action and effects of exposure to CWAs.

- Exploit neuroscience technology and dermal pathophysiology to identify mechanism of
action of CWAs.

- Identify sites and biochemical mechanisms of action of medical countermeasures.
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- Exploit molecular biology and biotechnology to develop new approaches for medical
countermeasures.

- Exploit molecular modeling and quantitative structure-activity relationships supporting
drug discovery and design.

Provide individual-level prevention and protection to preserve fighting strength:

- Develop improved prophylaxes, pretreatments, antidotes, and therapeutic
countermeasures.

- Develop skin protectants and decontaminants.

- Identify factors that influence safety and efficacy properties of candidate
countermeasures.

- Develop and maintain preformulation, formulation, and radiolabeling capabilities.

Provide medical management of chemical casualties to enhance survival and expedite and
maximize retumn to duty:

- Develop concepts and recommend therapeutic regimens and procedures for the
management of chemical casualties.

- Develop diagnostic and prognostic indicators for chemical casualties.

- Develop safe and effective wound decontamination formulations and procedures.

2.7.4.2 Objectives. The objectives of the IMCDRP differ with the varying threats:

60

For vesicant (or blister) agents, the objective is to develop a pathophysiological database on
vesicant chemical agents and a working hypothesis on how damage occurs at the cellular
level. Used with associated technologies, this approach will enable the formulation of definitive
pretreatment and treatment strategies, and is expected to produce a realistic concept for
medical prophylaxis, immediate post-exposure therapy, and topical protection. Alternatively,
in dealing with liquid agent threat, active topical skin protectants (aTSPs) are being developed
that will improve protection by enhancing barrier properties and will detoxify any CW agent
that penetrates the protective barrier.

For nerve agents, one objective is the fielding of a safe and effective improved anticonvulsant.
The advanced anticonvulsant will be more water soluble, will terminate seizures more quickly,
will reduce the likelihood of seizure recurrence, and will prevent seizure-induced brain
damage and subsequent behavioral incapacitation. Another objective is to field an advanced
pretreatment effective against all nerve agents based on physiological scavengers such as the
human enzymes butyrylcholinesterase (BuChE) or carboxylesterase (CaE). Ideally the
prophylaxis would not require any follow-on treatment, and would have no adverse side
effects. These naturally occurring enzymes, as well as acetylcholinesterase, are targets for
nerve agents. Through bioengineering efforts, human BuChE and CaE have been mutated to
forms that are not only less susceptible to inhibition by the nerve agents, but have the added
capability to catalyze nerve agent breakdown. Another potential chemical warfare agent
scavenger is human paraoxonase. This enzyme also is being bioengineered to make it more
effective and decrease the time it takes to destroy nerve agent.
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¢ For blood agents, the objective is to identify safe and effective pretreatments for protection
from cyanide exposure.

e For respiratory agents, the objective is to develop prophylaxes and therapies by
understanding pathophysiological changes after agent exposure.

2.7.4.3 Threats, Countermeasures, Technical Barriers, and Accomplishments

The chemical warfare threats and countermeasures, as well as chemical defense research and
development technical barriers and accomplishments, are outlined in Annex E (Section E.1). Counter-
measures and diagnostic techniques for the effects of chemical weapons are shown in Table 2-11.
Critical issues in medical chemical defense include the ability to protect U.S. warfighters from the very
rapidly acting nerve agents and persistent vesicating agents as well as choking agents and respiratory
agents. New threats are also emerging. The effectiveness of current countermeasures against Fourth
Generation Agents is currently being investigated.

Table 2-11. Medical Chemical Defense Countermeasures and Diagnostic Techniques

o Chemical Warfare Agent (CWA) Scavengers — Human enzymes that have been engineered to destroy nerve
agents are being developed as nerve agent scavengers.

e Advanced Anticonvulsant — Benzodiazepines that are water soluble and long acting are being evaluated for
improved control of nerve agent-induced seizure activity.

o Active Topical Skin Protectant — Development of topical creams that contain reactive moieties that can
neutralize CWA as well as act as barriers to skin contact with CWA.

e Antivesicants — Countermeasures that provide reduction in mustard-induced blister formation, corneal opacity,
dermal histopathology; and systemiic effects are being evaluated.

o Laser debridement of vesicant burn injuries - Techniques and methodologies using laser technology to
accelerate recovery from sulfur mustard injury are being developed.

o Effects of exposure to non-lethal levels of CWA — The probability and severity of medical effects of single
and multiple low-level exposures to CWA are being evaluated.

e Fourth Generation Agents — Current medical regimens used for protection against the conventional nerve
agents are being evaluated as countermeasures for Fourth Generation Agents.

e Cyanide Countermeasures — Potential pretreatment compounds (e.g., methemoglobin formers and sulfide
donors) and regimen are being evaluated for safety and efficacy as pretreatments.

e Nerve agent antidotes — New nerve agent antidote compounds that are water soluble, have a broader spectrum
of efficacy, and are more effective than current antidote compounds.

e  Chemical Casualty Management - Technologies to assist in the diagnosis, prognosis, and management of
chemical casualties are being developed.

o Respiratory Agent Injury — Mechanisms of respiratory agent injury are being determined and medical
countermeasures for respiratory agent casualties are being developed.

2.7.5 Joint Medical Biological Defense Research Program

The mission of the Joint Medical Biological Defense Research Program (JMBDRP) is to
develop medical countermeasures to protect U.S. forces and thereby deter, constrain, and defeat the
use of biological agents against them (DoD Directive 5160.5, May 1985). The program is directed
against agents of biological origin that are validated military threats. The primary concern is the
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development of vaccines, therapeutic drugs and treatment regimens, and diagnostic tools, and other
medical products that are effective against agents of biological origin.

2.7.5.1 Goals. Goals of the JMBDRP include the following:

Protecting U.S. forces warfighting capability during a biological attack.
Reducing vulnerability to validated and emerging threats by maintaining a strong technology
base.

¢ Providing consultation medical management of BW casualties.

2.7.5.2 Objectives. In accomplishing the goals of the JIMBDRP, efforts are focused on three
objectives:

e Maintaining technological capability to meet present requirements and counter future threats:

- Determine sites, mechanisms of action, and effects of exposure to biological warfare
agents with emphasis on exploitation of molecular science.

- Identify sites and biochemical mechanisms of action of medical countermeasures.

- Exploit genomics, proteomics, and bioinformatics to greatly expand the knowledge
base necessary for advancing research leading to next generation medical
countermeasures against “traditional” biological threats and genetically modified
threats

- Exploit molecular biology and biotechnology to develop new approaches for medical
countermeasures. _

- Exploit molecular modeling and quantitative structure-activity relationships supporting
drug and vaccine discovery and design.

¢  Providing individual-level prevention and protection to preserve fighting strength:

- Develop improved vaccines, pretreatments, antidotes, and therapeutic
‘countermeasures.

- Identify factors that influence safety and efficacy properties of candidate
countermeasures.

¢  Providing training in medical management of biological casualties to enhance survival and
expedite and maximize return to duty:

- Develop concepts and recommend therapeutic regimens and procedures for the
management of biological casualties.

The IMBDRP responds to requirements from the DoD as identified in the Joint Service
Agreement on Biological Defense, the Joint Warfighting Science and Technology Plan, the Defense
Technology Area Plan, the Defense S&T Strategy, and DoD Directive 6205.3, “Biological Defense
Immunization Program.”

Highly sophisticated technology base efforts for medical biological defense hold the promise of
yielding important new products and technologies to protect U.S. forces against a wide range of bio-
logical threat agents. These products include multi-agent vaccine delivery capabilities/systems that will
reduce costs of vaccine production and simplify immunization schedules, and a common diagnostic
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system that can be deployed at forward sites to rapidly analyze clinical samples for the indications of
biological warfare agents as well as infectious diseases of military importance. The development of
these products, as well as the complementary technology-based research and development to enhance
and expand these capabilities and to identify and develop new capabilities, is also being supported by
collaboration with other agencies, including the Defense Advanced Research Projects Agency
(DARPA) and the Department of Energy (DOE).

Projects and technologies shared with the DOE are related to the strengths of DOE laborator-
ies in developing advanced technologies in order to enable rapid detection of and response to a chemr
ical or biological incident. While DOE focuses internal technology development efforts on the domestic
threat, they actively support the DoD. The work spans DNA sequencing and biodetection to modeling
and simulation, collaborating on projects such as x-ray crystallography and nuclear magnetic reso-
nance imaging of BW agent antigens. The DNA sequencing efforts have led to advances in developing
“lab on a chip” diagnostic technology for several BW threat agents. DOE is not involved in protection
and treatment of personnel, but they are assisting DoD with drug/chemical database searches with the
intent of identifying novel inhibitors of pathogens.

Since FY00, there has been an ongoing effort to transition medical research efforts in from the
DARPA program to the Medical Biological Defense Research Program (MBDRP) technology base
for exploitation and further development. The overall goal is development of the most promising med-
ical technologies to a level of technology readiness that supports transition out of technology base and
into advanced development. In FY00 and FY01 technology base reviews of DARPA-funded pro-
grams in Biological Warfare Defense led to selection of several DARPA research efforts in the
Unconventional Pathogen Countermeasures and Advanced Medical Diagnostics programs for
transition to the MBDRP technology base. The selected programs include:

o The development of broad-spectrum vaccines by molecular breeding (gene shuffling)
strategies based on demonstrated success in a hepatitis B surface antigen model. This effort
focuses on development of vaccines with broad cross-protection for the alphaviruses (equine
encephalitis viruses).

o  Broad-spectrum antimicrobial drug discovery efforts. This research effort involves the
development of nucleic acid-binding compounds, which focus on highly conserved adenine-
thymine rich structures in pathogens. The program focuses on therapeutics for virus threats and
antibacterial targets.

e High-level plant-based expression system for vaccine antigens and epithelial transport
molecules (secretory IgA) for biological threat agents. Complete human antibodies produced
in plant materials (plantibodies) demonstrated neutralization against a viral target (herpes
simplex virus). The focus of the effort is to utilize this technology to develop vaccines against
biological threats. The technology has the potential for significantly reducing vaccine
production costs by using transformed monocot (grain) tissues versus more expensive current
production methods.

o The development of a proprietary B-cell sensing technology for rapid and sensitive medical
diagnostics for biological threat agents and endemic diseases. The technology will be broadly
applicable to clinical lab, point-of-care, field screening, and confirmatory samples from
bioaerosol detectors.

63




Chemical & Biological Defense Program Annual Report

¢ Development of in vivo countermeasures against biological toxin threats of the superantigen
family, exemplified by staphylococcal enterotoxin B (SEB), using a peptide or peptidomimetic
antagonist.

The DARPA BW defense program also funds efforts that complement MBDRP a core
research program effort, DTO CB.25 Multi-agent Vaccines for Biological Threats. This DTO effort
evaluates new platforms to enhance delivery and effectiveness of multi-agent vaccines. Multi-agent
vaccines are similar to the measles-mumps-rubella vaccine administered to children, though the
technologies being explored for producing these new vaccines are more advanced—relying on
bioengineering technologies such as naked DNA and the replicon-based delivery systems. The multi-
agent vaccine DTO research effort on both the naked DNA and replicon approaches is advancing
rapidly with demonstration of proof-of-principle in a higher animal model of a multi-agent vaccine
planned for FY03.

Bioengineering techniques are also being used to prepare a variety of recombinant vaccines
against single threat agents that will be produced without the need to grow the actual threat agent
during the vaccine production process. Several recombinant vaccines are scheduled for transition out
of the technical base to advanced development and ultimately FDA licensure over the next ten years.

Development of a common diagnostic system is proceeding with the adoption of rapid nucleic
acid analysis methods. In FY01, the research focused on three configurations of portable instruments
using common polymerase chain reaction (PCR) chemistries. These have demonstrated the capability
for rapidly identifying panels of biological warfare agents and naturally occurring infectious diseases.
The Common Diagnostic Systems Defense Technology Objective (DTO) obtained a Milestone A
decision at the beginning of FY02 and transitioned to Concept Exploration. With these tools,
laboratory-based identification of infections will be made much faster (less than 30 minutes) and
farther forward than is now possible.

The IMBDRP includes the following areas of research:

Pre-exposure Countermeasures: This area involves prophylactic measures undertaken to prevent ill-
ness and injury associated with exposure to bacterial, viral, and toxin threat agents. The primary focus
of pre-exposure therapy is the production of effective vaccines. The roles of various factors in stimu-
lating cellular and humoral immunity are determined through study of specific genes or properties of
threat agents. This knowledge provides tools for development of second-generation recombinant or
multr-agent vaccine candidates as well as pretreatment therapies, such as the use of
immunomodulators, to intervene in the pathogenic effects of threat agents.

Post-exposure Countermeasures: Research efforts in this area are focused on developing safe, effec-
tive prophylaxes and treatments to alleviate disease or injury associated with exposure to bacterial,
viral, or toxin threat agents. Therapeutic measures may involve administration of antimicrobials, anti-
virals, antitoxins or generic compounds formulated to intervene at the pathogen’s site of action. The
knowledge necessary to develop such products requires in-depth research in the basic pathogenesis
and physiology of the BW agents. These analyses will afford researchers tools to create a universal
approach in treating post-exposure casualties of a BW attack.
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Diagnostics: Diagnostics research involves the investigation and evaluation of sensitive and specific
methods for detection of infectious organisms, toxins, antigens and antibodies in biological materials to
include the application of micleic acid probes or synthetic antigens. Rapid identification tests and diag-
nostic methods for the identification of bacteria, viruses, and toxins or their antigens as well as their
metabolites, and analogs in clinical specimens are major goals of this program area. Research is also
being directed toward an understanding of host gene expression patterns and changes in the patterns
shortly after exposure to biological agents that may provide very early markers of exposure before the
sign and symptoms of infection are evident. ‘

2.7.5.3 Threats, Countermeasures, Technical Barriers. and Accomplishments. A biological
threat agent is defined as an intentionally disserninated living microorganism or toxin that can cause

disease or death in humans, animals, or plants. Threat agents include a broad range of microorganisms
(bacteria, rickettsiae, and viruses) and toxins of biological origin. Biological weapons are easy to
make, difficult to detect, and can be very effective. Defense against this class of weapon is difficult,
particularly when biological agents can produce casualties over an area of thousands of square kilo-
meters. Biological agents could also be used with devastating effect in combination with nuclear,
chemical, or conventional weapons.

Countermeasures and diagnostic techniques for biological threat agents are shown in Table
2-12. Details of the BW threats and countermeasures, as well as biological defense research and
development technical barriers and accomplishments, are presented in Annex E (Section E.2).Critical
elements of medical biological defense include the ability to protect U.S. forces from BW agents, to
~ rapidly diagnose (in clinical specimens) infection or intoxication from agents, and to treat casualties.
Currently, the most effective countermeasure is pre-deployment active immunization. Future threats,
however, may involve genetically engineered biological weapons that may be easily produced, highly
lethal, difficult to detect, and resistant to conventional therapies. An enemy’s ability to produce
genetically engineered threats on demand also exacerbates the long-lead time between research for a
medical solution and obtaining FDA licensure for the medical product.

The current JIMBDRP includes the following research areas for the development of medical
countermeasures:

e Characterize the biochemistry, molecular biology, physiology, and morphology of BW threat
agents.

Investigate the pathogenesis and immunology of the disease.

Determine the mechanism of action of the threat agent in animal model systems.

Select antigen(s) for candidate vaccines.

Develop and compare potential vaccine candidates and characterize their effects in animal
models.

Develop surrogate markers of efficacy.

Establish safety and efficacy data for candidate vaccines.

Develop medical diagnostics to include far forward, confirmatory, and reference labs.
Develop chemo/immunotherapeutic agents and preparations.

Technical shortcomings in the privatc sector include (1) the lack of high-level biological con-
tainment (BL-3 and BL-4) laboratory facilities to support biological defense research, (2) lack of
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widespread scientific expertise in biological defense, and (3) a continuing and growing lack of avail-
ability of Indian Rhesus macaques, frequently used and the animal model of choice in many definitive
efficacy studies of vaccines and therapeutics. These factors restrict the depth of expertise, facilities,
and support available. A recent redress of funds and authorizations over a six year period (FY02-07)
will be used for DoD facility upgrades and to enhance scientific and technological expertise.

Table 2-12. Medical Biological Defense Countermeasures and Diagnostic Techniques

VACCINES

Killed - killed or inactivated microorganism that is incapable of replicating but stimulates immunity.

Live, attenuated — live organism, selected not to cause disease but able to stimulate immunity.

Toxoid — toxin protein treated to inactivate its toxicity but retains its ability to stimulate immunity.

Recombinant — gene coding for a protein that stimulates specific immunity to a BW agent is inserted

into biological vector for production. Protein may be produced in high yields through bioengineering.

o Deoxyribonucleic Acid (DNA) - section of DNA that codes for protein that stimulates specific
immunity to a BW agent. DNA produces the desired protein in recipient that stimulates immunity.

o Polyvalent/Multivalent/Multiagent — mixture of antigens or vaccine constructs that protect against a
number of different BW agents.

e Vectored — carrier organism bioengineered to confer immunity against a biological agent or multiple
agents.

e Replicon — A vectored system in which portions of pathogen genes are combined with a portion of
viral DNA and introduced into cells by the normal viral infectious mechanism. A replicon replicates a
single time, after which it is eliminated, and elicit a protective immune response without causing disease.

ANTIBODY (ANTISERUM, ANTITOXIN)

e Heterologous — antibodies collected from animals (i.e., different species than the recipient) repeatedly
immunized against the BW threat. These antibodies must be treated to reduce the human immune
response to them (serum sickness).

e Homologous — antibodies of human origin (i.e., same species as the recipient) that provide protective
immunity against the BW threat. These antibodies are not prone to stimulating serum sickness.
Monoclonal — a cell culture technique for producing highly specific antibodies against a disease agent.
Bioengineered — antigen binding site on the variable portion of an antibody elicited in a nonhuman
system is combined with the nonvariable portion of a human antibody to produce a “humanized”
antibody.

DRUGS
Antibiotics — very effective against bacteria, but are ineffective against viruses and toxins.
Antiviral compounds — promising drugs in development by the pharmaceutical industry are being
evaluated against biological threat viruses
e Others — compounds that offer new possibilities for protecting against and treating exposure to BW
agents (such as drugs to treat toxins or nonspecific treatments such as immunomodulators.)

DIAGNOSTIC TECHNOLOGIES

o Immunological technologies — These tests rely on antibodies for detecting the presence of proteins
associated with the BW agent. They are easy to use, compact, rapid (minutes), and require little logistic
support. This technology is currently used in out-patient clinics and doctor’s offices.

o Nucleic acid technologies — nucleic acid tests, specifically the polymerase chain reaction (PCR), rely on
segments of genes unique to BW agents to detect the presence of those agents. These tests are
extremely sensitive and specific, but currently require more support to perform.

e DNA Microarray technologies — Often referred to as “gene chips”, this technology assesses the status
of thousands of genes simultaneously for changes in level of gene expression. Events that occur
immediately after exposure to a biological agent may be related to changes in gene expression.
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2.7.5.4 Defense Advanced Research Projects Agency (DARPA) Programs. As one of its
major program areas, DARPA is pursuing the demonstration and development of new biological
warfare defense capabilities. Major thrusts include real-time (environmental) sensing; medical
countermeasures (developing barriers to prevent entry of pathogens into the human body and
developing pathogen countermeasures to block pathogen virulence and to modulate host immune
response); and Advanced Medical Diagnostics for the most virulent pathogens and their molecular
mechanisms.

Medical countermeasures research includes: (1) broad spectrum therapeutics against known,
biological warfare pathogens, (2) therapeutics against virulence pathways (mechanisms of disease)
shared by broad classes of pathogens and (3) stimulators of innate immunity. Specific approaches
include modified red blood cells to sequester and destroy pathogens, development of broad spectrum
vaccines, engineering of plants to produce human vaccines and other products, identification of
virulence mechanisms shared by pathogens, development of novel therapeutics targeting these
mechanisms, and efficacy testing in cell cultures and animals.

Early diagnosis is key to providing effective therapy against BW agents since many of these
agents cause early nonspecific flu-like symptoms. The goal of the DARPA Advanced Medical
Diagnostics thrust is to develop the capability to detect the presence of infection by biological threat
agents, differentiate from other significant pathogens, and identify the pathogen, even in the absence of
recognizable signs and symptoms (when the pathogen numbers are low). Specific accomplishments
are listed in Annex E.

2.7.6 Medical Nuclear (Radiological) Defense Research Program

The mission of the Medical Nuclear Defense Research Program (MNDRP) is to conduct
research in the field of radiobiology and related matters essential to the support of DoD and the
Military Services. The sole repository of defense radiobiology expertise is the Armed Forces
Radiobiological Research Institute (AFRRI).

2.7.6.1 Goals. The goals of the MNDRP are the following:

¢  Understand the pathological consequences of radiation injury in order to guide development of
pharmacological agents for mitigating injury.

¢ Develop medical countermeasures for acute, delayed, and chronic radiation injury.

o Develop and test prophylactic drugs to reduce the adverse health consequences of sublethal
radiation exposures.

o Identify biological markers and develop rapid assay systems to assess radiation injury under
field environments and enhance medical management of radiological casualties.

¢ Quantify and build into casualty prediction models the morbidity and mortality due to
combined exposure to ionizing radiation and infectious disease or chemical agents.

¢ Sustain combat capability, increase survival, and minimize short- and long-term problems
associated with ionizing radiation when combined with other mass casualty weapons or
battlefield stressors such as traumatic injury and endemic disease.
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2.7.6.2 Objectives. The primary objective of this research group is to address the major aspects of
military operational requirements for dealing with radiation injuries. A nuclear threat agent is any weap-
on that causes detrimental medical effects by either direct external irradiation or by internal contamina-
tion with radioactive material. These agents include radiation dispersal weapons, which scatter radio-
active material with conventional explosives; deliberate area contamination; destruction of a nuclear
power plant; improvised nuclear devices; and traditional nuclear weapons. Operational requirements
include programs in casualty management, medical radioprotectants to diminish radiation injury,
medical therapeutic regimens, biodosimetry, combined NBC injury effects and its mitigation,
maintenance of performance, and radiation hazards assessment.

2.7.6.3 Threats, Countermeasures, Technical Barriers, and Accomplishments. If counter-
proliferation and intelligence efforts fail to deter the use of nuclear weapons, medical remediation of

casualties must be available to treat the effects of weapons use. Such a device would most likely be
utilized against military, economic, or a political targets (e.g., an airbase, the seat of government, large
population center, or commercial port city). In such scenarios, citizens outside the immediate lethal
area would be exposed to the prompt radiation of the initial explosion as well as to chronic exposures
resulting from the residual radioactive fallout.

If an adversary employs a nuclear weapon, the concomitant use of biological or chemical
weapons should be anticipated. Radiation dispersal events could include the destruction of a nuclear
reactor, intentional contamination of a battlefield with nuclear waste, or dispersal of radiological
materials in a terrorist car bomb attack involving conventional explosives. Most casualties in these
scenarios would suffer non-lethal doses of external irradiation. This would complicate the management
of their conventional injuries and could cause internal contamination with radionucleides. Prompt
effects of moderate- to high-dose radiation injury diminish the soldier’s ability to fight and survive.
Effective radiation countermeasures must protect the warfighter from performance decrement and
simultaneously diminish lethality and the long-term health effects of radiation injury. Prophylactic and
therapeutic applications of novel pharmacological agents will increase survival and diminish morbidity
of individual soldiers wounded by radiation. A research program to understand molecular and cellular
damage induced by radiation is needed to determine the best medical countermeasures for the newly
arising radiological threats on the modern battlefield. Table 2-13 presents an overview of
countermeasures to radiological exposure and research accomplishments during FYO1.

Significant progress has been made in prophylactic and therapeutic measures that will reduce
mortality and morbidity in high-dose radiation environments. During the Cold War, the number of
casualties resulting from the large-scale deployment of nuclear weapons would have easily over-
whelmed the medical assets of NATO forces. In the current threat environment, adequate planning for
medical response to a very limited nuclear attack is mandatory. While casualty numbers from a nuclear
detonation will still be large, countermeasures have been developed that will significantly limit the
morbidity and the secondary mortality. These modalities will be particularly important in the likely
scenario of terrorist use of radiation weapons. If the attack is limited to one or, at worst, a small
number of events, the ability to provide intensive, sophisticated medical and other support is highly
credible because of the availability of uncompromised treatment/research centers and medical
evacuation capabilities.
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Details of the radiological threats and countermeasures, as well as nuclear defense research

and development technical barriers and accomplishments, are presented in Annex E (Section E.3).

Table 2-13. Medical Nuclear Defense Countermeasures

PRETREATMENIS

Single agents: Injections and/or oral administration of androstene steroid, vitamin E, genistein and/or
amifostine (Ethyol®) enhance survival of acutely irradiated laboratory animals.

Multidrug combinations: Enhanced survival in animal models is possible using a two-pronged strategy of
pretreatments (e.g., androstene steroids, amifostine, efc.) followed by postexposure cytokine therapy.

MEDICAL THERAPIES

Blood Forming Cell Stimulants: Granulocyte colony stimulating factor (G-CSF, Neupogen®) granulocyte-
macrophage colony stimulating factor (GM -CSF, Leukine®) have been demonstrated to be highly effective in
restoring the immune competence of the bone marrow and allowing survival from radiation injuries
previously considered lethal. The cytokine thrombopoietin has been developed as a therapeutic agent and
is undergoing further trials as a platelet-formation stimulant. Interleukin 11 (IL-11, Neumega®) has moderate
thrombopoietic activity, as well as epithelial tissue repair capacity, and is currently available for human use.
Keratinocyte growth factor is a promising new recombinant cytokine for treating radiation-damaged barrier
epithelium, and preliminary experiments have shown its efficacy in preventing translocation of intestinal
microflora in irradiated animals.

Broad Range Cellular Recovery Stimulants: Research continues into biologically stable compounds that
stimulate recovery of multiple hematopoietic cell lineages.

Susceptibility to Infectious Agents and Efficacious Therapy: Research continues into assessing
susceptibility and resistance to infectious agents in individuals exposed to prompt and chronic sublethal
radiation doses, and developing combined-modality therapies that attack microorganisms while enhancing
innate immunity. A significant reduction in mortality was shown in animal models using a clinical support
protocol based on antibiotic and platelet transfusion regimens.

DIAGNOSTIC TECHNIQUES

Biodosimetry and Dose Assessment: No dose-assessment method other than individual physical dosimeters
is currently available to deployed soldiers. A novel automated chromosome aberration analytical procedure
based on premature chromosome condensation was developed and could be made deployable to the
Echelon-3 level of medical care. Novel analytical methods and newly identified biological markers that
leverage nucleic acid amplifying technologies are being developed. These will lead to a new-generation suite
of biodosimetry assays that are rapid and deployable for field use point-of-care testing and provide greater
diagnostic value for medical treatment decisions.

CHEMICAL AND BIOLOGICAL WARFARE CONSEQUENCES WITH RADIATION

Increased lethality of biological weapons after low level irradiation: Ongoing studies indicate even low
sublethal levels of radiation will markedly increase susceptibility to infection by agents of biological warfare.
Existing data suggest synergistic consequences of mustard and nerve agents under combined exposure
with ionizing radiation.
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2.8 JOINT BIOLOGICAL DEFENSE PROGRAM - SPECIAL REPORT ON ANTHRAX
VACCINE COSTS, ACQUISITION STRATEGY, AND RELATED ISSUES

As part of the National Defense Authorization Act for Fiscal Year 2001 - Authorization
Conference Report (106-945, Section 217, Joint Biological Defense Program, page 719), Congress
directed the Department to submit a special report along with the Annual Report to Congress on the
Chemical and Biological Defense Program. (Related activities of the Joint Medical Biological Defense

Research Program are described in Section 2.7.5 of this chapter and Annex E of this report.) The
conferees directed the Department to provide information on the costs incurred by, and payments
made to, each contractor or other entity engaged in the production, storage, distribution, or marketing
of the anthrax vaccine administered by the Department of Defense. Table 2-14 identifies all
obligations associated with the manufacture of the Anthrax Vaccine Adsorbed (AVA) as of February
27,2002. Table 2-15 identifies storage costs, distribution, and marketing.

Table 2-14. Obligation of Funds for Anthrax Vaccine Adsorbed ($ in millions)

|| System Cost Element FY 00 & Prior FY 01
BioPort Corporation

Production 54.9 0
Redundancy 4.4 0
Process Validation/BLA Supplement Approval 26.8 39.3
Testing, Labeling, Shipping, & Security 7.1 1.9
Facility Renovation 3.4 0
Camber Corporation 3.0 7.7
SAIC 1.3 0
Program Management Support 0.3 0.7
Total 101.2 496

Table 2-15. Storage and Marketing Costs for Anthrax Vaccine Adsorbed ($ in millions)

AVIP Costs FY99 FY00 FY01
Contract Personnel/ Support 3.5 3.2 3.3
Vaccine Distribution 0.3 0.3 0.4
Education 0.9 1.7 1.1
Program Research and Evaluation - 2.6 2.6
VA-DoD Force Health Protection Initiative 0.6 0.6 0.5
Total 5.4 8.4 7.9]

The acquisition of anthrax vaccine adsorbed supports the goals and objectives of protection of
U.S. forces against anthrax. Total force vaccination against anthrax is being accomplished through the
Anthrax Vaccine Immunization Program, as described in Table 2-16.

70




CB Defense Requirements and Programs

Table 2-16. Anthrax Vaccine Immunization Program (AVIP)

The AVIP web site provides a detailed account on the nature of the threat from anthrax
(Bacillus anthracis), description of the vaccine, explanation of U.S. DoD policies
regarding biological defense vaccines, U.S. DoD policies regarding the anthrax
vaccine, immunization schedule, information on adverse event reporting, and other
information related to the AVIP. The AVIP may be found on the interet at
http://www.anthrax.mil/.

As of January 31, 2002, 2,113,155 doses of the vaccine have been administered to
526,146 persons. Also as of this date, 75,289 service members have completed the 6-
shot series.

In December of 1997, the Secretary of Defense announced plans to begin vaccinating
Service personnel deployed in high-threat areas (HTAs) against the BW agent anthrax.
Vaccinations for troops in Southwest Asia began in March 1998. The Secretary of
Defense approved the Anthrax Vaccine Immunization Program for the Total Force in
May 1998. Vaccinations for troops in Korea began in August 1998. The AVIP Agency
was established in September 1998 to implement and monitor the DoD policy and
Services’ plans. The Services’ AVIP plans call for eventual vaccination of the Total
Force (active and reserve components) and emergency-essential DoD civilians and
contractors. The AVIP plan included three phases. Forces at highest risk are
immunized first.

Phase | began in Mar 1998, vaccinating personnel assigned or deploying to high threat
areas (HTAs) of Southwest Asia. Due to an unanticipated delay in release of FDA-
approved vaccine, DoD slowed its implementation of the AVIP incrementally between
July and November 2000 and June 2001. DoD is currently executing a modified Phase
I, vaccinating only designated special mission units and personnel involved in vaccine
research. Phase Il will vaccinate the early deploying forces projected to deploy in
support of contingency plans into the HTAs. Phase Il will vaccinate the remainder of
the Total Force.

BioPort received full approval of all aspects of their Biologics License Application
supplement from the FDA on January 31, 2002. On the same date, FDA released three
production lots of anthrax vaccine.

Following this FDA approval of BioPort’s newly renovated anthrax vaccine production
facility and restoration of vaccine supply, DoD will resume its phased execution
program; catching up with those people who were asked to defer doses and continuing
to ensure that individuals deploying to high threat areas receive the vaccine. People
who deferred doses during the slow down period will resume their vaccination series
where they left off; next doses are then counted from that point.
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2.9 OPERATIONAL TESTING - PROJECT 049

Increased awareness of the chemical and biological (CB) threat has resulted in increased

requirements for CB defense information and operationally oriented data and analysis from the
Services and the Commanders in Chiefs (CINCs) of the Unified Combatant Commands. One of
DoD’s most valuable assets for meeting these requirements is the Joint/CINC Operational Testing
(Project 049) program, based at the West Desert Test Center at U.S. Army Dugway Proving
Ground (WDTC at DPG), Utah. Project 049 is a joint service program funded through the CB
Defense Program. Objectives are to: (1) plan, conduct, evaluate and report on laboratory analyses,
field tests and technical assessments in response to user requirements; (2) serve as the DoD’s Joint
Contact Point for CB defense test and technical data; and (3) publish and maintain the many volumes
of the CB Technical Data Source Book. Project O49 recently has upgraded the West Desert
Technical Information Center (WDTIC) and coordinated with the Chemical- Biological Information
Analysis Center (CBIAC) to vastly improve literature search and analysis capabilities.
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Following are summaries of current Project O49 operational tests:

Persistent Chemical Agents and Their Reactions with Surfaces is scheduled to be con-
ducted during 2002 at the WDTC at DPG for the U.S. Air Force (USAF). The objectives of
this test are to 1) determine the evaporation rate of five different CW agents, neat and
thickened, from several warfighting surfaces, 2) determine the transfer hazard of the same CW
agents and mixtures from the same surfaces at various times, 3) determine a methodology for
extraction of CW agent from concrete and identify various reactions of CW agents in
absorbed on or into concrete, 4) determine levels of contamination of CW agents on various
surfaces that will result in a contact hazard to personnel, and 5) fully characterize the soil
samples used in the previous objectives as to type and world wide incidence.

Processing Cargo and Troops Through an Exchange Zone will be conducted during 2002
for the Air Mobility Command. The objective of this test is to determine if clean cargo and
troops can be processed through an exchange zone without hindering transload operations.
Evaluations will consist of attempting to move cargo and troops through several zones without
cross contamination.

Large Frame Aircraft Decontamination will be conducted during June 2002. The objective
of this test is to examine decontamination technologies and tactics, techniques, and procedures
(TTP) to determine the most appropriate means to decontaminate large frame aircraft.

Operation Southern Breeze Field Test (MTMC-Cargo) was conducted during May 2001 at
Charleston Naval Weapons Station, South Carolina for the US Transportation Command, in
conjunction the Military Traffic Management Command (MTMC). The test objective was to
determine how covering versus not covering cargo from a Large Medium Speed Roll On, Roll
Off (LMSR) Ship affected the level of contamination and the amount of time needed to
decontaminate the items.

Operation Southern Breeze Field Test (MSC-Ship) will be conducted during June 2002 at
Charleston Naval Weapons Station, South Carolina, for the Military Sealift Command
(MSC). Test objectives are to (1) evaluate the extent of internal contamination allowed by the
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ventilation system of an LMSR Ship when contaminated with a simulated chemical agent, (2)
evaluate the effectiveness of current decontamination procedures and the use of portable
collective protection systems (M20A1s) inside crew quarters, and (3) evaluate the feasibility
of wrapping equipment/cargo in a protective cover as a means of contamination avoidance
and expediting port throughput.

o Casualty Decontamination is scheduled in FY02 to field test the Wartime Medical
Decontamination Teams Concepts of Operations.

2.10 CB DEFENSE RDA PROGRAMS REQUIREMENTS ASSESSMENT

ISSUE: DoD does not have a current approved mechanism for licensure of chemical and
biological defense medical products (i.e., drugs and vaccines) because legal and ethical
constraints prevent adequate full testing in humans.

SOLUTION: The FDA and DoD are working together to amend the Code of Federal Regu-
lations to allow animal efficacy data to be used in lieu of large-scale human clinical efficacy trials.
FDA’s Center for Biologics Evaluation and Research (CBER) proposed a rule on October 5,
1999 entitled, “New Drug and Biological Products; Evidence Needed to Demonstrate Efficacy of
New Drugs for Use Against Lethal or Permanently Disabling Toxic Substances When Efficacy
Studies in Humans Ethically Cannot Be Conducted,” and is available at
www.fda.gov/cber/rules.htm. This rule is expected to be finalized in 2002. This mechanism of
licensure is vital to provide military service personnel with licensed products. This rule will also
establish requirements for licensure and allow the DoD to plan and conduct the appropriate
studies to obtain approval for the products planned for production and licensing. Requests for
approval of each medical product will be reviewed on an individual basis. In some cases, human
efficacy may be determined to some degree (e.g., the Topical Skin Protectant was tested against
poison ivy extract in humans.) In other cases, human efficacy data will not be available.

ISSUE: DoD lacks FDA-licensed vaccines against some BW threat agents.

SOLUTION: DoD currently has only one licensed vaccine for biological defense protection, the
Anthrax Vaccine Adsorbed. For other biological defense vaccines, DoD awarded a prime
systems contract to DynPort LLC, now called Dynport Vaccine Company (DVC). This contract
establishes a single integrator to develop, license, produce, and maintain a stockpile of BD

vaccines for protection against BW agents. DVC is required to obtain and maintain FDA licensure

for all the vaccine products developed under this contract.

The contract was awarded in November 1997 and began with the development and licensure of
three vaccines: Q fever, Tularemia, and Smallpox, and the storage of the current unlicensed BD
vaccine stockpile (IND products). There are options for the development and licensure of ten
other BD vaccines, which are programmed for development and licensure.
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In July 2001, DoD submitted to “Report on Biological Warfare Defense Vaccine Research &
Development Programs.” This report addresses: 1) the implications of relying on the commercial
sector to meet the DoD’s biological defense vaccine requirements; 2) a design for a government-
owned, contractor-operated (GOCO) vaccine production facility; 3) preliminary cost estimates
and schedule for the facility; 4) consultation with the Surgeon General on the utility of such a
facility for the production of vaccines for the civilian sector and the impact of civilian production on
meeting Armed Forces needs and facility operating costs; and 5) the impact of international
vaccine requirements and the production of vaccines to meet those requirements on meeting
Armed Forces needs and facility operating costs.

As part of the DoD’s vaccine initiative, DoD selected an independent panel of experts to assess
the DoD acquisition of vaccine production programs and report their recommendations for
improvement to the Deputy Secretary of Defense. The panel prepared a report to reflect its
independent opinions for consideration by DoD. This report discusses vaccine industry constraints
and concludes that the size and scope of the DoD program is too large for either DoD or industry
alone. It recommends the application of a combined, integrated approach by DoD and industry,
coupled with better alignment with industry best practices. DoD is working with the Department of
Health and Human Services and other federal agencies to develop the requirements and plans for
constructing a national biological defense vaccine production facility.

ISSUE: Anthrax vaccination currently requires a primary series, six dose regimen spaced
out over the course of 18 months, with an annual booster to maintain immunity. This protocol
makes it difficult to complete before deployment of forces or to ensure that mobile forces,
once deployed, are administered the proper regimen.

SOLUTION: DoD conducted a successful pilot study evaluating a dosage regime using fewer
doses of Anthrax Vaccine Adsorbed. The results of this study were presented to the Food and
Drug Administration (FDA) in FY99. The results have been accepted for publication in the peer-
reviewed journal Vaccine and will appear in a 2002 issue. Congress has funded the Department
of Health and Human Services effort for expanded, pivotal studies. The Centers for Disease
Control and Prevention (CDC) will conduct these congressionally funded studies in a collaborative
effort to study the safety and efficacy of vaccines used against biological agents. The study will
address: (1) the risk factors for adverse events including differences in rates of adverse events
between men and women; (2) determining immunological correlates of protection and
documenting vaccine efficacy, and (3) optimizing the vaccination schedule and administration to
assure efficacy while minimizing the number of doses required and the occurrence of adverse
events. These studies will be conducted at five research centers: Emory University, Mayo Clinic,
Baylor College of Medicine, University of Alabama-Birmingham and Walter Reed Army Institute
of Research. Enrollment of 1,560 volunteers is expected by Spring 2002. Interim results are
anticipated by early 2004 with the completed study in approximately 5 years from initiation.
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ISSUE: There is no currently licensed manufacturer for the smallpox vaccine.

SOLUTION: The currently licensed smallpox vaccine, made by outdated methods and last
produced over 20 years ago, is in limited supply. A more modern replacement is needed. The
U.S. Armmy has developed a candidate vaccine. Human trials of the Army vaccine are very
promising. The final report from a clinical trial of the candidate vaccine administered by
scarification indicates that the candidate is safe and immunogenically similar to the licensed
vaccine. The candidate vaccine continues to be developed for FDA licensure. The subcontractor
selected by the JVAP prime systems contractor to manufacture the new smallpox vaccine
completed process definition studies, manufactured a GMP pilot lot suitable for a phase 1 clinical
trial, and validated a vaccine potency assay in FYO01. A phase 1 trial of the newly manufactured
GMP pilot lot is planned for start up in April 2002. FDA licensure is expected in 2005. An
immune globulin product (Vaccinia Immune Globulin or VIG) is required to treat adverse reactions
to vaccination with the smallpox vaccine. To ensure continued availability of previously
manufactured VIG, an IND was obtained for this material, thus allowing planned clinical trials to
proceed. The JVAP prime systems contractor also filed the first annual report for the IND
(#9141) obtained for a new VIG product for intravenous administration. The selected
subcontractor has manufactured three lots of the new VIG product. A clinical trial using this
material is currently undergoing data analysis and two more lots are in the process of being
manufactured. This product is in clinical testing, with licensure expected in 2004. The JVAP
Program Management Office is in close coordination with the Centers for Disease Control and
Prevention that has contracts for the development of a separate smallpox vaccine candidate for
homeland defense. Parallel development of these vaccines is judicious risk reduction since both
must undergo extensive human testing. Down selections to a single vaccine is desirable.

ISSUE: The effects on humans resulting from the exposure to low doses of chemical agents,
particularly organophosphorous (nerve) agents, are not clearly understood.

SOLUTION: Beginning in FY96, DoD, in association with the Research Working Group of the
Interagency Persian Gulf Veterans’ Coordinating Board, dedicated $5 million to evaluate the
chronic effects of low-dose level exposure to chemical agents. Studies have been underway since
1QFY97 to develop highly specific and sensitive assays, preferably forward-deployable, to detect
and potentially quantify low-level exposure to chemical agents. These ongoing studies may also
identify any long-lasting and toxic metabolites of chemical agents that could account for delayed
and long-term health consequences. In addition, studies to look at the impact of possible genetic
polymorphisms of cholinesterase enzymes upon individual response to nerve agents are underway.
Additional funds have been committed and contracts are being awarded to evaluate potential
chronic health complaints resulting from exposure to nerve agents. These contracts were begun
1QFY98. In May 1999, the Department of Defense submitted a report to Congress entitled DoD
Strategy to Address Low-Level Exposures to Chemical Warfare Agents (CWAs). This report
provided a review of the policies and doctrines of the Department of Defense on chemical warfare
defense. Based on this review, DoD recommended no modifications to policies and doctrine, and
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stated that existing efforts were well designed to address the need, based on current scientific
information.

During FY00, DoD established the Low Level Chemical Warfare Agent Working Group, which
was chartered to provide advice on the research programs to understand the health effects of
exposure to low-level chemical warfare agents, to prevent unnecessary duplication of research
efforts, and to focus and direct scientific investigations to address operational issues. In FY01,
research efforts to understand the effects of low level chemical toxicity on the human body and to
develop medical countermeasures to minimize effects of low level chemical exposure the were
underway at or were sponsored by USAMRMC’s U.S. Army Medical Research Institute for
Chemical Defense. Accomplishments are found in Annex E.

ISSUE: An inadequate amount of agent fate data exists to support the fundamental
understanding of post attack environment. Nearly all of the pertinent data was collected
during a time when test programs were focused on offensive war strategies. Little attention
was given to the wider spectrum of data that pertains to post attack recovery, restoration of
operations, effects at non-lethal (e.g., low level) exposures, and for advanced model
development and validation. '

SOLUTION: The primary objective of the ongoing DTO CB.42 Environmental Fate of Agents
is to provide decision-makers information to accurately predict agent persistence and the resulting
hazard from chemical agent attacks. This can be achieved through lab, field and wind tunnel testing
so that different variables, such as meteorological and vapor measurements can be validated. The
collection of agent fate data will support the development of a validated hazard prediction model.

ISSUE: As a result of the terrorist attacks of September 11, 2001 and the attacks with
anthrax contaminated letters, there has been increased emphasis on the need to develop
capabilities to prepare for future terrorist attacks, especially potentially catastrophic attacks
by terrorists using biological weapons.
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SOLUTION: In the FY03 President’s Budget Request for the DoD Chemical and Biological
Defense Program, the President’s Office of Homeland Security (OHS), established October 8,
2001 by Executive Order 13228, provided a significant addition of funds for two key initiatives—
(1) Biological Counterterrorism Research Program, and (2) Biological Defense Homeland
Security Support Program. These two initiatives would be implemented by the Department of
Defense in support of the OHS. Funds for these initiatives are in addition to the core programs of
the CBDP. Funding is included in all acquisition activities, from basic research through
procurement as described below.

BIOLOGICAL COUNTERTERRORISM RESEARCH PROGRAM

This program will establish a biological terrorism threat assessment research Center for Biological
Counterterrorism at the U.S. Army Medical Research and Materiel Command, Fort Detrick,
Maryland. A panel of senior scientists from DoD, federal labs, academia, industry and intelligence
communities will develop concept and scope of threat assessment research. The research program
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will initiate competitive extramural contracts during design and construction phase. The unique
facilities at Fort Detrick will support DoD and national requirements for analysis of emerging bio-
logical threats and assessment of countermeasures against those threats. The FY03 program will:

¢ Conduct a technology survey and identify gaps.

e Award extramural research with emphasis on identification of virulence factors, pathogenic
mechanisms and structural biology.

o Establish research programs in aerobiological research, forensic genomics and certified
forensic biological threat agent capability.

¢ Initiate planning and concept development for dedicated facility to continue effort.

o Develop Applied Microbial Threat Assessment Research to assist in the development of

the Counter Terrorism Research Program and to establish a management element for the

Program; develop program policy, strategic plan, short through far term investment

strategies. '

Develop environmental and access control point monitoring.

Develop enhanced medical surveillance technologies.

Demonstrate an enhanced signatures database and conduct baseline studies.

Develop improved biological defense data mining, fusion, and analysis architectures.

Conduct Baseline Self Assessment (BSA), Mission Area Assessments (MAAs), and

Requirements Analysis and Process Development.

BIOLOGICAL DEFENSE HOMELAND SECURITY SUPPORT PROGRAM

This program initiates comprehensive program to build a National Biological Defense System for
the Office of Homeland Security (OHS). It aims to create and deploy a national, multi-component,
multi-organization defense capability targeted to urban areas, other high-value assets, and special
events, It seeks to provide an integrated homeland security capability to detect, mitigate and
respond to biological-related incidents. Capabilities would include:

e Enhanced biological detection capabilities and the fusion of medical surveillance systems,
wide-area environmental sensors, access control points and information systems.

¢ Deployed systems will exploit existing technology supplemented with new capabilities
resulting from accelerated development.

DOD FORCE PROTECTION AND HOMELAND SECURITY INITIATIVES

In addition to the efforts supported by the Office of Homeland Security, the Chemical and
Biological Defense Program plans to establish a fully-equipped DoD test-bed, an enhanced
monitoring system for the National Capitol Region and an initial capability in two urban areas in
order to enhance the protection of DoD assets against terrorist attacks with chemical or biological
weapons Specific research and development activities in FY03 include:

e Enhanced biological detection capabilities and the fusion of medical surveillance systems,
wide-area environmental sensors, access control points and information systems.

¢ Requirements analysis, System integration, and program support for DoD installation and
urban test beds.
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Microbial forensic genomic, confirmatory analysis, and aerobiology testing and model
development.

Environmental and access control point monitoring for the integration of point, standoff,
and transportable detection technologies.

Demonstrate initial mining, fusion, and analysis module, incorporate modeling and analys1s
of threat transport prediction, adopt command, control, and communications
infrastructure, and integrate information networking.

DoD test bed design, environmental testing, and test bed trials.

Initiate the integration of point-of-care diagnostics, syndromic reporting and medical
surveillance mining.

Integration of signature source term cataloging into system of system technology
architecture.

Consequence Management in support of WMD-CSTs, including: initiate the evaluation,
purchase, and testing of commercial-off-the-shelf products for the Table of Distribution &
Allowances (TDA) for WMD-CSTs.

Integration, demonstration, and testing of: (1) CB collection, detection, and identification
technologies, (2) reagents and antibodies for biological detection, and (3) an automated
biological agent testing laboratory.

Initiate systems engineering studies for deployment of sensors in the National Capital
Region.

Conduct Ambient Breeze Tunnel testing and characterization of system and components .
Conduct background aerosol and indoor building flow character and testing.

Conduct wargames/tabletop exercises for Concepts of Operations (CONOPS)
development.

In support of Consequence Management - Initiate development of a Unified Command
Suite (UCS) and Mobile Analytical Laboratory (MALS) block upgrades to support
WMD-CSTs.

This program also provides resources in the DoD CBDP to complete fielding and modernization
of (1) WMD-Civil Support Teams, and (2) Reserve Component Reconnaissance and
Decontamination Teams. Full funding includes the following in the FY03 budget:

Type-classified protection, detection, and training equipment.

Development and fielding of upgraded analytical platforms for the detection, identification,
and characterization of CB and radiological agents used by terrorists in a civilian
environment.

Development and fielding of communication capabilities that are interoperable with other
federal, state, and local agencies.

Testing and evaluation to ensure that the systems are safe and effective.

Program management funds to successfully execute the CBDP Consequence Management
RDA program.

Another key element of the Biological Defense Homeland Security Support Program is the Joint
Service Installation Protection Project (JSIPP). The JSIPP is a Pilot Project designed to
increase CB defense capabilities at DoD Installations. The JSIPP is intended to provide a robust
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CB defense capability integrated into installation force protection and anti-terrorism plans. The
project will refine concepts of operations and resource requirements for expansion across DoD.
The two key components of this project are the: (1) Chemical Biological Installation Protection
Program, and (2) Chemical Emergency First Response Program. The project will equip nine
diverse DoD Installations with:

e State of the Art Contamination Avoidance, Protection and Decontamination Equipment
Packages.

e Emergercy response capability for consequence management.

¢ Integrated Command and Control Network.

e Comprehensive training and exercise plan.

Finally, the FY03 budget includes procurement funds to support homeland security biological
defense. Procurement will support the following: :

o First Responders- procures emergency first-response capability for consequence
management—supports organizing, equipping, training and conducting exercises for first
responders.

e Installation Force Protection Equipment — procures CBD equipment packages for nine
installations; buys Dry Filter Units, Joint Portal Shield bio detectors, Automated Chemical
Agent Detectors, Remote Data Relays, Ruggedized Advanced Pathogen Identification
Device (RAPID), Hand Held Assays and operational fielding support.

e WMD Civil Support Teams- procures new equipment training support, required
equipment and required Operational Assessments for 32 WMD-CSTs.

o Homeland Security Initiative- procures a dual-use operational capability for integrated
bio-surveillance, detection, and alerting in the National Capitol Region within 12 months.
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Chapter 3

Nuclear, Biological, and Chemical (NBC) Defense Logistics Status

3.1 INTRODUCTION

The overall logistical readiness of the Department of Defense’s NBC defense equipment
continues to improve. The Services have increased stock of most NBC defense equipment, and the
- overall Service requirements have decreased as a result of a smaller force. Both factors have im-
proved the overall DoD readiness and sustainment status. Asset visibility initiatives continue to increase
the ability to manage what is becoming an increasingly joint collection of NBC defense end items and
consumables. A number of items continue to pose a moderate to high risk challenge due to low inven-
tories and continued modernization efforts.

The DoD Chemical and Biological Defense Program jointly manages the research, devel
opment, and procurement of major end items of NBC defense equipment. These items are funded
through defense-wide funding accounts. Consumable NBC defense items are managed by the Ser-
vices and the Defense Logistics Agency (DLA) in accordance with Title X responsibilities of the
Services to manage their own operations and maintenance funds. Under the provisions of Title X of
the FY95 Defense Authorization Act, Service Secretaries are responsible for, and have the authority
to conduct, all affairs of their respective departments including supplying, researching, developing,
maintaining equipment, and training. The existence of defense-wide (rather than Service-specific)
research, development, and acquisition funding accounts has ensured the joint integration of NBC
defense programs. However, no defense-wide (that is, joint) operations and maintenance funding
mechanism exists for the sustainment of NBC defense items, including consumables. Because of this,
the joint NBC defense community is limited to tracking the status of the DoD NBC defense logistics
readiness and sustainment program and making recommendations to correct funding shortfalls.

The Joint Service Materiel Group (JSMG) coordinates NBC defense logistics issues. The
JSMG, established by the Joint Service Agreement (JSA), works to ensure a smooth transition
through the phases of NBC defense equipment life cycles. It is also charged with developing and
maintaining an annual Joint Service NBC Defense Logistics Support Plan (LSP). This LSP forms the
basis for the analysis found later in this chapter.

This chapter reflects logistics data to support FYO01 logistics needs. In September 2001, the
Quadrennial Defense Review presented a new force sizing construct that supersedes the requirement
for supporting two nearly simultaneous Major Theater Wars. Logistics requirements to support the
new force sizing construct will be reported in the next annual report. During the past year, increased
focus by all Services and DLA on NBC defense logistics has visibly improved the overall program.
Readiness shortfalls have been identified and addressed to the degree that full sustainment through a
one Major Theater War (MTW) scenario is reasonably assured. The ability to sustain a second nearly
simultaneous MTW scenario is in question, due to current and potential critical shortfalls of specific
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program areas. Contingent upon implementation of the recommendations contained in the Secretary of
Defense’s Quadrennial Defense Review, the Services have programmed funds to specifically address
these problem areas. Additionally, the services are formulating doctrine, tactics, techniques, and
procedures for domestic response to terrorist incidents involving weapons of mass destruction.

The Joint Chemical Defense Equipment Consumption Rates JCHEMRATES) IV study was
completed in November 1998. This study was sponsored by the Joint Services Coordination
Committee and executed through the U.S. Army Center for Army Analyses. The goal of the
JCHEMRATES study was to define parameters of future chemical warfare scenarios and determine
the consumption rates for consumable chemical defense equipment. Using the current Defense Plan-
ning Guidance, the JCHEMRATES study developed consumption rates for the two MTW scenarios.
Consumption rates include both medical and non-medical chemical defense items for each Service and
overall DoD roll-ups for both scenarios. They include both initial issue of chemical defense equipment
and sustainment through the 120-day period. These rates form an important basis for determining
future Service purchases and their readiness to go to war. The final report on the JCHEMRATES IV
study was published in April 1999. |

The JCHEMRATES IV study’s two MTW requirement is not and should not be consid-
ered a procurement target. This study did not fully consider certain factors such as air transport into
theaters of conflict or Navy fleet requirements for ships at sea but not in the theater of operations.
Thus, while the Services agree with the methodology and intent of the study, the Navy and Air Force
disagree with some of the findings. Future iterations of this study will require further refinement prior
to becoming a fully accepted planning tool. The JCHEMRATES MTW requirement does not consider
peacetime training requirements, sizing requirements, full procurement to the entire active and Reserve
forces, or the increasing number of peacekeeping missions in recent years. An increasing emphasis on
counterterrorism, and humanitarian and peacekeeping missions worldwide is an additional drain on
NBC defense supplies and has added to planning factors since these missions exceed the requirements
planning figures (that is, 2 MTWSs) used for acquisition planning. Therefore, the MTW requirement
denotes a minimum planning number, which if the total DoD inventory drops below, may represent
a critical shortfall for that particular item which should be immediately addressed to avoid diminishing
the force’s NBC defense capability. Because of this limitation in the study, the Services have identified
their total Service requirements as their procurement targets, while acknowledging JCHEMRATES as
a necessary step in joint service management of the NBC defense program.

To address shortcomings of JCHEMRATES studies and to include biological defense, the
Joint NBC Defense Board is sponsoring a follow-on study, the Joint Chemical Biological—
Quantitative Requirements and Equipment Consumption study. This study began in the fourth
quarter of FY01 with an identification of user needs and concerns while developing the study
scenarios.

The Services continue to have issues regarding the accountability and management of NBC
defense item inventories. Limited asset visibility of consumable NBC defense items below the whole-
sale level remains a problem due to the lack of automated tracking systems at that level (the excep-
tions being the Air Force and a recent Marine Corps initiative). This has the full attention of the senior
NBC defense managers. The Joint Total Asset Visibility (JTAV) project is progressing toward
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addressing these problems in the long term, but is initially hampered by the uneven quality of inventory
reporting.

The Services still procure consumable NBC defense items through multiple, separate, and
distinct funding authorizations, as discussed in Section 3.6 of this chapter. Each Service addresses
secondary item procurement policies independently. There continue to be shortfalls of specific NBC
defense items when measured against DoD requirements of a two MTW scenario.

However, the Services have replaced several JCHEMRATES generated 2 MTW
requirements with new requirements that reflect total service requirements. These requirements are
generally higher than 2 MTW requirements, and cause the risks for those items to appear greater. This
disparity will be eliminated with new Defense Planning Guidance and the release of the Joint
Chemical Biological—Quantitative Requirements and Equipment Consumption (JCB-QREC)
study results, which will provide a new analytical basis for updated warfighter requirements.

The process by which the Services and DLA fund and store war reserve materiel has been
hampered by differing definitions, different deployment strategies, and a lack of validated requirements
for jointly managed items. The Joint Service Integration Group (JSIG) was tasked in calendar year
2000 to study Service concerns with JCHEMRATES IV. Initiation of a follow-on study, the Joint
Chemical Biological—Quantitative Requirements and Equipment Consumption study 1s
underway and is being tailored to address these concems and thus will create a solid foundation for
providing a basis for the common planning of future requirements.

The JSMG initiated its sixth Joint Service NBC Defense Logistics Support Plan (LSP) in
August 2001. This report focuses on identifying the current on-hand stores of the Services’ and
DLA’s NBC defense equipment, and matching these numbers against the requirements generated
from the final JCHEMRATES IV study. The LSP’s aim is to identify the Services’ readiness and
sustainment capability, maintenance requirements, and industrial base issues in the area of NBC
defense. The data call conducted for the FY02 LSP was used to develop the findings in this chapter.

3.2 NBC DEFENSE LOGISTICS MANAGEMENT

NBC defense logistics management remains in transition. The Joint NBC Defense Board has
begun to exercise full authority in this area, and the JSMG, which reports to the Joint NBC Defense
Board, has been charged with coordinating and integrating logistics readiness. The Joint NBC Defense
Board has identified the need to standardize the MTW equipment requirements among the Services.
They initiated a process to collect data and define requirements to ensure consistency across all
planning efforts. The JSMG’s role is to identify current readiness and sustainment quantities in the
logistics area, with respect to the two MTW scenario outlined in the Defense Planning Guidance.
Developmental NBC defense programs that will be fielded within the POM time period are addressed
to identify modemization efforts that are underway.

As currently envisioned, all Services retain “starter stocks” of NBC defense equipment that
will support immediate deployments and initial operations. The length of time that these stocks will last
each unit depends on the respective parent Service. Air Force units deploy with 30 days of NBC
defense consumables. Army divisions use a planning figure of 45 days, while Marine Corps forces and
Navy shore units use 60 days as the basis for their plans. As a matter of policy, Navy ships stock 45
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days or 90 days of consumable materiel based on the units mission. However, Navy ship values are
notional in that they are based on peacetime demand and/or projections of wartime demand as con-
tained in pertinent allowance documentation. For NBC defensive materiel, and particularly in the case
of individual protective equipment (IPE), the days of supply represent a minimum stockage position
based on current investment guidelines for such materiel. In most cases, the Services will first redis-
tribute any available uncommitted assets to provide sustainment before sourcing elsewhere. Once
these starter stocks are depleted, the military force turns to the DoD NBC defense item managers for
“swing stocks,” also known as “sustainment stocks.”

DLA and the Army Materiel Command (AMC) are the item managers, or National Inventory
Control Points (NICP), for the vast majority of NBC defense items in all four Services. They are
responsible for industrial base development, acquisition, and storage of wholesale peacetime and
sustainment wartime stocks. They buy (process procurement actions) and, if requested, store NBC
defense materiel (swing stocks) for the Services. However, the Services must provide funding to DLA
and AMC for the procurements.

Primarily Army owned sustainment stocks are stored in DLA and AMC depots although
USAF, USMC, and USN may provide funds to DLA and AMC to store their sustainment stocks. All
Services are responsible for individually programming and funding sustainment stocks to provide the
required support to their supporting force structure. Because of a lack of visibility of NBC defense
items, unclear wartime requirements (given the post-Cold War environment), scarce Operations and
Maintenance funds, and low priorities given to NBC defense stocks, the current quantity of DLA and
AMC NBC defense war reserves have been reduced and will not support sustainment requirements
for the entire DoD force during a full two MTW scenario. These numbers are reflected in the tables of
Annex F.

D+0 45 60 90 D+120

Prior to a conflict, the
Services buy and store
NBC defense items
through a DoD-funded
account; consumables
are bought and stored
through each Service’s
O&M accounts to
allow initial operating
capability through the
times shown

Industrial
Base Kicks In
to Continue
Sustainment

Major units deploy w/100% end items and - End item losses replaced by floats
enough consumables to support respective - Servnce-purchagd copsumables exhausted
Service operational concept plan and replaced by industrial base surge

Concept assumes that Service-funded sustainment stocks will allow

the Services and CINCs to continue operations or the industrial base §
can be activated orior to 120 davs.

Figure 3-1. War Reserve Requirements and Planning
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Service inventories of NBC defense items maintained at unit level use either manual records or
a semi-automated tracking system. Stocks held at wholesale level are maintained using a separate
automated system. Currently, there is little connectivity between the two systems. As a result, there is
limited Service level asset visibility for NBC defense items. The Services are addressing this deficiency
under the auspices of Total Asset Visibility (TAV), a long-term initiative that will link existing DoD
logistics automated systems.

The Amy has improved its visibility through an initiative to standardize individual issue of
eleven critical NBC defense items across all major commands. Unit Status Reporting was
implemented for units to report on-hand stocks vs. requirements on a monthly basis. In addition, plans
are in place for consumable chemical defense equipment for all forces other than Force Package I and
other early deploying units to be consolidated and centrally stored at Bluegrass Army Depot. This
seven-year execution plan is managed by HQ AMC and will enable better visibility and rotation of
NBC defense consumable items. The Air Force has a similar program that consolidates stocks of
NBC defense items for deployment in support of contingency operations. These initiatives have also
reduced surveillance costs and improved overall management of NBC defense stocks. The Marine
Corps has been leading a joint surveillance Technical Working Group, whose initiatives have been
increasing cooperative efforts in surveillance and shelf life programs. The Marine Corps has also begun '
an NBC stocks consolidation program and is developing an NBC Defense Equipment Management
Program (DEMP) database to track the inventory, shelf life, and maintenance histories of NBC
defense items.

Both DLA and AMC will remain key players in the future NBC defense logistics management
system. The Joint NBC Defense Board, through the JSMG, provides coordination and integration
based upon the input of all Services and Commanders-in-Chief (CINCs). DLA and AMC will
continue to provide services such as raw data collection, inventory control, and a distribution
infrastructure. With the results of JCHEMRATES IV, the Services and DLA can immediately begin
plans to improve their readiness and sustainment status based on a common understanding of modem
conflict scenario requirements.

3.3 QUANTITIES, CHARACTERISTICS, AND CAPABILITIES

The results of the data collection efforts are compiled in Tables F-1 through F-5 in Annex F,
NBC Defense Logistics Readiness Data. Tables are included for each of the four Services and the
Defense Logistics Agency (DLA).

3.4 LOGISTICS STATUS

During collection of FY01 data, information on the inventory status of 129 fielded NBC
defense equipment items was compiled. While radiacs were not traditionally a part of this chapter,
they have been retained in an effort towards continuity with other chapters and annexes of this report.
NBC defense items such as spare parts and sub-components were considered a subset of the primary
item for risk assessments, and were not reviewed separately. Batteries for critical systems are listed
for informational purposes. Inventory tracking for batteries is difficult because of a lack of visibility and
because they typically have other applications. Trainers were not included in the assessment process,
since they do not reflect wartime service requirements. Quantities required for wartime needs were
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then compared to quantities currently on-hand. Characteristics and capabilities of selected fielded
NBC defense items are discussed in detail in Annexes A-E of this report.

Among medical consumables, sodium nitrite and sodium thiosulfate are now combined in a
single Cyanide Antidote Treatment Kit. The requirements for Pyridostigmine Bromide tablets were
adjusted to reflect FDA guidelines, which allows them to be administered for only 14 days, rather than
30 days. The Chemical Agent Patient Treatment Medical Equipment Set and Medical Aerosolized
Nerve Agent Antidote (MANAA) Atropine Sulfate Inhalation Aerosol were added.

Beglnnmg with the 2000 report, the two Two MTW Requirement for Consumables
MTW requirement for consumables was adjusted || previous definition: equal to the greater of
to include the initial issue along with the | JCHEMRATES Initial Issue or Consumption
consumption provided by JCHEMRATES. This | = No inventory remains after 120 days
decision was made to provide for some inventory
to remain after 120 days, thus enhancing our | New definition: equal to JCHEMRATES Initial
readiness if another conflict ensues. This more | Issue plus Consumption
closely aligns the requirements calculations with | = Some inventory remains after 120 days
those of other commodities such as ammunition. Readiness for the next conflict is enhanced

Of the 129 items extensively reviewed,
DoD developed risk assessments for 50 items based on data gathered as of 30 September 2001 (see
Table 3-1). These items were singled out because of their critical role or their ability to represent the
general state of their respective commodity area. While some of the items assessed changed from the
previous year’s report due to obsolescence, the balance of assessed items among the commodity
areas remained as constant as possible to provide for continuity. These items were rated as being in a
low, moderate, or high risk category. “Risk” is based on the currently available percent fill of the two
MTW requirements; the lower this fill the greater the likelihood that such shortages may significantly
reduce DoD’s ability to respond to a contingency. Shortages for FY01 were calculated by comparing
the two MTW requirements, as defined for this year, to on-hand quantities, as shown in Annex F,
Tables F-1 through F-5.

RISK ASSESSMENT

Low— Services have at least 85 percent of wartime requirement on-hand to
support two nearly simultaneous major theater wars

Moderate — Services have between 70 to 84 percent of wartime requirement on-hand
to support two nearly simultaneous major theater wars

High - Services have less than 70 percent of wartime requirement on-hand to
support two nearly simultaneous major theater wars

Table 3-1 provides the results of the assessment. Programs rated as high or moderate risk are
discussed in greater detail in Annex F. A seven-year comparison of data assessments is shown in
Figure 3-2. In comparison to FY00 report data, the percentage of the FYO01 report’s items in the low
risk category dropped from 66 percent to 62 percent. The percentage of items in moderate rose from
14 percent to 20 percent, while the percentage of items in the high risk category dropped from 20
percent to 18 percent.
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Figure 3-2. Logistic Risk Assessments: 50 NBC Defense Items
The redefinition of the two MTW requirement did not significantly affect most of the items that

were assessed. Several items remain in the high to moderate risk categories while they are being
fielded. These items will be monitored as continued procurement ameliorates their risk. The following
items are highlighted:

The status of M8A1 chemical agent detectors improved due to repairs while its replacement,
the M22 ACADA, is being fielded.

Collectively, 60% of the Marine Corps inventory of CAM 1.5 and CAM 2.0 have been
refurbished and are currently being shipped to Marine Corps users. Funding for the remaining
CAM s has been received and refurbishment action should be completed during FY02.
Quantities of BDOs are not adequate to fill the Air Force requirement. The Air Force
developed a mitigation plan in concert with procurement of the JSLIST ensembles to minimize
risk. The recent plus-up of procurement funds for protective suits has aided in plans to
transition to the JSLIST program. Despite the removal of quantities of BDOs from inventory
because of defects the overall level of DoD War Reserve Materiel stockage of BDOs remains
high, thus the immediate risk is assessed as low. Also, DLA is providing an offset to the
Services, based on the value of the defective BDOs, that is being applied toward purchase of
additional JSLIST suits. Other BDOs will remain in inventory until they reach maximum shelf A
life.

The Air Force is relying on the CWU 66/77P to provide a protective air crew ensemble. It
will replace the now obsolete Chemical Protective Undercoverall, and is assessed at moderate
risk. Continued planned procurements should correct this assessment in the short term. The
Joint Protective Aircrew Ensemble (JPACE), being procured in FY04, will replace this suit.
The collective protection area continues to be assessed as high risk, in part due to the
continued emphasis on contamination avoidance and individual protection, which overshadows
this area. As the procurement cycle in these two latter areas matures, the risk assessment of
collective protection systems will lessen slightly.

DS2 requirements, as determined by JCHEMRATES IV, indicated a significant increase in
DS2 requirements compared to JCHEMRATES III and current on-hand stocks. Because of
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the magnitude of this change, DS2 is omitted from the risk assessments while the LSP
Integrated Product Team considers the validity of the JCHEMRATES III requirement vice the
JCHEMRATES 1V calculation.

With the expiration of M258A1 decontamination kits in FY99, the status of M291 kits
becomes more critical. Present inventory and planned procurements should keep this risk low.
Production of M295 kits has improved since last year to lessen their risk.

Medical chemical defense materiel remains generally in low risk. The shortage of 2-PAM
autoinjectors can be supplemented with existing supplies of atropine and Nerve Agent
Antidote Kits (NAAK), reducing its risk from moderate to low. These items are gradually
being replaced by the Antidote Treatment Nerve Agent Autoinjector.

To meet JVAP requirements, the prime systems contractor (DynPort Vaccine Company) and
its subcontractors have retrieved data, files, microbial stocks, and experimental lots of biologi-
cal defense vaccines produced over the last 10-30 years from government laboratories and
contractors in order to conduct an assessment of the suitability of these products for
contingency/emergency use. A thorough and ongoing review of this information in the light of
current FDA requirements for use under a contingency/ emergency use scenario has been
completed. Recommended expanded testing and maintenance requirements are now being
evaluated for implementation in order to make these products available for
contingency/emergency use to reduce the risk of not meeting wartime requirements. This risk
of not meeting wartime requirements is still high but with expanded testing and maintenance
over the next year could be reduced to a low to moderate risk.

Based on the average two MTW requirements identified in the JCHEMRATES IV study as of

March 1999, the Services continue to exhibit shortages in certain critical areas. Shortages of chemical
and biological agent detection systems, collective protection shelters and their respective filters, and
biological warfare vaccines may have a serious impact on the joint force’s ability to survive and sustain

combat

operations under NBC warfare conditions in two nearly simultaneous MTWs. The extent of

the operational impact of NBC defense equipment shortages is under review in several classified

studies.
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Table 3-1. Logistic Risk Assessments (as of 30 September 2001): 50 NBC Defense Items

Items Risk Remarks
Assessment
CONTAMINATION AVOIDANCE/DETECTION EQUIPMENT
Radiological
AN/VDR-2 Radiac Set Low
AN/PDR-75 Radiac Set Low
AN/UDR-13 Pocket Radiac High Low inventory, still fielding
Biological
Biological Integrated Detection System (BIDS) Low
Chemical
M256A1 Chemical Agent Detector Kit Low Shelf life expiration may reduce stocks in future, but
has been extended from five to six years
M8 Detection Paper Moderate
MB8A1 Automatic Chemical Agent Alarm Low Being replaced by M22 ACADA
M1 Chemical Agent Monitor (CAM)/Improved CAM High USMC fielding in progress; 40% of USMC stock
awaiting repair
Chemical Agent Point Detection System (CAPDS) Low
AN/KAS-1 Chemical Warfare Directional Detector Low
M21 Remote Sensing Chemical Agent Alarm (RSCAAL) Low
M22 Automatic Chemical Agent Detector/Alarm High Low inventory; still fielding
M93A1 NBC Reconnaissance System “Fox” Low
M272A1 Water Testing Kit Low
M274 NBC Marking Set Low
INDIVIDUAL PROTECTION
Masks
MCU-2/P-series Mask Moderate | USAF/USN mask
M40-series General Purpose Mask Low USA/USMC mask
M42-series Tank Mask Low
M48 Apache Mask Low Replaces M43-series mask
MBU-19/9 Aircrew Eye/Resp. Protection (AERP) Low Replaces MBU-13/P; still fielding
Suits
JSLIST protective suits Moderate | In process of fielding to all Services
Battle Dress Overgarment (BDO) Low No further production — being replaced by JSLIST
Saratoga Suit Low No further production — being replaced by JSLIST
CWU 66/77P Moderate | Low inventory
Chemical Protective Undercoverall Low No further production - replaced by CWU 66/77P
Mark III Suit, Chemical Protection Overgarment Moderate | No further production — being replaced by JSLIST
Aircrewman Cape Low
Gloves/Overboots
Chemical Protective Gloves (7/14/25-mil) Low Near term DLA emergency buys lower risk
Green/Black Vinyl Overshoes (GVO/BVO) Low Risk low due to CPFC stocks
Chemical Protective Footwear Covers (CPFC) Moderate
Disposable Chemical Protective Footwear Covers Low Replaced by GVO/BVO

Note - Only selected Low Risk programs are displayed for information purposes.

* While the risk assessment for JSLIST suits by themselves in “moderate,” it is acknowledged that the risk is higher when the
entire protective ensemble (suits, gloves, boots, efc.) is assessed on the sum of its individual components within each Service.
However, accelerated procurement of all JSLIST components in FY02 will rapidly mitigate this risk, and in the course of any
military operations, the Services will take appropriate risk-reduction measures.
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Table 3-1. Logistic Risk Assessments (as of 30 September 2001): 50 NBC Defense Items

(continued)
Items Risk Remarks
Assessment
COLLECTIVE PROTECTION
Chemical and Biological Protective Shelter (CBPS) High Limited fielding in FY02
M20A1 Simplified Collective Protective Equipment High Low inventory, not in production
M28 CPE HUB High Low inventory, still in production
M48A1 General Purpose Filter Moderate | Low inventory
Filter For (M59, M56, Shipboard) (200 CFM) High Low inventory
DECONTAMINATION EQUIPMENT
M291 Skin Decontaminating Kit Low Quantities cover loss of M258A1
M295 Individual Equipment Decontamination Kit Low
DS2,M13 Can High Low inventory
M11 Decontaminating Apparatus Low
M13 Decontaminating Apparatus, Portable Low
M 17-series Lightweight Decontamination System (LDS) Moderate | Aging inventory partially supportable

(to include the A/E32U-8 Decontamination System)

M12A1 Power Driven Decontamination Apparatus (PDDA) High Repair parts only from unserviceable PDDAs

MEDICAL DEFENSE

Mark 1 Nerve Agent Antidote Kit (NAAK) Low Risk lowered based on autoinjector stocks

Atropine Autoinjector Low

2-PAM Chloride Autoinjector Low

Nerve Agent Preventative Pyridostigmine (NAPP) Tablet Low

Convulsant Antidote Nerve Agent (CANA) Autoinjector Low

Biological Defense Vaccines Moderate | Prime contract awarded for development,
production, FDA licensure, and storage

Biological Warfare Agent Diagnostics Moderate | First DoD biological diagnostic effort

Note - Only selected Low Risk programs are displayed for information purposes.

3.5 PEACETIME REQUIREMENTS

In peacetime, quantities of NBC defense equipment are necessary to train personnel in NBC
defense and to build confidence among our warfighters that NBC equipment will provide the neces-
sary protection when used correctly. The two most critical areas of peacetime stocks are individual
protective equipment and medical chemical defense materiel. The Services have indicated that
adequate NBC defense equipment is on-hand to conduct training.

Generally, items used in peacetime for training are drawn from wholesale stocks, requiring
units to maintain both training and contingency stocks. For selected items, such as protective clothing,
contingency utility is lost when the item is used (or consumed) for training. Because peacetime training
requirements are met in this manner, major commands do not track training equipment in their

estimates of on-hand requirements.

3.6 FUNDING

In accordance with the NBC defense management initiatives outlined in Chapter 1, funding of
RDT&E and procurement was centralized in a DoD defense-wide account beginning in FY96. Oper-
ations and maintenance (O&M) funding for NBC defense materiel is not consolidated at the DoD
level. Therefore, for nonrmajor (secondary) items (e.g., consumables such as decontamination kits,
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detection kits, and filters), each Service continues to separately fund replenishment and sustainment of
NBC defense equipment. Depot maintenance and contractor logistics support for some low density
major items are also O&M funded. These appropriations are not included in the joint NBC defense
program. Additionally, the Army is the only Service that currently fences funds solely for the purchase
of NBC defense medical consumable items.

Funding of NBC defense items classified as war reserves secondary items (WRSI) remains a
significant issue. The Services are responsible for developing the requirements and funding items in war
reserve stocks. Funding of WRSI comes from Congressional appropriations made into the Working
Capital Fund from the transfer of Services’ O&M funds. For example, replenishment of NBC defense
items in Army war reserves will require substantial funding through 2006 as some items reach their
maximum extended shelf lives and require replacement. The recent plus-up of funds for protective suits
is assisting in building an initial stockage and minimum sustainment (war reserve) stock to meet the
current defense planning guidance.

Under current acquisition procedures and DoD guidance to minimize wholesale stockpiles,
procurements are based only on funded Service requisitions. The Services remain responsible for
program funding to replace NBC defense equipment wartime stocks. Procurement is usually based on
economic buy quantities (a consolidation of all Service requisitions) to provide the best value to the
government. Some procurements, however, suffer significant delays in delivery because of the time
required to accumulate sufficient requisitions to produce economic buy quantities. This situation occurs
when item managers try to plan purchases of consumable items that have a low peacetime consum-
ption but high wartime consumption (such as decontamination kits, large collective protection filters
and M256A1 detector kits). The result is a low purchasing history with a small industry production
capability, which in turn causes a very low war reserve status with minimal industry surge capability.
The JCHEMRATES IV study was intended to provide more accurate requirements on which the
Services could base their planning,

3.7 INDUSTRIAL BASE

Since the end of the Cold War, and with a smaller DoD force, the industrial base has seen
mergers and acquisitions, which have reduced the number of firms participating in defense production.
The decreased number of firms has reduced competition in the sector, but the remaining firms appear
to have stabilized. While the sector is stable, vulnerabilities still exist. Collective protection systems
(filters in particular) continue to be the most critical subsector in the NBC defense area. Additionally,
protective clothing procurement continues to receive intense scrutiny due to the possibility of industrial
base shortfalls in satisfying requirements during a contingency. The limited pharmaceutical industrial
base to support DoD CB defense medical programs, coupled with a lack of government vaccine
production, represents a serious medical industrial base shortcoming,

Recent assessments indicate that the NBC defense industrial base sector is evolving to include
firms ranging from small to large with some dedicated to producing military unique products, while
others have significant commercial markets. With the growing awareness of terrorist threats, the
commercial market is growing. Other companies are still dependent on Service demands and sales for
their financial survival. Selected NBC defense items (JSLIST, chemical gloves, and nerve agent
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autoinjectors) have been designated as critical to combat operations because of low peacetime
demand, high wartime use, and the fragile supporting industrial base. As a result, DLA established,
with OSD approval, a “War Stopper” program to sustain key industrial base capabilities, utilizing
industrial preparedness funding under PE 07080110.

Included in the mission of the Joint Service Integrated Product Team (IPT) for the Logistic
Support Plan is an assessment of the Industrial Base. This assessment is designed to assist the
Services in identifying problems and issues related to production capabilities of consumable and end
item Chemical and Biological Defense Equipment (CBDE). It identifies CBDE not able to fully support
2 MTW requirements due to asset shortfalls, and documents maximum production capabilities, warm
and cold base, for each item. These assessments provide DoD decision-makers with accurate
industrial base information and analysis.

The IPT is addressing issues from across the Services for more than 128 items/systems and
spare parts critical to readiness. The IPT is conducting analyses to include industrial and technology
capabilities, alternative sources of supply, and a financial and economic analysis. These analyses will
provide the NBC management structure with alternatives and recommendations within the sub-sectors
of NBC defense. To date, all systems were evaluated with 71 systems given in-depth analysis.
Industrial preparedness measures were recommended for some of those items with others identified as
having a need for re-programming to fund buy-outs that would make up the shortfalls.

3.8 NBC DEFENSE LOGISTICS SUPPORT ASSESSMENT

ISSUE: The Department of Defense CB Defense Program has a full capability to support
and sustain the first of two MTWs. Readiness shortfalls that would preclude full support of a
second MTW have been identified and funded. The Services’ modernization efforts and
common war reserve requirements will lessen the overall risk over the near term.

SOLUTION: The Services continue to increase their readiness and sustainment status by
consolidating common stocks and increasing visibility of their wholesale stocks. In most cases,
accelerated procurement of critical items into war reserves will increase readiness against the
potential use of weapons of mass destruction.

During 1998, all four Services participated in the development of the JCHEMRATES IV
study, which was finalized in 1999. JCHEMRATES 1V provided a more accurate prediction
of the initial issue and sustainment quantities required for each Service. A follow-on study,
the Joint Chemical Biological — Quantitative Requirements and Equipment Consumption is being
conducted in FY02 under the auspices of the Joint NBC Defense Board. The use of this
common methodology will allow the presentation of joint service requirements in future reports
and facilitate improved joint logistics management.
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ISSUE: DoD continues to lack a joint, integrated system to maintain asset visibility of NBC
defense equipment below wholesale level, and lacks a standardized war reserve program for
NBC defense equipment. Resourcing the procurement and sustainment of wartime stocks of
consumables such as individual protective equipment, decontamination kits, and detector
kits remains the responsibility of the Services.

SOLUTION: DoD established the requirement for asset visibility and reviewed existing systems
and procedures, both for peacetime reporting and war time reporting. The Services and DLA are
addressing the NBC defense asset visibility deficiency under the auspices of the Joint Total Asset
Visibility initiative. Additionally, DLA is actively involved in a Business System Modemization
(BSM) Program to replace the current legacy inventory management system by FY05. The
resulting fully integrated system will interface with the individual Services. The Marine Corps have
continued to improve and implement the automated NBC Defense Equipment Management
Program (DEMP) which standardizes accountability by tracking inventory by NSNs, contract
numbers, lot numbers, shelf lives, and related personnel data (issues, sizes, efc.)

ISSUE: NBC defense industries have a limited ability to augment specific shortfalls during
any future contingency, in part due to lowered DoD procurements and the inability to retain
warm production lines in critical areas. Without the introduction of significant plus ups or the
use of innovative business practices (such as the use of performance specifications), many of
the small firms that make up this sector may choose to re-focus on the commercial market
place.

SOLUTION: DoD continues to pursue innovative strategies to maintain a responsive industrial
base, especially those strategies that decrease industry reliance on DoD procurement for industrial
base survival. Strategies may include tapping into independent research and development (IR&D)
conducted by universities and corporations, increasing reliance on dual-use technologies, and

pursuing strategies that will encourage companies to decrease dependency on DoD requirements
for their survival.
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Chapter 4

Nuclear, Biological, and Chemical (NBC) Defense
Readiness and Training

4.1 INTRODUCTION

The Joint NBC Defense Program builds on the successes of each Service to develop a viable
Joint orientation to NBC defense capabilities, which includes Joint requirements documents; Joint
doctrine and tactics, techniques, and procedures; Joint modeling, simulation, and wargaming; and Joint
professional training,

4.2 NBC DEFENSE DOCTRINE

Joint Doctrine. Joint Publication 3-11, Joint Doctrine for Operations in Nuclear,
Biological, and Chemical (NBC) Environments, 11 July 2000, provides guidelines for the planning
and execution of NBC defensive operations. Its focus is on the NBC threat, national policy, and
considerations peculiar to the preparation and conduct of NBC defense. These considerations include
principles of theater NBC defense, logistics support, medical support, training, and readiness.

Multi-service Doctrine. The Joint Service Integration Group (JSIG) is working with the U.S.
Army Chemical School (USACMLS) to lead the effort in the development of multi-service NBC
defense doctrine. The JSIG is sponsoring the revision/development of a core list of multi-service NBC
Defense Doctrine publications selected by the Services. This core list will provide a logical framework
for NBCD multi-service tactics, techniques, and procedures (MTTP) that will integrate service’s TTPs
where possible and provide service unique TTPs when different. With the U.S. Army Chemical
School selected as the lead service for doctrine development, two NBCD Doctrinal publications will
be revised each year over a five year period. The selected core Multi-service NBCD Doctrinal list is
shown below:

MTTP for NBC Defense of Theater Fixed Sites, Ports and Airfields.
NBC Contamination Avoidance.

NBC Aspects of Consequence Management.

NBC Defense Operations.

NBC Decontamination (Restoration) MTTP.

NBC Protection MTTP.

Field Behavior of NBC Agents.

Potential Military Chemical/Biological Agents and Compounds.
NBC Vulnerability Analysis.

MTTP for NBC Reconnaissance and Surveillance.
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The FYO01 effort consisted of JSIG sponsored initiatives to continue the development of NBC
multi-service Doctrine. The multi-service doctrine manuals currently being revised under FY01 efforts
include NBC Protection and NBC Reconnaissance and Surveillance. Multi-service doctrine
manuals scheduled for revision in FY02 are NBC Vulnerability Analysis and Potential Military
Chemical/Biological Agents and Compounds.

Multi-National Doctrine. The U.S. Army Nuclear and Chemical Agency (USANCA) has
been delegated the lead DoD representative for international standardization of NBC operational
matters. USANCA participates in the following North Atlantic Treaty Organization (NATO) groups:

o NBC Defense Interservice Working Party (NBCWP) under the Military Agency for
Standardization,

¢ Land Group 7 (LG. 7)—NBC Equipment, under the NATO Army Armaments Group

(NAAG),

Working Group 2 (LG. 7y—Low Level Radiation in Military Environments,

Challenge Subgroup (LG. 7—Chemical/Biological Toxicity Challenge Levels,

Technical Subgroup (LG. 7—Nuclear Weapons Defense, and

ATP 45 (NBCWP) NBC Warning/Reporting.

ATP 59 (B) Doctrine for the NBC Defense of NATO Forces

USANCA also has been delegated as the representative in the American, British, Canada,
Australia (ABCA) Quadripartite Alliance in the Quadripartite Working Group (QWG) for NBC
Defense. In that group, USANCA also participates in the RADIAC Information Exchange Group
(IEG). The USACMLS participates with USANCA to incorporate NBC group agreements in
revising existing manuals.

The USACMLS has been delegated as the representative at the NATO Training Group (Joint
Services Subgroup) in addition to providing representation and subject matter expertise to support
USANCA at NATO/QWG meetings as required. This includes consultation to coordinate the official
US position on NBC defense issues prior to international meetings.

4.2.1 Joint NBC Defense Doctrine Program Management

The NBC defense program management strategy described in Chapter 1 provides the
mechanism to assist the Joint Staff in the further development of the Joint NBC defense doctrine
program. The JSIG coordinates with the Services to ensure the program is realistic and meets the
needs of the Joint community.

4.2.2 Joint NBC Defense Doctrine Development Program

The JSIG has implemented a program to ensure NBC/WMD is appropriately addressed in
Joint doctrinal materials. Through this process, selected joint publications, either in development or in
revision, are reviewed and NBC/WMD related recommendations are provided to the developers.

The U.S. Army Medical Department Center and School (USAMEDDC&S) is the lead
agency for the revision of Joint Publication 4-02, Doctrine for Health Service in Joint Operations.
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The publication was approved 30 July 2001. The revision contains additional information on the
medical aspects of NBC defense.

The Air Force was tasked by the Joint Staff to draft Joint Pub 3-40, Joint Doctrine for
Counterproliferation Operations. Once published, the document will set forth the principles to plan
for and conduct military activities of counterproliferation operations. One of the key activities of
counterproliferation is passive defense. JP 3-40 will complement joint doctrine promulgated in JP 3-
11, Joint Doctrine for Operations in NBC Environments, 11 July 2000.

4.2.3 Army Medical Doctrine Development Program

Multi-Service Doctrine. The FY01 effort consisted of initiatives to develop new Army
Medical Department (AMEDD) NBC defense doctrine products, provide AMEDD input to other
service NBC doctrine publications, and provide input to multinational medical NBC procedures. FM
4-02.283 (NTRP 4-02.21; AFMAN 44-161(I); MCRP 4-11.1B) Treatment of Nuclear Warfare
Casualties and Low-Level Radiation Exposure was printed and distributed in Dec 00 as a multi-
service publication. FM 4-02.7 (FM 8-10-7), Health Service Support in a Nuclear, Biological,
and Chemical Environment is being revised and developed as a multi-service publication. Doctrine
for medical aspect of toxic industrial material (radiological biological, and chemical) will be developed
and incorporated into current and new manuals as the technology allows. Available material on
medical aspects of toxic industrial material will be included in the revision of FM 4-02.7.

Multi-National Doctrine. The Office of The Surgeon General, Department of the Army —
Health Care Operations (OTSG, DASG-HCO) has been designated the head of Delegation for the
NBC Medical Working Group for standardization of NBC medical operational matters. OTSG,
DASG-HCO participates in or coordinates with the following NATO groups:

NBC Defense Working Group

NBC Medical Working Group—Head of Delegation

Land Group 7 (LG.7)—Joint NBC Defense

Working Group 2 (LG.7)—Low Level Radiation in Military Environments

Challenge Subgroup (LG.7)—Chemical/Biological Toxicity Challenge Levels

General Medical Working Party, Aeromedical Working Group

Research Technology Area/Human Factors Medical Panel NBC Medical Subgroups.

The AMEDD participated in numerous NATO medical NBC procedural product reviews,
resulting in several NATO Standardization Agreements (STANAGs) being updated. Further, the
AMEDD participated in a QWG to develop and update additional Quadripartite Standardization
Agreements (QSTAGs), which are medical NBC procedural products. STANAGs and QSTAGs are
reviewed for integration of these agreements into Army-specific doctrine literature products as well as
multi-service medical doctrine products for which the AMEDD is the proponent.

The USAMEDDC&S has been designated as the lead agency to revise the “NATO
Emergency War Surgery Handbook.” The initial draft for the revision is currently being developed.
This draft is projected for completion during FY03.
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4.2.4 Air Force Doctrine Program

HQ USAF/XONP has built upon AFDD 2-1.8, Counter-Nuclear, Biological and
Chemical Operations. It has promulgated an Air Force policy directive, AFPD 10-26, Counter-
NBC Operational Preparedness. The policy directive establishes the Air Force’s program to plan,
organize, train and equip personnel to survive and fight under threat or attack of NBC weapons.

Pursuant to the policy directive, the Air Force is undertaking a number of activities. It is devel-
oping measurable operational and enabling standards in order to determine the equipment, training,
manpower, and resources needed to conduct and sustain counter-NBC operations. Its concept of
operation (CONOP) and other procedural guidance are incorporating counter-NBC considerations,
where appropriate. Military, DoD civilian, DoD dependents and contractor personnel are receiving
counter-NBC training. The Air Force is also planning, programming and budgeting for counter-NBC
preparedness in the areas of training, exercises, evaluations, manpower, and equipment, including
medical requirements (in accordance with Title XVII of Public Law 103-160, dated 1994); and, it is
improving counter-NBC preparedness in expeditionary operations to take the fight to the enemy.

In order to implement the policy directive, the Air Force is drafting pertinent instructions. AFI
10-2501, Full Spectrum Threat Response Planning Operations, will provide policy and guidance to
commanders so they may confront the full spectrum of threats and provide for the protection of install-
lation resources. AFI 10-2601, Counter-Nuclear, Biological and Chemical (NBC) Operations,
Passive Defense will define the passive defense component of counter-NBC operations and will direct
the integration of passive defense planning and operations.

The Air Force Surgeon General (HQ USAF/SGXR) has been participating with the Army in
development of joint and multi-service medical doctrine and guidance (see paragraph 4.2.3 above).
Medical NBC doctrine was included in AFDD 2-1.8, Counter-Nuclear, Biological and Chemical
Operations.

4.2.5. Navy Doctrine

The Navy actively participated in all phases of Joint, Multi-service and Service-unique Chem-
ical Biological Defense. The Navy Warfare Development Command (NWDC) serves as the lead
Navy organization participating in efforts to revise and update multi-service Chemical-Biological
Defense publications. Publications under current revision include NWP 3-11 Multiservice NBC
Operations, NTTP 3-11.24 Multiservice Tactics Techniques and Procedures for NBC Aspects of
Consequence Management and NTTP 3-11.25 NBC Contamination Avoidance. Updates are
planned for the Navy publications NWP 3-20.31 Surface Ship Survivability and NSTM 470
Shipboard BW/CW Defense and Countermeasures to improve interoperability with the USMC
during amphibious operations and to revise biological defense procedures.

The Navy Warfare Development Command participates in the following North Atlantic Treaty
Organization (NATO) Groups:

¢ NBC Defense Interservice Working Party (NBCWP) under the Military Agency for
Standardization,
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e Land Group 7 (LG. 7)—NBC Equipment, under the NATO Army Armaments Group
(NAAG),

o  Working Group 2 (LG. 7)—Low Level Radiation in Military Environments,

o ATP 45 Panel (NBCWP) NBC Warning/Reporting,

e ATP 59 (B) Doctrine for the NBC Defense of NATO Forces.

The Surgeon General of the Navy (OPNAYV 093) represents the Navy at the NATO Medical
NBC-D Working Group and related medical working groups on behave of NWDC.

4.2.6 Marine Corps Doctrine

The Marine Corps is fully participating in all multi-service doctrine working groups to produce
and update jointly funded multi-service NBC defense doctrinal publications. The NBC Operational
Advisory Group met for one week to assess the Marine Corps’ capstone doctrinal manual for NBC
Defense, Marine Corps Warfighting Publication MCWP) 3-37, Marine Air Ground Task Force
NBC Defense Operations. The MCWP will be revised and updated during FY02. This revision and
update will better address NBC defense tactics, techniques and procedures in amphibious operations.

In November 1998, the Deputy Secretary of Defense directed the Navy and Marine Corps to
assess its ability to conduct amphibious assaults in a chemical and biological environment. The studies
that were conducted resulted in the identification of several doctrinal deficiencies in this area. During
November 2001, Navy and Marine Corps representatives met in Quantico to discuss current doc-
trinal deficiencies with respect to chemical biological defense during amphibious operations. Two
Naval publications were considered for possible modification to correct these deficiencies—NWP 3-
20.1, “Surface Ship Survivability,” and NSTM 470, “Shipboard BW/CW Defense and Counter-
measures.” Any changes to current Marine Corps Doctrine will also be addressed or annotated in the
revised/updated MCWP 3-37, MAGTF NBC Defense Operations.

4.2.7 United States Special Operations Command Doctrine

The United States Special Operations Command (USSOCOM) — Center for Operations,
Plans and Policy (SOOP) with its components developed USSOCOM Pub 3-11, “Multi-service
Techniques, and Procedures for Special Operations Forces in Nuclear, Biological, and Chemical
Environments,” dated 6 April 2001. This publication is multi-service designated (Army FM 3-05.105,
Navy NTTP 3-11.30, Air Force AFTTP(I) 3-2.35.

This publication was prepared at the direction of the Commander in Chief, United States
Special Operations Command who recognized the need to share the TTPs developed by individual
components within the Special Operations Forces (SOF) community. This publication compiles
existing Joint Doctrine, principles, and known Multi-Service/component TTPs for NBC defense
preparedness. It establishes a single “How To” guide for use by individual SOF personnel and SOF
components supporting Joint Task Force/Joint Special Operations Task Force (JTF/JSOTF)
operations. It is a guide intended to enhance SOF force protection, survivability, and readiness in
NBC environments.
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USSOCOM is a participating member in multi-service doctrine working groups to produce
and update multi-service NBC defense doctrinal publications.

4.3 STANDARDS OF PROFICIENCY AND CURRENCY

Each service establishes standards of proficiency and currency for NBC defense training. The
following sections describe each Service’s activities for NBC defense training.

4.3.1 Army

Army Regulation 350-41, Training in Units, establishes Army standards for proficiency for
NBC defense training. NBC defense training is conducted at schools and in units. The USACMLS is
responsible to train and sustain Chemical Corps soldiers and leaders and provide
task/condition/standard limits, suggested training products, and oversight in the areas of NBC matters.
Although the USACMLS is neither designated nor resourced to be the DoD Executive Agent for joint
NBC defense training, it is pursuing the following initiatives to the extent available resources allow:

(1) assisting CINCs, Major Commands, and their staffs in assessing and providing
reference materials regarding the NBC threat and recommending actions to reduce
the NBC threat in their areas of operations; '

(2) providing broad-based joint NBC defense doctrine and joint doctrine development
support;

(3) introducing and upgrading instructional aids and training support material for War
Colleges and Command and Staff Colleges for all Services;

(4) developing, evaluating, and fielding advanced instructional capabilities for both
resident and nonresident instruction; and

(5) conducting the Joint Senior Leader Training Course — A Focus on Weapons of
Mass Destruction, intended to provide leaders from all Services with an
understanding of joint NBC defense operations, training, readiness, threat, doctrine,
and capabilities. :

Individual Training.

e At the initial training level, NBC defense tasks are taught to students wearing Mission Oriented
Protective Posture (MOPP) during Basic Soldier Training and Warrant Officer Candidate
Training to satisfy Initial Entry Training Requirements.

¢ Common core qualification is achieved from NBC tasks training during Officer (basic and
career) and Warrant Officer (basic) training.

NCOs train on leader NBC skills during their NCO development courses.
Other Officer and NCO courses require training in NBC as a condition that effects the
performance of branch specific tasks.

e At the company level most units have an NBC NCO specialist, and at the battalion or higher
level most units have an NBC Officer and Senior NCO.
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Unit Training.

e The Amy is constantly challenged to improve its training of NBC battlefield hazards by
integrating such training into unit mission training as well as individual and leader training.

e NBC Defense emphasis in the FY01 Common Task Test. The Army has taken steps to
address this issue by making the task: “Maintain Your Assigned Protective Mask” an element
of the Common Task Test for FY01. Soldiers will practice this task until they can meet the
test standards.

¢ NBC collective tasks are published in Army Training Evaluation Program (ARTEP) Mission
Training Plans. The highest level of NBC training recognizes NBC as a battlefield condition
and units train to execute their Mission Essential Task List (METL) while under NBC
conditions.

Medical Training. The Army funds medical NBC training oriented towards patient care, leader
development and medical force health protection. Patient care training provides medical professionals
with the clinical skills necessary to diagnose and treat individuals exposed to NBC agents. Leader
development prepares Army medical unit leaders to manage NBC casualties on the battlefield.
Medical force health protection training provides preventive medicine personnel with the skills
necessary to support Force Health Protection Programs across the full spectrum of military
operations.

Army funded medical NBC training is conducted at the U.S. Army Medical Department
Center and School (AMEDDC&S), the U.S. Army Medical Research Institute of Chemical Defense
(USAMRICD), the U.S. Army Medical Research Institute of Infectious Diseases (USAMRIID), the
Armed Forces Radiobiology Research Institute (AFRRI) and the US Army Center for Health
Promotion and Preventive Medicine (USACHPPM). Training modalities include training presented at
the training commands (In-House training), training conducted at the requesting unit’s site (On-Site
training), and training achieved via the different types of distance learning programs (Distance Learning
training).

Each training modality offers unique advantages. In-house training enables students to use
laboratory and field training facilities while maximizing student-instructor interactions. On-site training,
i.e., courses taken “on the road” and presented at military installations worldwide, minimizes student
travel costs while preserving direct student-instructor interactions. Distance learning programs minimize
training costs and support increased audience sizes, but at the cost of direct student-instructor
interactions. A summary of Army sponsored medical NBC training is provided in Table 4-1.

The AMEDDC&S trains all U.S. Army Medical Department (AMEDD) personnel and
selected personnel from all three armed services, including the active, reserve and National Guard
components. The primary focus of the AMEDDC&S’s medical NBC training has historically been
basic soldier skills, leader development, and training to preparing AMEDD leaders to meet the
challenges of supporting Medical Force Health Protection Programs in the face of NBC threats.

AMEDDC&S medical NBC leader development training begins when new AMEDD officers
receive 39 hours of NBC classroom instruction and 12 hours of NBC field training during their Officer
Basic Course (OBC). The OBC teaches new AMEDD officers basic soldier skills and the
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fundamental knowledge necessary to conduct medical operations in NBC environments, control NBC
contamination in medical units, and understand the medical implication of NBC exposures. In FY01,
1649 students completed OBC.

Table 4-1. Summary of Army Medical NBC Training (FY2001)

Training Command Type of Training Training Method Number of Students
AMEDDC&S Leader Development In House 2686
Leader-Development Distance Learning 388
Force Health Protection In House 71
USAMRICD Patient Care In House 361
Patient Care Distance Learning 4477
Patient Care On-Site 520
Leader-Development In House 331
USAMRIID Patient Care In House 361
Patient Care Distance Learning 500
Patient Care On-Site 520
Leader-Development In House 323
AFRRI Patient Care In House 81
Patient Care On-Site 408

The Army Medical Department (AMEDD) Officer Advanced Course (OAC) includes 10
hours of medical NBC correspondence courses. The foreign officers from Allied armies attending the
AMEDD OAC received an additional 40 hours of Medical NBC training. In FY01, 388 students
completed OAC.

Prior to promotion to the rank of staff sergeant, Army combat medics attend the
AMEDDC&S Basic NCO Course (BNCOC). BNCOC incorporates classes and practical exercises
in battlefield medical operations in an NBC environment, decontaminating, managing and treating
contaminated casualties, and training non-medical soldiers in casualty decontamination procedures. In
FYO01, 578 NCOs completed the BNCOC.

USAMRICD’s “Field Management of Chemical and Biological Casualties Course” (FCBC)
provides detailed training in the first echelon management of chemical and biological agent casualties.
This leadership development course, presented as a five-day in-house course at Aberdeen Proving
Grounds, is also offered as a three-day on-site course. The FCBC’s classroom discussions include:
the current global threat of chemical and biological agent use, the characteristics and effects of threat
agents, recognition and emergency treatment of agent exposure, principles of triage and
decontamination of chemical and biological agent casualties. During FY01, USAMRICD presented
the FCBC to 331 AMEDD officers and NCOs in the in-house courses.

The Principles of Preventive Medicine Course prepare future preventive medicine officers to
support medical force health protection programs in NBC environments. In FY01, 71 students
completed the Principles of Military Preventive Medicine Course. The Preventive Medicine Specialist
Course was revised to incorporate Low Level Radiological (LLR) training. LLR training has been
expanded in the Health Physics Specialists course and in training provided Army Nuclar Medical
Science Officers (NMSOs) during attendance of the OBC, OAC and Principles of Preventive
Medicine Courses. LLR training enables NMSOs and Health Physics Specialists, with the support of
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Preventive Medicine Specialists, to provide medical force health protection to deploy forces
supporting incidents involving potential radiation exposures, including Radiological Dispersal Device
(RDDs) attacks or releases of radioactive materials from nuclear facilities.

Patient care training of physicians, physician assistants, and nurses is primarily accomplished
by the specialized Army and DoD research laboratories. The laboratories’ courses, taught by
physicians and scientists from all three armed services, are presented to the medical professionals of all
armed services. The courses are also generally available to non-DoD agencies and have made
significant contribution to Homeland Security initiatives.

USAMRICD and USAMRIID trained 331 medical professionals with the in-house version of
the “Medical Management of Chemical and Biological Casualties Course” (MCBC). Sponsored by
the AMEDDC&S, the students attending the in-house MCBC divide their time between USAMRIID
at Ft. Detrick, Maryland and USAMRICD at Aberdeen Proving Grounds, Maryland. The MCBC
provides DoD personnel, primarily physicians, physician assistants, and nurses, with a working
knowledge of the potential threat of chemical and biological weapons and the status and scope of
medical defense strategies. It combines classroom instruction and field experience to establish essential
skills, instill confidence, and define limitations in therapeutic modalities with each type of medical
setting. The course also provides instruction on the use of specialized equipment and skills required for
safe, long distance evacuation. First-hand experience in triage, decontamination, and medical
operations on the integrated battlefield is stressed.

AFRRI, a DoD agency, trained 489 DoD and non-DoD students with the “Medical Effects of
Ionizing Radiation” (MEIR) Course. The MEIR course, funded by the Army Office of the Surgeon
General, provides up-to-date information concerning the biomedical consequences of radiation
exposure, how the effects can be reduced, and the medical management of radiological casualties. The
MEIR course, sponsored by the AMEDDC&S, is presented in-house at Bethesda, Maryland, on-site
at US military installations worldwide, and via videotape as a distance-learning course. The course has
been expanded to include non-nuclear weapon radiological hazards, such as LLR hazards, which
could be encountered on the battlefield or during non-combat military operations.

The Ammy Office of the Surgeon General (OTSG) continued funding for USAMRIID and
USAMRICD initiatives to exploit the potential of medical NBC distance learning courses. Distance
learning courses, using VTC, satellite broadcasting, videotape series and computer based training pro-
grams, offers an alternative for those otherwise unable to attend training. The convenience of distance
learning also enables large numbers of medical professionals to attend training.

In FY01, USAMRICD presented the interactive satellite distance learning course “Medical
Response to Chemical Warfare and Terrorism”. This course trained military and civilian health care
professionals in the proper medical response in the event of an intentional or accidental chemical agent
exposure. World-renowned experts from the U.S. Army Medical Research Institute of Chemical
Defense (USAMRICD) and the Chemical Casualty Care Division (CCCD) presented this program at
no charge to 4,137 participants. The program was taped and is now offered as a video tape program.

The Ammy Office of the Surgeon General sponsored a 5-day Medical NBC Readiness
workshop at the AMEDDC&S for 32 AMEDD leaders with operational medical planning
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responsibilities. The workshop increased the participants understanding of the impact of NBC threats
on military operations and enabled participants to conduct Medical NBC exercises. Attendees learned
to design and conduct Medical NBC exercises using the NBC Casualty Training System (NBC CTS).

The Army Office of the Surgeon General maintains the Medical NBC Online Information
Server, an Internet web site at: http://www.nbc-med.org/. This searchable web site, visited over 400
times per day, presents medical NBC related news articles, case studies, congressional testimony,
information papers, medical NBC references, training materials, and the schedule for related
conferences and courses. Links are provided to AMEDDC&S, USAMRICD, USAMRIID, AFRRI,
and other NBC related Internet sites offering training documents and software packages. Many
references and documents can be downloaded directly from the OTSG site, including the Medical
Management of Biological Casualties Handbook and Medical Management of Chemical Casualties
Handbook

The Field Preventive Medicine and Training Divisions of USACHPPM are currently working
with U.S. Army Forces Command to assist field preventive medicine units in assessment of their
existing environmental sampling and analysis capabilities and provide technical training on toxic
industrial material risk assessment and radiological hazard risk assessment. This training includes
orientation and training on existing Table of Organization and Equipment as well as USACHPPM
provided equipment and support.

The AMEDD and OTSG since 1996 have conducted a series of medical Chemical Biological
Awareness Training (CBAT) seminar wargames for U.S. Pacific Command, U.S. European
Command, and U.S. Central Command and two for U.S. Forces Korea. These seminars, for senior
and executive level officials, were highly successful and have led to an increase in demand for this type
of training. The CBAT games were a predecessor to the current series of Command and Staff
Awareness Training (CSAT) seminar games programmed for FY 2000 through 2004. The purpose of
these games is to provide an open forum for commanders and staffs to increase their awareness and
explore contemporary issues, concepts, doctrine and policies relating to the medical aspects of
chemical and biological defense. Most recent exercises include “Crimson Cross” CSAT for Third
Medical Command and “Orbit Comet ‘00” CSAT for XVIII Airborne Corps & Fort Bragg. “Orbit
Comet” involved Pope Air Force Base as well as the communities of Spring Lake and Fayetteville,
NC. This seminar wargame considered the operational and medical implications of a terrorist WMD
attack on Fort Bragg and the impact on the XVIII Airbome Corps to sustain force projection
operations during the response. Subsequent CSAT seminars are currently scheduled for I Corps and
III Corps.

The AMEDD and OTSG since 1996 have conducted a series of medical chemical biological
exercises including Chemical Biological Awareness Training (CBAT) seminar war games for U.S.
Forces in Korea, USPACOM, USEUCOM and USCENTCOM. These seminars, for senior and
executive level officials, were highly successful and have led to an increase in demand for this type of
training. The CBAT games were a predecessor to the current series of Command and Staff
Awareness Training (CSAT) seminar games. The purpose of these games is to provide an open forum
for commanders and staffs to increase their awareness and explore contemporary issues, concepts,
doctrine and policies relating to the medical aspects of chemical and biological defense. The AMEDD,
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besides sponsoring the exercises listed below, has participated in numerous other WMD/NBC
eXercises.

“Exercise Terminal Breeze 96” - Provided an opportunity for law enforcement, health and
medical, fire, environmental and emergency management agencies of Virginia, Maryland, and
Washington, D.C. to work with the military community in examining plans, policies and
procedures for crisis and consequence management in response to a WMD terrorist attack. .
“Chem Bio Awareness Training (CBAT) PACOM Aug 96” - U.S. assesses readiness of
current forces to engage in CBD operations against North Korea and formulate reinforcement
package options to enhance capabilities of in-theater forces to survive in a CB environment.
“Exercise Coral Breeze” CBAT-Korea, Mar 97 - Assessment of impact of North Korean use
of CB weapons on Us forces during deployments and Reception, Staging, Onward
Movement and Integration (RSOI), conduct of non-combat evacuation operations and
warfighting.

“Exercise Azure Haze” CBAT EUCOM, Nov 97 - Provided awareness training to EUCOM,
USAREUR & 7th Army, community and appropriate agencies on consequence management
responses to a casualty-producing chemical substance incident on a US installation

“Exercise Crimson Shield” Joint Medical Planners Workshop, Korea, Feb 98 - Assessed
salient issues and identified actions that US and ROK commands need to consider when faced
with NBC attacks during the conduct of a Major Theater War in Korea. Allowed
development of action plans to improve theater medical readiness, capabilities and mitigate
risks. Provided data and a conceptual framework for modifications to existing doctrine,
policies, programs and OPLANSs. Identify intersections between combatant commanders’ and
medical operations and commanders’ needs and identified medical considerations for NEO in
WMD environment.

“Exercise CBAT-CENTCOM”, Feb 99 - Seminar game that corresponds to OPLAN 1003-
96. The scenario was a major contingency in Gulf in 99-00 requiring US and coalition
deployments and health service support operations under CB conditions. Provided
commanders and staffs a conceptual baseline for framing options to CB threats and attacks.
Enhanced planning for operations in a CB environment and identified areas requiring further
coordinated research, analysis & program development.

“Exercise Crimson Cross”, Command and Staff Awareness Training (CSAT), 3rd
MEDCOM, Sep 00 - Identify HSS vertical integration problems in a theater land component
with respect to: C41; logistics; preventive medicine; patient movement and regulation; Joint
connectivity and integration during a WMD event. Capture insights for Army efforts such as:
continued evolution of medical organizations; doctrinal development and harmonization; and
medical elements of the Army Transformation Strategy.

“Exercise Orbit Comet”, CSAT XVIII ABN Corps, Oct 00 - Exercise considered the
operational and medical implications of a mass casualty incident resulting from a terrorist
attack involving a chemical agent on Ft Bragg and the impact of the terrorist attack on XVIII
ABN Corps’ ability to sustain force projection operations during the response. The exercise
also involved the local communities and the USAF. It involved WMD consequence
management operations including medical and mass casualty management, antiterrorism and
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force protection and maintaining the capability to deploy forces as directed by appropriate
authority, during and immediately following a natural or manmade catastrophic event on Ft
Bragg.

e “Exercise Urgent Response” CSAT I Corps - Medical NBC AC/RC Conference, Apr 01 -
Provided the forum to improve the NBC awareness of attendees and their organizations. The
exercise centered around the deployment of an I Corps Joint Task Force for Consequence
Management (JTF-CM), including 2d Medical Brigade and subordinate units, deploying to
Thailand to provide medical assistance in response to the use of a biological weapon
(smallpox).

4.3.2 Air Force

Air Force policy is to provide initial and annual refresher training to military personnel and
emergency essential civilians in or deployable to chemical-biological threat areas, especially personnel
in NBC medium and high threat areas (HTAs). The Air Force standards of proficiency are based on
two international standardization agreements: NATO Standardization Agreement 2150 (NATO
Standards of Proficiency for NBC Defense) and Air Standardization Coordinating Committee
(ASCC) Air Standard 84/8 (Initial, Continuation and Unit NBC Standards). Both agreements are
currently implemented through Air Force Instruction 32-4001, Disaster Preparedness Planning and
Operations and will move to AFI 10-2501, Full Spectrum Threat Response Planning and
Operations in March 2002. The Air Force ensures proficiencies and currency of NBC warfare
defense training through classroom training, unit level training, and exercises. NBC Defense Training
(NBCDT) is required only for military personnel and emergency essential civilians in or deployable to
NBC threat areas. Major Commands (MAJCOMs), the Air Reserve Component, and Direct
Reporting Units may tailor their NBCDT programs to meet their specific mission requirements. The
subjects presented in the classroom follow the three principles of NBC defense (avoidance,
protection, and decontamination) as identified in Joint Pub 3-11. Unit level training follows the
classroom training on wartime mission critical tasks. Supervisors train personnel to complete mission
critical tasks while the workers are wearing their full complement of individual protective equipment.
Exercises are used for training and evaluation purposes. NBC Defense training instructors at base level
receive their professional training through Air Force Apprentice and Advanced courses at Fort
Leonard Wood, Missouri. '

Individual Training. There are two types of individual training. The first is general equipment and
procedures training that enables personnel to recognize and protect themselves and others from NBC
hazards. The second is individual proficiency training that enables personnel to perform their wartime
tasks in an NBC-contaminated environment. Detailed training comes with assignment to a threat area
or to a deployable unit. NBC Defense training is required for military personnel and emergency
essential civilians who are in or identified as “tasked to deploy” or “identified to deploy” to a medium
or high threat area, as well as any conventional threat areas. Individuals graduating from Air Force
Basic Military Training will receive credit for NBC Defense Initial training, Personnel receive NBC
defense training courses, as shown in Table 4-2. (Requirement changes per draft AFI 10-2501 are
included in parenthesis)
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Table 4-2. Air Force NBC Defense Individual Training

AUDIENCE'™ TYPICAL INITIAL INITIAL REFRESHER REMARKS
INSTRUCTION TIME (FREQUENCY) (FREQUENCY)
Low threat 6 hours Within 90 days of assign- Annual show of Allow extra time for
(8 hours) ment to mobility positions competency or as quantitative fit

or 90 days prior to perma- directed by MAJICOM. testing (QNFT)/
nent change of station (PCS) | (Within 15 months confidence exercise
to a CB high threat area. thereafter) and CCA training.
(Within 60 days of arrival to | (4 hours)
the installation)

Medium threat 6 hours (8 hours) Within 90 days of arrival Within 90 days of arrival | See Note 2

(Within 30 days of arrival) (Within 15 months
thereafter) (4 hours)

High threat 6 hours (8 hours) Within 90 days prior to PCS | Within 30 days of arrival | See Note 2
to high threat area. (Within - topics should only
60 days prior to arrival) include theater specific
procedures and QNFT.
(Same as above)
(Annually Thereafter)

1. NBC Defense Training is required for military personnel and emergency essential civilians in or deployable to chemical-
biological medium and high threat areas.
2. Initial training is required if there has been a break of 36 months or more in NBC defense training.

NBC refresher training is at the discretion of the MAJCOMs, with the majority opting for
annual refresher training through classroom training and exercise participation. Individual NBC
proficiency training occurs through on-the-job-training and exercise participation. In addition, aircrews
are required to conduct a one-time flight while wearing chemical defensive equipment.

Air Force major commands have reported significant increases over the last three years in the
number of people receiving equipment and procedures training as well as the number of hours spent
for that training.

Unit Training. Units in or deployable to NBC threat areas must conduct the following training:
Table 4-3. Air Force NBC Defense Unit Training

CB Threat Area Minimum Exercise Requirements
Annually
- Conduct attack response exercise implementing the base OPlan 32-1 and other
Low contingency plans (i.e., NBC, terrorist, or conventional attack).

- Conduct an attack response exercise for units’ mobility commitments based upon the
threat at deployment locations.

Semiannually

- Conduct attack response exercise implementing the base OPlan 32-1, BSP, and other
Medium contingency plans (i.e., NBC, terrorist, or conventional attack). One exercise may be
satisfied by a tabletop exercise.

- Conduct attack response exercise for unit mobility commitments based on the threat at
deployment locations. One exercise can be satisfied by a tabletop exercise.
Semiannually

High - Conduct attack response exercises implementing the base OPlan 32-1, BSP, and other
contingency plans.
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Medical Training Initiatives. Following the Air Force Medical Service (AFMS) NBC Warfare
Defense Training Workshop in 1998, eleven training initiatives were prepared to meet gaps in Air
Force chemical and biological medical defense training. Training tools for the AFMS re-engineered
unit type codes, such as: (1) Patient Decontamination Teams, (2) Chemically Hardened Air
Transportable Hospital, (3) Preventive and Aerospace Medicine (PAM) team training, (4)
Bioenvironmental Engineering NBC team training, (5) PACAF AFMEDPAC 2000, (6) Continuing
Medical Readiness NBC traming, (7) NBC CD-ROM Toolboxes, (8) ACC/ Force Protection Battle
Lab Initiative — Bio Agent detection training, and (9) NBC Defense Leadership Skills training were
identified for contractor development. The Army (funded by the AF) is the office of primary
responsibility for the final initiatives: (10) Medical Management of Chemical Casualties,(11) Medical
Management of Biological Casualties, and (12) NBC CD-ROMs. The AFMS is participating in
satellite provided Medical Management of Chemical Casualties hosted by USAMRICD/USAMRIID
respectively. Additionally, the NBC CD-ROMs were distributed to every AFMS medical treatment
facility in FY00. The AF IERA trained four students per AEF rotation cycle on PCR based clinical
pathogen diagnosis supporting the Biological Augmentation Team UTC. Care providers who have not
been afforded the opportunity to attend the Army MCBC Course will receive an instructor-based
course on medical management of chemical and biological casualties training at their units. Overseas
locations have priority over CONUS bases for this initiative. In addition, identified medical UTC
teams will receive medical reference materials developed by the US Army and civilian contractors for
training,

4.3.3 Navy

Navy Chemical, Biological and Radiological Defense (CBR-D) training is conducted in two
phases: individual and unit training. Individual training consists of attendance at formal school courses
and completion of Basic and Advanced CBR Defense Personnel Qualification Standard (PQS)
training. Navy personnel also conduct periodic unit CBR Defense training and pre-deployment unit
training exercises.

Individual Training. The Navy provides initial entry-level CBR defense training to all officers and
enlisted personnel in the accession programs. Enlisted personnel receive three hours of training (two
hours in the classroom; one hour in the lab) focused on the use of personal protection equipment and
survival skills, including a CBR-D “confidence” chamber exposure. Officers receive two hours of class
time focused on personal protection equipment and survival skills.

Officer and Enlisted Personnel assigned to ship and shore billets requiring CBR-D expertise
receive additional CBR-D related courses. These courses include the Disaster Preparedness Specialist
Course and the CBR-D Operations and Training Specialist Course conducted at the U.S. Army
Chemical School. Additional CBR-D training is covered in the Repair Party Leader Courses
conducted at various Fleet Training Centers. Officers receive additional CBR-D related training at the
Damage Control Assistant Course, the Shipboard Department Head Course, the Prospective
Executive Officer Course, and the Prospective Commanding Officer Course held at the Surface
Warfare Officer School, Newport, RI.
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Navy medical providers attend the Management of Chemical and Biological Casualties
Course at the U.S. Army Medical Research Institute for Chemical Defense and the U.S. Army
Medical Research Institute of Infectious Diseases. The Navy Environmental Health Center NEHC)
sponsors a three-day course for providers, and a one-day familiarization/awareness course.
Additionally, NEHC is actively developing a “distance-learning”, CNET web-based, provider course
expected to be on-line by June 2002.

After reporting to designated units, Navy personnel are required to complete basic and
advanced CBR-D Personnel Qualification Standards (PQS) training. PQS is a compilation of the
minimum knowledge and skills that an individual must demonstrate in order to qualify to stand watches
or perform other specific duties necessary for the safety, security or proper operation of a ship,
aircraft or support system. The objective of PQS is to standardize and facilitate these qualifications.
Basic and Advanced level Chemical, Biological, Radiological (CBR) Defense PQS are contained in
NAVEDTRA 43119-H. Basic level CBR PQS, which is required for all personnel assigned to a
command, and consists of “CBRD Fundamentals- Watchstation 106 and “Basic CBR Defense-
Watchstation 306.” (See Table 4-4) Advanced level CBR PQS is required for personnel assigned to
CBR teams, including Detection Teams, Decon Station Teams, Internal/External Monitoring Teams,
Decontamination Teams and Team Leaders. Advanced level PQS consists of “CBR Detection
Equipment Systems- Watchstation 215” and “Advanced CBR Defense Person- Watchstation 309.”

Table 4-4. Navy Basic CBR Defense Standards

Complete Chemical, Biological, Radiological Defense (CBRD) Fundamentals PQS
Locate and transit Decontamination station/ CCA stations

Locate Casualty Collection stations and Deep Shelter Stations

Don and doff Chemical Protective Ensemble

Change protective mask canister

Use the M-291 skin decon kit

Demonstrate self and buddy aid for nerve agent exposure

Identify CBR markers

Use M8 and M9 paper

Pass through CPS air lock/pressure lock

Decontaminate internal and external areas

Satisfactorily perform or simulate immediate actions for the following emergencies:
nuclear attack, chemical attack, biological attack, nuclear radiation exposure, chemical
agent exposure, and biological agent exposure.

Unit Training. Proficiency training is conducted at the unit level by Navy instructors, who are
graduates of the CBR-D Operations and Training Specialist Course conducted at the U.S. Army
Chemical School. Navy units conduct Basic, Intermediate, and Advanced training exercises as part of
the Inter-Deployment Training Cycle . During the Basic training phase, CBR-D training exercises may
involve additional unit training by CBR-D specialists from an Afloat Training Group (ATG).

Early in the Basic training phase, a ship is required to conduct a Command Assessment of
Readiness and Training (CART) which is a performance based assessment of a unit’s readiness in
each mission area. CART assesses material, administrative, and training proficiency. By the end of the
Basic Training Phase, ships are required to be proficient in all missions areas and have demonstrated
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the ability to sustain readiness through their internal training team organization. Internal CBR training is
conducted by the ship’s Damage Control Training Team (DCTT).

A Final Evaluated Problem (FEP) is the culmination of the Basic training phase and demon-
strates the ship’s ability to conduct multiple simultaneous combat missions and support functions and
to survive complex casualty control situations under stressful conditions. The conduct of the FEP is
dependent upon the ship’s previously demonstrated proficiency and may require the ship to progress
through all mission oriented protective postures (MOPP) levels as part of a chemical defense exercise.
After completion of the Basic training phase, the completion of a Chemical Defense Drill is a repetitive
requirement, conducted every six months.

The Intermediate and Advanced training phases consist of multi-ship and battle group training
directed by a numbered fleet commander. Emphasis is placed on integrated watch section training in a
fully coordinated multi-threat environment. During the intermediate and advanced phases of the training
cycle, combat readiness is reinforced through Composite Training Unit Exercises (COMPTUEXSs)
and Fleet Exercises (FLEETEXSs).

4.3.4 Marine Corps

The Marine Corps’ NBC training focuses on the ability to conduct operations throughout the
battlespace with particular emphasis on amphibious deployment, littoral, and air/ground operations.
The Marine Corps views NBC as an environment, similar to daylight/darkness and cold/heat, yet with
its own unique challenges.

Training requirements are derived from the Force Commander’s Mission Essential Task Lists,
Joint Universal Lessons Learned, Marine Corps Lessons Learned, Mission Need Statements, and
Universal Needs Statements. Once validated, the training requirements are introduced into the
Systems Approach to Training (SAT) Process. One of the results of the SAT process is the
development of training tasks and standards that will fulfill the training requirements. These task lists
and standards are incorporated into Individual Training Standards (ITSs) for individual Marines and
Mission Performance Standards (MPS) for Marine units. These ITSs and MPSs are published as
Marine Corps Orders for standardization and compliance throughout the Marine Corps. During
FY02, ITSs and MPSs related to NBC defense training will be updated and begin transition to a
newer, more effective Training & Readiness (T&R) Manual format. The T&R Manuals provides
greater specificity in standards and will enhance commanders’ abilities to determine readiness based
on training accomplishments.

The Marine Corps conducts training in two categories: Indiﬁdual Training based on ITSs and
Collective (unit) Training based on MPSs. Figure 4-1 shows the individual NBC training provided to
all Marines. ‘
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Figure 4-1. USMC Individual NBC Training

Individual Training. Marine entry-level training begins at recruit training or at Officers Candidate
School (OCS) where Marines are introduced to the field protective mask and the CS chamber
exercise. All enlisted Marines then proceed either to Marine Combat Training (MCT) or the School of
Infantry (SOI) and, upon completion of OCS, all Officers proceed to The Basic School (TBS). The
NBC portion of this training focus is surviving and functioning in an NBC environment. Training
transitions from a classroom/academic environment to practical application/field environment in order
to provide students more hands-on experience.

Once Marines reach their units they begin the Marine Corps Common Skills (MCCS) and
Marine Battle Skills Training (MBST) program. MCCS and MBST tasks are individual training
standards that all Marines are required to be proficient in and are evaluated on annually. Marine Battle
Skills NBC training focuses on providing Marines with the capability to survive as well as function in
an NBC environment. Senior Field grade and General Grade Officers attend the “United States Army
Chemical School Joint Senior Leaders Course.” These courses will round out the phases that the
Marine Corps go through in the development of Marines and Leaders to operate in an NBC
environment ‘

Unit Training. Unit level (or collective) training includes classroom and field training identified in unit
training exercises and plans. (See figure 4-2.) Many units are also required to meet specific training
standards. These requirements take the form of Mission Performance Standards (MPSs) for specific
types of units such as infantry, artillery or tank units. These MPSs are published in the 3500 Series of
Marine Corps Orders. '
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MISSION PERFORMANCE STANDARDS
-- Unit Collective Training requirements are based on Mission
Performance Standards (MPSs)
-- Each type of unit has a specific set of MPSs documented in a
3500 series Order
-- NBC Tasks are included in all MPS Orders
-- Operate in MOPP-4 for 6 hours is the standard

Figure 4-2, USMC Collective Training, NBC Requirements

Each MPS Order includes NBC Tasks that the unit must accomplish. However, each set of
requirements varies from unit to unit. For example, a Tank Battalion must be able to utilize the
vehicle’s NBC filtration system, decontaminate tanks, and operate tanks under NBC conditions. An
Infantry Battalion on the other hand has no requirement to decontaminate tanks, but does have to
decontaminate crew served weapons. NBC training is validated through the Marine Corps’ inspection
program. Those units that are part of the Marine Corps’ Unit Deployment Program (UDP) and
designated Marine Expeditionary Units (MEUS) are required to undergo an NBC evaluation prior to
deployment. Units that do not have specific NBC defense MPSs are evaluated in NBC defense as
part of routine Commanding Generals’ Inspection Programs, normally conducted at least biennially.

44 NBC DEFENSE PROFESSIONAL TRAINING

Public Law 103-160 requires all Services to conduct NBC defense professional training at the
same location. Currently, all Service training, except for medical NBC courses (as described in
sections 4.3.1 and 4.3.2 above), is co-located at the United States Army Chemical School. Each
Service conducts their training with their own Service instructors. The experts who graduate from the
Service’s technical training and the Army’s Chemical Defense Training Facility become instructors for
their Service’s unit training. The Defense Nuclear Weapons School (DNWS), as part of the Defense
Threat Reduction Agency (DTRA) Albuquerque Operations Office at Kirtland AFB, New Mexico,
conducts a Radiological Emergency Team Operations Course; Radiological Emergency Medical
Response Course; Radiological Accident Command, Control and Coordination Course; and
Weapons of Mass Destruction Command, Control, and Coordination Course.

4.4.1 Joint NBC Defense Professional Training

The JSIG has established a Joint Training Sub-panel (JTSP) comprised of designated Service
training representatives to:

Promote Joint NBC Defense training.

Monitor Joint NBC Defense training.

Assess Joint NBC Defense training.

Report on assessments and recommend solutions.
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¢ Develop Joint Training Road Map.
e Produce a Joint NBC Defense Training Development guide.
¢ Enhance Joint War Fighting Operations.

Information exchanges between the Services were facilitated by the JSIG and plans put in
place to review future doctrine and new equipment training plans.

Joint Professional Military Education, Phases I and II, currently contains a limited degree of
NBC defense considerations and requirements. It is essential that officers of all Services assigned to
joint staffs understand the NBC threat, are familiar with U.S. capabilities to detect and mitigate the
threat, and comprehend their staff roles and responsibilities in dealing with NBC issues. Section 4.7.1
details an ongoing JSIG initiative that addresses these shortfalls. The JSIG also sponsors the Joint
Senior Leaders Course at the USACMLS. This course is targeted at leaders from all services with the
intent of increasing their awareness and understanding regarding NBC defense issues.

Within the joint medical arena, the U.S. Army Medical Department sponsors the Medical
Management of Chemical and Biological Casualties (MCBC) course, which provides training to DoD
personnel. All Medical Nuclear Casualty Training has been consolidated under the Armed Forces
Radiobiology Research Institute in Bethesda, Maryland, where radiobiology education is made
available in a Tri-Service format.

4.4.2 Army NBC Defense Professional Training

o U.S. Army NBC Defense Professional Training presently takes place at Fort Leonard Wood,
Missouri.

¢ Training consists of three enlistedmon-commissioned officer courses and two officer courses.

¢ Atinitial entry One Station Unit Training, enlisted soldiers receive training in chemical and
biological agent characteristics and hazards, smoke and decontamination operations, chemical
and radiological survey procedures, and individual protective clothing and equipment. This
program provides 19 weeks of intensive training, culminating in live/toxic agent training in the
Chemical Defense Training Facility. Toxic agent training is an integral, mandatory component
of all Chemical Corps initial entry and professional courses.

' ) Initial Entry Training
Standards Trained: 19 Weeks
— Radiological Survey — Decontamination Operations
— Radiological Defense — Smoke Operations
— Chemical and Biological Agent — Individual NBC Protection
Characteristics and Hazards — Chemical Defense Training Facility
— Chemical and Biological Defense

Figure 4-3. U.S. Army Initial Entry Training

¢ Chemical Corps sergeants attend the 9 week, 3 day Chemical Basic Non-commissioned Officer
Course (BNCOC), where they are trained to be an NBC company squad leader and a non-
" chemical company or battalion NBC NCO.
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Chemical BNCOC provides the NCO with the technical and tactical skills needed to advise
company/battalion commanders in NBC operations and procedures:

o to train non-chemical soldiers in NBC avoidance

o decontamination

O protective measures

o lead smoke/decontamination squads.
Chemical Corps staff sergeants and sergeants first class attend the 7 week, 2 day Chemical
Advanced NCO Course (ANCOC), where they are trained to be an NBC platoon sergeant, an
NBC NCO at brigade level, and an NBC NCO in a division or Corps level NBC element.

o advanced technical operations
hazard estimates
logistics and maintenance management
combined arms operations
smoke and flame support

O training management.
Chemical Corps lieutenants attend a 19-week officer basic course, 10-weeks during mobilization.
Reserve Component officers must attend the resident course.
The Maneuver Support Center (MANSCEN), instructs the 3-weeks of common lieutenant
training from the Chemical, Engineer, and Military Police schools. The Chemical Officer Basic
Course (COBC) prepares lieutenants to serve as a Chemical Corps platoon leader or as a non-
chemical battalion chemical staff officer/assistant operations officer. This course provides them
with a fundamental knowledge of:

o NBC agent characteristics and hazards
NBC recon (non-FOX), decon, and smoke operations
NBC staff functions
NBC defensive planning
individual and unit tactical operations
biological detection operations

o Completion of live/toxic agent training is a prerequisite for graduation.
Chemical Corps captains attend the Captain’s Career Course, an 18-week officer advanced
course. Extensive use is made of computer simulations to reinforce the application of NBC assets
in support of tactical operations. In the MANSCEN configuration, the Chemical Officer shares
training with Military Police and Engineer Officers in Common Training, Shared Tactical Training,
and Brigade Battle Simulation Exercise (BBS), in which they are trained:

o to serve as the commander of a Chemical Company

o serve as NBC staff officers at the brigade and division level.
Instruction focuses on:

o leadership
Army operations
smoke and flame operations in support of maneuver units
biological detection operations
NBC defensive planning to include: hazard prediction, NBC reconnaissance and
decontamination operations

0O 0 OO0

0O 0 0 0O
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o nuclear, biological and chemical vulnerability analysis
o operational radiological safety
o environmental management

Chemical Captains Career
Standards Trained: Training (18 Weeks)
— Leadership — Smoke and Flame Operations
— Army Operations — Nuclear, Biological, and Chemical
— Plan and Conduct NBC Reconnaissance Vulnerability Analysis
— Decontamination Operations — Operational Radiation Safety
— Chemical and Biological Agent Detection — Environmental Management
Operations — Chemical Defense Training Facility

Figure 4-4. U.S. Army Captain’s Career Course Officer Advanced Training

Specialized professional training is conducted in stand-alone courses attended by DoD, Allied,
and international students. These courses include:

NBC Reconnaissance Operations (FOX) (5 weeks)
Radiological Safety (Installation level) (3 weeks)
Operational Radiation Safety (1 week)
Decon Procedures (Non-US) (GE, UK, NE) (1 week)
RADIAC Calibrator Custodian (1 week)
Biological Detection Specialist (BIDS) (5 weeks)
Master Fox Scout (2 weeks)
Installation Emergency Responders Course (1 week)

4.4.3 Air Force NBC Defense Professional Training

The Air Force training detachment at Fort Leonard Wood, Missouri offers five separate in-
residence courses designed to enhance the NBC proficiency of primary-duty AF Civil Engineer
Readiness Flight personnel. These courses fulfill the differing needs of the total force, including Active
Duty, Air National Guard, and Air Force Reserve. Further, the Air Force administers a career
development correspondence course and two mobile courses in airbase operability and NBC cell
operations. The AF courses range from 53 days for the Apprentice course; 10 days for the Craftsman
and Readiness Flight Officer Courses; Five days for the NBC Cell Advanced and Mobile Air Base
Operations and Advanced Readiness courses. The Air Force also offers computer based Qualification
Training Packages (QTPs) that have been developed for most NBC Defense Equipment items, and
are included as part of professional upgrade training,

Each course contains a wide range of materials covering critical aspects of Readiness Flight
operations in situations ranging from peacetime, military operations other than war, through wartime.
The following is a synopsis of the NBC aspects of these courses.

Tiaining for personnel being assigned primary readiness duties includes comprehensive
coverage of agent characteristics and hazards (to include determination of incapacitation/ lethality
levels); nuclear weapons effects and other specific hazards associated with ionizing radiation; NBC
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detection and contamination control and contamination avoidance techniques; plotting and reporting
procedures; detailed NBC persistency and duration of hazard calculations to provide advice on
MOPP variations; the inter-relationship between NBC defense and other passive defense activities
(e.g., camouflage, concealment, and deception, (CCD), dispersal, and hardening, ezc.); and
systematic analysis procedures for assessing hazards identification, vulnerability assessment, and risk
assessment and providing credible mission continuation (sortie generation) and force survivability
advice to commanders.

Air Force leaming theory emphasizes hands-on training, and the school makes extensive use
of available training ranges and equipment. The school includes Chemical Defense Training Facility
(CDTF) toxic agent training in four of five in-residence courses. Training is provided on every major
piece of NBC detection and decontamination equipment available in the field today, mcludmg state-of-
the-art items currently being fielded.

The Civil Engineer (CE) Readiness Flight Officer and 7-level Craftsman courses provide flight
leaders and mid-level NCOs with the background and technical information that is necessary for
effective management of the CE Readiness Flight and contingency response operations.

Readiness is the key to successful Air Force operations. Consequently, the various aspects of
CE Readiness Flight operations, including NBC defense, are also topics of instruction at briefings for
Air War College, Air Force Institute of Technology, and the Joint Senior Leaders Course. Readiness
personnel receive additional training on wartime and contingency aspects of NBC defense at one of
three Silver Flag Exercise sites. These sites are located at Tyndall AFB, FL, Kadena AB, Japan, and
Ramstein AB, Germany. Personnel deploy with their complete complement of personal NBC protec-
tive equipment and receive comprehensive training that builds upon their baseline knowledge in the
areas of NBC detection, NBC reconnaissance, decontamination, warning and reporting and equip-
ment use and inspection. Silver Flag also trains Readiness personnel on newly fielded equipment items,
new techniques and procedures, and equipment that is not available at all installations.

The School of Aerospace Medicine at Brooks AFB trains over 7,000 students per year in a
variety of AFMS readiness specialties. These courses are tailored to the approved and registered
medical deployable NBC related unit type code assemblies. Bioenvironmental Engineering NBC
Operations provide specialized medical detection, surveillance, and risk assessment training to 88
officers and 7-level NCOs per year. Critical Care Air Transport Team training includes movement of
CB casualties at 250 students per year. Contingency Public Health Operations focuses on early
recognition, evaluation and control of disease (including CB casualties) through expeditionary preven-
tive medicine. Other specialty courses include NBC Battlefield Nursing, Preventive and Aerospace
Medicine contingency training, Global Medicine, Military Tropical medicine and Medical Survival
training. The AF Institute for Environment, Safety, and Occupational Health Risk Analysis, also at
Brooks AFB, teaches PCR-based biological agent clinical diagnosis for members of the AF biological
augmentation team.

4.4.4 Navy CBR Defense Professional Training

The Navy Construction Training Center Detachment at the U.S. Army Chemical School, Fort
Leonard Wood, Missouri, offers two courses of instruction for Navy CBR-D specialists. The courses
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are open to Navy, Coast Guard, Military Sealift Command, and select foreign military personnel, E-5
and above. Courses are designed to provide both afloat and ashore commands with individuals who
can successfully perform their requisite duties in a CBR contaminated environment. In addition, the
training enables CBR-D specialists to act as the primary CBR-D trainers for their respective
commands.

The training, conducted at Fort Leonard Wood, capitalizes on the unique capabilities of the
Army Chemical School and makes extensive use of the Chemical Defense Training Facility (CDTF).
Approximately 200 students graduate annually from the Detachment’s courses. In addition to being
fully qualified to conduct training using the Army’s facilities, the Navy Detachment actively participates
as part of the JAWG.

In addition to CBR-D Specialist courses conducted at the US Army Chemical School, the
Navy has incorporated CBR-D readiness training into courses that are attended by personnel at all
levels of professional development.

Course Name Course Location
Recruit Training CBR-D

Damage Control “A” School

Naval Training Center Great Lakes, IL

Senior Enlisted Damage Control

Fleet Training Center San Diego, CA

Hospital Corpsman “A” School

Naval Training Center Great Lakes, IL

Independent Duty Corpsman

Naval School of Health Sciences San Diego, CA and
Naval School of Health Sciences Portsmouth, VA

Management of Chemical Casualties

U.S. Army Medical Research Institute for Chemical Defense,
Aberdeen Proving Ground, MD

Medical Affects of Jonizing Radiation

Armed Forces Radiobiology Research Institute Bethesda, MD

Radiation Health Indoctrination

Radiation Health Officer

Naval Undersea Medical Institute Groton, CT

gﬁ:g 1?::::;2? I(’:r eol:t:crﬁon Naval Construction Training Center Gulfport, MS

CBR-D Team Training Naval Construction Training Center Gulfport, MS and Naval
Construction Training Center Port Hueneme, CA

MSC CBR-D Course Military Sealift Command Training Center Earle, NJ

Repair Party Leader Fleet Training Center San Diego, CA Norfolk, VA; Mayport, FL

Ingleside, TX Pearl Harbor HI; Yokosuka, Japan

Repair Party Officer Short Course

Division Officer

Damage Control Assistant

Department Head

Executive Officer

Commanding Officer

Surface Warfare Officers School Newport, RI

4.4.5 Marine Corps NBC Defense Professional Training

The Marine Corps NBC Defense School at Fort Leonard Wood consists of an Enlisted Basic
NBC Defense Course, and an Officer Basic NBC Defense Course. In addition to courses conducted
by the Marine Corps NBC Defense School, Marines attend four other functional courses (Chemical
Captain’s Career Course, Radiological Safety Officer Course, NBC Reconnaissance Course, and the
Master FOX Scout) conducted by the U.S. Army Chemical School at Fort Leonard Wood.
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The USMC Enlisted Basic NBC Defense Course trains approximately 220 NBC Defense
Specialists in a comprehensive 10-week program covering all the ITSs specified in MCO 1510.71.
The course not only trains Marines to perform their wartime duties but also provides them with the
tools they will need on a daily basis to perform their primary peacetime mission of conducting NBC
Defense training for their assigned units. The course is divided into eight blocks of instruction as shown
in Figure 4-5.

H ; School of Infantry
Recruit (Infantry Training Battation/ Mos;?::”'
Training Marine Combat Training) ( )
R N AR i S o s A D AR i

N

USMC NBC Defense School located at Ft. Leonard Wood

— Course length 10 weeks, broken down as follows: (hours of training)
Basic NBC Skills (MCCS) (70)

Chemical/Biological (55)

Radiological (60)

Decontamination (32)

Administration & Logistics (64)
Toxic Agent Training (14)
NBC Defense ADPE Training(22)

FOCUS: TRAIN-THE-TRAINER
PROVIDES: NBC EXPERTISE TO
THE OPERATIONAL FORCES

NG AON =

Field Exercise (52)

Figure 4-5. USMC Individual Training (Enlisted NBC Specialists)

All Marine NBC Officers are Warrant Officers. As Warrant Officers, they focus entirely on
technical expertise, NBC defense operations, training, and supervision of enlisted NBC defense
specialists. Many of the Marine Corps’ NBC Defense Officers also attend the U.S. Army’s Chemical
Captains Career Course and other Joint NBC courses as part of advanced Military Occupational
Specialist (MOS) training. The NBC Warrant Officer’s course is divided into eight blocks as outlined
in Figure 4-6.

Operational Forces § The Basic School £ [$ N;tOSLeS::::dI
(Enlisted Marines) § (Warrant Officer) Wood, MO

USMC NBC Defense Officer

— Elements of 7 week course include the following (hours of training)

Basic NBC Skills (25)

Chemical/Biological Hazard Prediction (42)

Radiological Hazard Prediction (24.5)

Radiological Monitor/Survey/Recon (33)

Operational Aspects of Radiation (computation and dosage of rates) (14.5)
Decontamination Operations (14)

NBC Defense Administration (27)

NBC Defense Planning for Joint Contingency Operations (67)

PN AN~

Figure 4-6. USMC Individual Training (Training for NBC Officers)
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4.5 TRAINING IN A TOXIC CHEMICAL ENVIRONMENT

In 1987 the Army established the Chemical Defense Training Facility (CDTF) at Fort
McClellan, Alabama. In October 1999, the Chemical School started training students at its new
facility at Fort Leonard Wood, Missouri. The CDTF trains military and civilian personnel in a toxic
chemical environment. Since its opening, the Army has used this valuable resource to train over
58,000 U.S. and Allied military personnel as well as selected DoD civilians. The CDTF promotes
readiness by providing realistic training in the areas of detection, identification, and decontamination of
chemical agents. The training develops confidence in chemical defense tactics, techniques, procedures,
and chemical defense equipment. Instructors ensure that trainees can adequately perform selected
tasks on a chemically contaminated battlefield. To date, the CDTF has maintained a perfect safety and
environmental record.

Enrollment at the Joint Senior Leaders Course and the Toxic Agent Leader Training Course at
Ft. Leonard Wood, Missouri continues to be in demand. Over 2,000 active and reserve commanders,
service leaders, and toxic agent handlers from each of the services have attended. These personnel
become very familiar with NBC considerations. Additionally, toxic chemical environment training
provides senior officers, commanders, and future NBC defense specialists confidence in their doctrine,
warfighting techniques, and the equipment they fight with in the face of challenges presented by NBC
contamination.

The Weapons of Mass Destruction Civil Support Teams (WMD-CST) are trained at the Fort
Leonard Wood facility. The facility has the flexibility to design toxic chemical agent training to prepare
the WMD-CST for this unique mission — assisting civil authorities facing the threat of domestic
terrorism involving weapons of mass destruction.

There is continued international interest in CDTF training. Germany and the Netherlands use
the CDTF, Denmark and the United Kingdom have expressed interest.

Finally, Federal and state law enforcement agencies and other first responder-type agencies
have also participated in the training. The Chemical School continues to support requests from civil
authorities for toxic chemical agent training.

4.6 INTEGRATION OF REALISM/WARFIGHTER EXERCISES

4.6.1 Simulations and Warfighter Exercises
There are three types of simulations: live, constructive and virtual. Simulations may also be
sub-grouped as training or analytic simulations.

Live simulations involve real people operating real systems. Such simulations are also known
as exercises and are discussed further in the next section.

Constructive simulations allow battles to be waged on a synthetic battlefield. They are
designed to give commanders and their staffs the opportunity to make decisions during a course of a
battle, adjust plans to react to enemy movements, synchronize all available assets and learn, through
the After Action Review (AAR) process.
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Virtual simulations are designed for training and analysis primarily at the tactical level of war.
These simulations are “mock-ups” of actual vehicles and give units an opportunity to train on
necessary individual, crew and collective tasks without having to maneuver actual equipment in the
field. While the crews maneuver their equipment around the battlefield, the rest of the environment is
generated through the use of Semi- Automated Forces (SAF). SAF are computer representations of
adjacent elements, the enemy, and the environments upon which the battle is waged. SAF elements
not only look like other units they can be programmed to perform tasks/missions autonomously, thus
adding to the realism of the training. '

There are over 750 virtual and constructive models and simulations in the Army community
alone. Table 4-5 lists the primary battle command simulations in current use throughout the Army and
their baseline ability to use NBC events in their scenarios. However, characterization of NBC effects
in these models and simulations is limited. Very few combat simulations incorporate the effects of
NBC, and none incorporate all aspects.

Table 4-5. Nuclear (N), Biological (B), Chemical (C), or Radiological (R) Capability In
Current Constructive Simulations

NAME USE FIDELITY N B C R
Corps Battle Simulation (CBS) Training Operational X X X
SPECTRUM Training Operational

Brigade Battle Simulation (BBS) Training Tactical X X X
Conflict Evaluation Mode! (CEM) Analytic Joint/Strategic | X X X
TACWAR Analytic Joint/Strategic | X X X
Vector In Command (VIC) Analytic Operational X
Computer Assisted Map Exercise (CAMEX) Analytic Operational

EAGLE Training Operational

Combined Arms and Support Task Force . .

Evaluation Model (CASTprOREM) Analytic Tactical | X X
JANUS Training/Analytic Tactical X

Current training exercise warfighting simulations have not received sufficient priority and/or
funding to adequately portray NBC effects and challenge commanders and staffs to apply NBC
defense doctrine and leader-development training strategies to prepare their forces to maintain opera-
tional continuity and achieve mission success in an NBC environment. To be an effective training
mechanism, these simulations must challenge training audiences to understand adversaries’ NBC intent
and capabilities. Simulations must also allow players to visualize how NBC capabilities affect the battle
space, friendly courses of action, tactics, techniques and procedures, and operation plans to allow
players to apply NBC defense principles and capabilities to set conditions for mission success against
NBC threats. Warfighting simulations—Joint Warfare System (JWARS), Joint Simulation (JSIMS),
and Joint Conflict and Tactical Simulation (JCATS)—are in development to accurately replicate the
NBC hazards of future battlefields and their effects on friendly systems. These warfighting simulations
will enable commanders staffs, and soldiers, airmen, and sailors to train and develop required high-
order battlefield cognitive skills that will allow for full integration of enemy intent and capabilities, NBC
environment effects, and friendly force capabilities while planning and executing operations.

There is currently no standardized Instrumentation System that can realistically portray all
facets of NBC effects during field training. The U.S. Army Chemical School has developed NBC
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Recon training interface devices allowing Multi Integrated Chemical Agent Detector (MICADS) to
link the FOX Reconnaissance Vehicle into the Combat Training Center (CTC) instrumentation for the
detection and tracking of simulated NBC contamination at CTCs and home station training areas.
Resourcing will be pursued to upgrade the fielded training device interfaces at CTCs and other
locations. The upgraded MICADS interface to the Instrumentation System will retrieve, process, and
calculate digital contamination data for maneuver units and will also include AAR feedback in the areas
of NBC casualties, change of custody, and reaction procedures during NBC attacks and operations.
This Instrumentation System will provide a realistic replication of NBC contamination as portrayed on
the battlefield.

The requirement to establish a baseline capability within the emerging OneSAF Test Bed
version B simulation was completed. This baseline capability is interoperable with high level
architecture and works as an NBC environment and effects model in both constructive and virtual
simulations. Further development of the capability awaits funding.

The virtual simulation for the M93A1 NBC Reconnaissance System is operational at Fort
Leonard Wood, Missouri. Future systems are planned for Fort Hood, Texas (installed in FY02) and
Fort Polk, Louisiana (installed in FY03).

A virtual simulation for the P3I BIDS system has been installed at Fort Leonard Wood,
Missouri. A portable unit has been installed with the 7" Chemical Company, stationed at Fort Polk,
Louisiana. The Fort Polk system will be tested in FY02.

4.6.2 Joint NBC Training/Joint and Combined Exercises

Chairman of the Joint Chiefs of Staff (CJCS) Exercise Program. Joint Vision 2020 provides
the operational based templates for the evolution of our Armed Forces to meet challenges posed by
an adversary’s use of weapons of mass destruction. JV 2020 serves as the Doctrine, Training,
Leader-development, Organization, and Material (DTLOM) requirements benchmark for Service and
Unified Command visions. The NBC defense cornerstone resource for this vision of future warfighting
embodies three required operational imperatives:

First, and most importantly, CJCS and Service leaders should recognize that NBC strategic
and operational level of war expertise is an essential resource requirement in the Joint Warfighter
Center (JWFC) and USJFCOM Joint Training and Analysis Center (JTASC). Success for Joint
Vision 2020, a strategy centered on capabilities-based forces, requires these organizations to
successfully accomplish their respective joint NBC defense doctrine, training, and leader development
roles, and for USJFCOM to accomplish its NBC defense mission as force provider, force trainer, and
force integrator. NBC expertise at all levels and from all Services is paramount.

Second, Unified Commands should staff their organization appropriately with the right
expertise to meet current and future requirements to shape and respond to NBC challenges.

Third, doctrine, training, and leader-development training strategies should facilitate
sophisticated battlefield visualization and situational awareness proficiency, allowing commanders and
staffs to conduct service, joint, and combined operations in an NBC environment.
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The Chairman of Joint Chiefs of Staff published Master Plan Exercise Guidance in May 1998.
This guidance provides exercise objectives to the CINCs. This guidance provided specific
counterproliferation objectives. NBC Defense and Force Protection were identified as the Chairman’s
top training issues. This guidance influenced and guided development of CINC exercises and training
conducted in Fiscal Year 2001.

As examples of Joint training and exercises, U.S. Pacific Command (USPACOM) training
includes the following Joint Mission Essential Tasks (JMETs):

o Strategic Theatre (ST) 6.2 - Provide Protection for Theater Strategic Forces and Means -
safeguarding friendly strategic and operational centers of gravity and force potential by
reducing or avoiding the effects of enemy and unintentional friendly actions.

e Operational (OP) 6.2.8 - Establish CBW Protection in Theater of Operations/Joint Operating
Area (JOA) - ensure we can detect, warn and report CBW events and protect against CBW
threats in the operational area.

e Lessons leamed from exercises on operational concepts, doctrine and readiness, have
resulted in innovation and adaptation for USPACOM counter-CBW operations. Areas of
innovation include contaminated aircraft Concept of Operations (CONOPS), decontamination
standards, and in-theater capabilities for detection and testing for Bio hazards/agents.

USPACOM has made training and exercising for warfare in a CBW environment more routine, by
executing a logical and progressive Consequence Management (CoM) program. The program has
evolved through workshops, exercises, and seminars. USPACOM’s Joint Task Force (JTF) for CoM
will exercise a foreign CoM Command Post Exercise during TEMPO BRAVE 01.

Army. The Army emphasizes integration of NBC defense training in unit rotations at the Combat
Training Centers (CTCs). These centers include the National Training Center (NTC), Joint Readiness
Training Center (JRTC), the Combat Maneuver Training Center (CMTC), and the Battle Command
Training Program (BCTP).

At the CTCs, the Army continues to see units at the company, battalion, and brigade levels
unable to perform all NBC tasks to standard. Less than satisfactory performance at the CTCs is
directly attributable to lack of homestation NBC training. These results clearly indicate a need for
increased emphasis in educating senior leaders on how to leverage homestation training. Units that (1)
have the necessary command support and equipment, (2) balance NBC within their overall training
requirements, and (3) execute according to approved training plans, are able to survive and
continuously operate in a simulated NBC environment. However, increasingly constrained training
resources limit NBC training to fundamentals. This often means training consists only of NBC survival
and not training for continuous operations in an NBC environment.

Air Force. NBC warfare defense preparedness is an integral part of periodic Operational Readiness
Inspections conducted by MAJCOM Inspectors General. Realism is injected into these scenarios
using a simulated wartime environment including the use of bomb simulators, smoke, and attacking
aircraft. Personnel are tasked to perform war skills while in their full complement of protective
equipment. Additionally, Air Force units participate in major joint and combined exercises that
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incorporate realistic NBC situations. Following are examples that describe exercises incorporating
NBC situations:

e ULCHI FOCUS LENS - PACAF Joint/combined command and control exercise conducted
in conjunction with the Republic of Korea’s national mobilization exercise “ULCHL”

e FOAL EAGLE - PACAF Joint/combined rear area battle and special operations field training
exercise.

Navy. Due to the unique nature of Naval force deployments, CBR defense training may be
conducted whether platforms are operating independently or in a group. During scheduled CBR
defense training periods, realism is stressed and CBR defense equipment is used extensively.

Naval units conduct basic, intermediate, and advanced training CBR-D exercises prior to
deployment. During the basic training phase, CBR-D training exercises may involve additional unit
training by CBR-D specialists from Afloat Training Groups (ATG).

The exercises conducted by deploying Battle Groups and Amphibious Ready Groups during
pre-deployment Composite Training Unit Exercises and Fleet Exercises are designed to meet CINC
training requirements for forces in the deployment area of responsibility.

These CINC requirements are also tested during exercises with deployed forces. Chemical —
Biological Defense scenarios have been incorporated into major Joint/Combined Exercises and Fleet
Exercises for deployed units. Some of these exercises and experiments include:

Exercise NEON FALCON.
Exercise DESERT SAILOR.
Ulchi FOCUS LENS.

Fleet Battle Experiments.

Marine Corps. The Marine Corps provides the opportunity for units to incorporate NBC training into
combined arms exercises (CAX) at the Marine Corps Air Ground Combat Center in Twenty Nine
Palms, California. Battalion level unit exercises are also conducted during Korea and Thailand
Incremental Training Programs where units deploy and exercise various tasks. Like the Air Force and
Army, the Marine Corps also participated in major joint/combined exercises. The mission, threat, and
task organization determines the level of training allowed. During FY01, the Marine Corps
incorporated NBC defense training into the following exercises:

e JTF Exercise United Endeavor e Azure Haze

¢ Ulchi Focus Lens ¢ Urban Warrior

¢ Foal Eagle ¢ ChemWar 2000

e IMEFEX ¢ Brave Knight

¢ Keystone e Agile Lion

¢ Desert Knight o Restoration of Operations (RestOps)

All Marine Corps units conduct annual NBC evaluations. Evaluations include operational,
administrative, and logistical functional areas. These evaluations incorporate realistic NBC defense
training into an operational scenario that supports the units combat mission.
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4.7 INITIATIVES

This section provides details on a variety of Jomt and Service-unique initiative in support of
defense readiness and training.

4.7.1 Joint

Doctrine/Training. The JSIG has continued a multi-year strategy to address WMD/NBC in Joint
Doctrine and education at Mid/Senior-level, Joint and Service Colleges as recommended in the 1999
JSIG NBC Defense Training and Doctrine assessment. This effort is designed to improve awareness
across the entire spectrum of WMD/NBC defense; including doctrine, training, war-games, exercises,
and studies. It provides resources to assist in the Joint Doctrinal review process by providing
WMD/NBC input where appropriate. It also provides resources to assist Mid/Senior-level, Joint and
Service Colleges in reviewing their curriculum for the purpose of incorporating WMD/NBC defense
material and providing WMD/NBC expert guest speakers.

During the year the JSIG provided assistance to four Service mid and senior level colleges
with curriculum reviews and recommended NBC/WMD enhancements. The JSIG conducted a
workshop with the colleges to facilitate the coordination of NBC/WMD education across the PME
system. The JSIG provided assistance at two service colleges with wargame enhancements and also at
the Joint Land, Aerospace, and Sea Simulation (JLASS) exercise. The JSIG is nearing completion of
a one day exportable NBC/WMD awareness course targeted at O4-05 level CINC Staff Officers.
This course is planned for piloting by Mobile Training Team (MTT) during 3QFY02 and will later be
converted into a form of Distance Leaming.

The Chairman, Joint Chiefs of Staff designated WMD/NBC Defense his top priority in his
Joint Training Master Plan 2002 Chairman’s Commended Training Issues (CCTI) for immediate
action. CCTIs are special interest items developed from all-source lessons leamed, readiness reports
and operational assessments. These issues are incorporated into the Chairman’s Master Training Plan
to ensure appropriate visibility by the combatant commands, combat support agencies and the
Services in developing their Joint Training Plans. Commands are instructed to assess prescribed
CCTIs in relation to their theater conditions as a key joint training readiness indicator.

USJFCOM is currently reviewing the Universal Joint Task List (UJTL) version 4.0 for
adequacy in addressing CBD-related tasks, and has requested input from the CINCs and Combat
Support Agencies. USJFCOM is partnering with DTRA in the preparation of lists associated with
CBD-related tasks. Additionally, USJFCOMs Joint Training System Support Teams will offer to the
combatant commands, during their assistance visits to the CINCs in FY 01-02, to assist with the
preparation/validation of CINC JMETLs associated with CBD. Measures of performance associated
with CBD-related tasks will be addressed with the development of UJTL version 5.0, during FY 02-
03, with the assistance of the Defense Data Manpower Center.

Under the 1999 Unified Command Plan, the Secretary of Defense directed the formation of
the Joint Task Force for Civil Support (JTF-CS) within JFCOM to act as the military command and
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control unit to coordinate the military response in support of the Lead Federal Agency for Domestic
CBRNE consequence management response.

Modeling. On 1 Nov 00 the DepSecDef signed a memo that delegated authority for accrediting all
common use chemical and biological modeling and simulations with the Department to USD(AT&L),
who in turn has delegated this responsibility to DATSD(CBD).

JCATS, JWARS and JSIMS are the future joint models for constructive and virtual combat
simulation for training and analysis applications. Plans to incorporate CB defense effects into these
models were initiated in FY98. VLSTRACK has been loosely coupled to JCATS to demonstrate the
ability to add high resolution CW effects. JWARS will incorporate a chemical defense capability in
release 1.1.

Training.

4.7.2 Army

Over the past several years, the Army has developed domestic response capabilities within the
Chemical Biological — Rapid Response Team (CB-RRT) and the Weapons of Mass Destruction Civil
Support Teams (WMD CSTs).

The CB-RRT provides a technical support package specifically tailored for response
requirements and is composed of a variety of existing DoD elements. Upon arrival at an incident site,
the CB-RRT command element quickly established initial coordination with the Lead Federal Agency
(LFA), and prepares to deploy an advisory team to the federal, state, and local command and control
organizations as required or directed by the designated operational commander. It also coordinates
and plans assistance to local authorities and first responders for consequence management operations.
The CB-RRT organizes, based on the situation, to provide the appropriate level of graduated
response and technical expertise necessary to assist in mitigating a chemical or biological incident.

The WMD CSTs are Army National Guard teams of 22 persons, organized and held on
active duty to respond to a validated request for military support from the civil authority, and rapidly
deploy in support of the Incident Commander to assess the type of chemical, biological, or
radiological contamination that may be present, advise on how to handle the effects, and facilitate
State and Federal military support.

4.7.3 Air Force

The Air Force currently has three training and readiness initiatives underway and continues to
improve its professional training.

The Civil Engineer (CE) Readiness Technical School implemented an advanced scenario-
driven exercise in the CDTF revolving around a terrorism incident involving chemical munitions. This
training is provided to advanced students and differs from the lock step training provided to
Apprentice-level students. The scenario will be reviewed/revised annually during the respective course
reviews. Air Force instructors are qualified to conduct joint classes at the CDTF and are fully
integrated into CDTF operations. Readiness instructors lead Air Force students in four of five resident
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courses through the training and also assist the other services with their training requirements.
Additionally, they provide an orientation of NBC defense concepts and toxic-agent training in the
CDTF for key Air Force personnel during the semi-annual Joint Senior Leaders Course. The CE
Readiness Career Field Education and Training Plan’s Specialty Training Standard requires readiness
students and personnel to be highly qualified in chemical biological defense operations, including
conducting and advising leaders on hazards analysis and the use of emerging detection and plotting
technologies.

Air Force Readiness personnel enrolled in correspondence courses for upgrade training to the
five skill level will eventually be able to complete a hybrid course, which includes both paper-based
and interactive CD-ROM containing full motion-video and sound. The course is presently available
only in a paperback version, which will continue to remain available. Interactive courseware
development began in FY97 with the goal of developing the entire course on CD-ROM. This initiative
was revised in FY00 in favor of the hybrid course. A CE Correspondence course writer at Sheppard
AFB, Texas began CD-ROM development in FY01. This product will set the standard for all other
CE specialties.

The Air Force has established the Counter Proliferation Integrated Process Team (CP IPT) as
the Air Staff focal point for counter-proliferation issues. The CP IPT will also commission working
groups as necessary, including a Passive Defense Working Group. The Passive Defense Working
Group will:

Define the end state for future AF NBC operations.

Focus on near, mid, and far term actions.

Transform force while maintaining ability to go to war.

Identify existing CONOPS for sustaining mission essential tasks under biological and chemical
warfare conditiors.

Identify gaps in existing chemical-biological defense (CBD) CONOPS.

¢ Recommend steps for developing comprehensive and effective CBD CONOPS.

o Identify specific issues and recommend corrective actions.

Additionally, the AF Medical Service has developed, or is in the process of developing, NBC
Defense Training contract statements of work for eleven initiatives, which are listed in section 4.3.2.
All are being managed by HQ AETC/SGP and HQ USAF/SGX.

4.7.4 Navy

Navy initiatives focused on improving CB Defense Readiness, Training, Doctrine and
Readiness Reporting across the fleet and also improving coordination of defense actions with other
services and agencies. In addition the Navy has focused on the long term integration of CBR Defense,
Afloat Anti-terrorism Force Protection, and Homeland Defense initiatives. As a result of an internal re-
organization, Navy requirements in these areas are now managed by a single Chief Of Naval
Operations office.

The Navy maintains a response capability at the Naval Medical Research Center (NMRC).
NMRC is primarily a research institute, however, its Biological Defense Research Directorate has
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developed a capability that consists of a transportable biological field laboratory, expressly for the
identification of biological warfare agents. This capability has been utilized extensively by DOD and
other government agencies to provide a rapid analysis of biological samples.

To improve Navy readiness to respond to Chemical, Biological, and Radiological events the
Navy has conducted an extensive series of CBRD studies. These studies includes:

o “The NBC Warfight” which analyzes operational decision-making within the concept of the a
Joint CBR Battle Management Cell. '

o “Biological Attack on a Pier” which analyzes the consequence management and interagency
response to a biological attack on a pier adjacent to a naval base.

o “Shipboard Biological Hoax” which examines the tactical and operational implications of an
internal contamination event on a ship.

o “Preparing a Fixed Site for CBR Defense” which analyzes basic naval base CBR defensive
responses and command and control systems.

e “A Framework for Navy Forward Fixed Site CBR Defense Requirements” which examines
CBR defense requirements for small, remote facilities, large fixed sites and large fixed
administrative sites in peacetime and wartime.

e “Improving CB Defense for Domestic Naval Bases” which focuses on preparedness, point
detection requirements, and medical responses to a biological attack at a US Navy base.

To improve Fleet participation in the Joint NBC Defense Program a successful series of Type
Commander (TYCOM) CBRD Conferences have recently been convened. These recurring
conferences have allowed personnel from the Naval Surface Force, Aviation Force, and Submarine
Force Commanders and also personnel from operational units throughout the fleet to actively
participate in improving Navy CBRD readiness. The results of these meetings have been used to
shape CBRD equipment, doctrine, and training requirements.

To support warfighting and force protection missions, the Navy is assisting the United States
Coast Guard (USCG) in evaluating requirements and improving capabilities for CBR Defense. The
ultimate goal is the integration of the USCG into the Joint Service Chemical and Biological Defense
Program to ensure full interoperability with the DoD services. The Coast Guard is in the process of
upgrading their Naval Operational Capabilities and raising Survivability Standards to include enhanced
CBR defense capability for future “Deepwater” assets (new ships and aircraft) and also improving the
readiness of current USCG assets.

To improve unit CBRD readiness reporting the Navy has instituted changes to the Status of
Resources and Training System (SORTS) reporting process. These changes will improve unit CBR
equipment readiness and training readiness reporting procedures. These changes are designed to
improve the visibility of CBR readiness issues throughout a naval units entire chain of command.

4.7.5 Marine Corps

During FY01 the Marine Corps Chemical Biological Incident Response Force (CBIRF)
continued to refine its tactics, techniques, and procedures to respond to the growing biological and
chemical terrorist threat.
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National Asset Activated 1 April 1996

— Provides an operational force to rapidly respond to WMD incidents

— Tests New Equipment, Procedures, and Techniques required
to support their mission

— Provides Consequence Management training to Marine Forces through
Mobile Training Teams

— Assists in the assessment of Unit/Facility Vulnerabilities to Enhance Force
Protection Planning

— Works with other Emergency Response Agencies

Figure 4-7. Chemical/Biological Incident Response Force (CBIRF) Role in Training

The CBIRF’s mission focuses on consequence management to terrorist-initiated NBC
incidents. The CBIRF is a national asset, to be globally sourced to CINCs and the National
Command Authority for duties as the President may direct. The CBIRF consists of 360 highly skilled
and trained Navy and Marine Corps personnel, organized into three elements: Command Element,
Headquarters & Service Company and a Reaction Force Company with three Reaction Platoons. The
CBIRF has state-of-the-art detection, monitoring, medical and decontamination equipment and is
prepared for operations in a wide range of military-civilian contingencies. In addition to the CBIRF’s
capabilities to respond to CB incidents, it also serves as a training asset to the operational forces. The
CBIRF can provide mobile training teams to various units to provide advanced consequence
management training. This can provide operational forces with the most up-to-date techniques, tactics,
and procedures developed by the CBIRF. CBIRF also assists in Unit/Facilities Vulnerability
Assessments to enhance force protection. The bottom line is that the CBIRF serves as a force
multiplier to the MAGTF.

Marine Corps FY01 Accomplishments:

o The Marine Corps NBC Defense School provided exercise and training support for the staff
of Commander, United States Naval Forces Central Command and Commander, United
States Fifth Fleet in support of Joint/Combined Exercise Neon Falcon 01.

¢ Began fielding, training and deployment of the “Enhanced NBC” Force Protection sets for the
Marine Expeditionary Units (MEUSs) that are forward deployed with the Navy.

¢ The Marine Corps participated in the Operational Testing (OT) for the Sorbent
Decontamination System, which will help continue the process of replacing DS-2 with a
waterless decontaminant.

¢ Participated in the Portable Biological Agent Sampler test demonstration conducted by the
U.S. Army Chemical School at Fort Leonard Wood, MO during June 2001.

¢ The Marine Corps participated in the decontamination performance demonstration exercise
conducted by the U.S. Army chemical School at Fort Leonard wood, MO during July 2001.

o Conducted the Annual NBC Conference in Dumfties, Virginia on 17-21 September 2001.
The Marine Corps Conference gathered Marine Corps NBC Subject Matter Experts for the
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purpose of refining and defining doctrine, reviewing current NBC Requirements, and
distributing information on programs currently in material development.

Participated in CINCCENT’s Desert Breeze and CINCUNC/CFC’s Coral Breeze WMD
Wargame Seminars. The primary purpose of these seminars was to educate the CINC and
Component commanders and staffs on implications of the current and emerging WMD threat
(MARFORPAC).

Conducted a comprehensive assessment of USMC vulnerability to WMD within the context
of major OPLAN:S that included gauging adequacy of individual and unit level training
(MARFORPAC).

Provided forces and equipment in support of the Restoration of Operations (RESTOPS)
Advanced Concept Technology Demonstration (ACTD). These forces performed various
missions, including training and evaluation, toward ACTD objectives (MARFORPAC).
Marine Forces Reserve (MarForRes) NBC Defense Single Site Storage Facility (SSSF)
became fully operational. This site is located on the Fort Worth Federal Center, Fort Worth,
Texas. The SSSF is designed to house, inspect, and maintain all NBC equipment for
MarForRes except for the field protective mask.

Marine Corps FY01 Initiatives:

Continued development of a joint Navy/Marine Corps web-based distance learning-course
for NBC Defense Individual Survival Measures co-sponsored by the Marine Corps Institute
and the Marine Corps NBC Defense School for use by all Marines, throughout the Marine
Corps. '

The Marine Corps NBC Defense School is actively involved in the JSIG Joint Training Sub-
Panel activities regarding assistance with identification of training requirements for all joint
NBC defense equipment development programs.

The Marine Corps Combat Development Command (MCCDC) formed the USMC NBC
Defense Operational Advisory Group (OAG) that is comprised of representation from all
Marine Component Commands and their Major Subordinate Commands (MSC). Per the
OAG’s charter, the purpose of the OAG is to provide a USMC NBCD decision making and
guidance forum among the USMC NBCD Specialist Community. The first OAG meeting was
conducted between 10-14 Sep 01 with subsequent meetings scheduled biannually thereafter.
Marine Forces Pacific is actively involved in a Plan of Action and Milestones (POA&M) for
internal improvements and for engaging external agencies more effectively to reach long-term
improvement. CG, I MEF held the initial POA&M working group on 10-13 Oct 2000. Sixty-
five military and civilians attended. Attendees represented a cross-section of intelligence
analysts, operators, planners, logisticians, and NBC Defense subject matter experts. The
working group was organized into five mission analysis teams: Standards & Peacetime
Requirements, Contamination Avoidance, Protection, Restoration, and Battle Management.
Each mission analysis team identified NBC Defense requirements and deficiencies based ona
Korean theater scenario using the Doctrine, Organization, Training, Equipment, and Support/
Sustainment (DOTES) model as an analytical methodology. Three major OPLAN operational
scenarios were used to generate requirements: Maritime Propositioned Force operations,
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amphibious assault, and subsequent combat operations ashore. The current NBC threat and
ongoing Marine Corps/Department of Defense (DoD) NBC Defense programs were
considered in the analysis. The working group validated the vulnerabilities revealed during
MARFORPAC’s NBC Defense readiness assessment. It identified internal and external
deficiencies across a wide-ranging spectrum: standards, doctrine, training, evaluations,
readiness assessment and reporting, and resources (both personnel and equipment). Working
group recommendations for improvement were then developed into a draft POA&M per
guidance from the Commander of Marine Force Pacific. The POA&M was approved in Dec
2000 and contains 138 complex tasks, phased over a three-year period, similar to a campaign
plan.

¢ Ina support role, Marine Force Pacific continues its participation in RestOps. The RestOps
Advanced Concept Technology Demonstration (ACTD) is a USCINCPAC-USCINCCENT
co-sponsored experiment designed to improve the before, during and after attack actions to
protect against and immediately react to the consequences of a chem-bio attack. These
actions aim to restore operating tempo (OPTEMPO) in wartime mission execution and the
movement of individuals and materiel to support combat operations at a fixed site. The ACTD
will: identify effective means of pre-attack protection of personnel and critical equipment while
maintaining operational agility; identify chem-bio collection, detection, identification and
warning that is achievable to reduce vulnerabilities; identify expedient methods of post-attack
decontamination of personnel and personal equipment; provide for enhanced decontamination
of critical equipment and facilities necessary to restore and sustain operations; provide
enhanced ability to determine the extent and location of contamination; and provide for
improved post-attack medical treatment to exposed personnel. MARFORPAC participates in
this ACTD as a component of both sponsoring CINCs and sits on two of its oversight
committees. Also MARFORPAC provides forces and equipment for operational tests and
evaluations conducted in support of ACTD objectives. The primary ACTD demonstration site
is Osan Air Base, Republic of Korea. Locations for testing and evaluating specific
technologies, tactics, techniques, and procedures include the West Desert Test Center,
Dugway, Utah, Marine Corps Base Kaneohe Bay, Hawaii, Brooks Air Force Base, Texas,
Nellis Air Force Base, Nevada, and Kirtland Air Force Base, New Mexico. MARFORPAC
sponsored a force protection initiative funded by DTRA. DTRA will conduct an independent
assessment of USMC operations in a Weapons of Mass Destruction (WMD) environment
which encompasses chemical/biological/nuclear attacks.

4.7.6 Emergency Response: Army Medical Response

The AMEDD continues to be involved in supporting DoD and federal counterterrorism
initiatives and contingency operations related to NBC threat agents, mainly with elements of the
Medical Research and Materiel Command (MRMC). The following offices and agencies have
required AMEDD assistance: DoD SO/LIC, J4 Medical Readiness, U.S. Army Technical Escort
Unit, US Department of State, Federal Bureau of Investigation, Department of Health and Human
Services, Office of Emergency Preparedness, and the U.S. Marine Corps CBIRF.
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The U.S. Army published AR 525-13, Antiterrorism Force Protection (AT/FP): Security
of Personnel, Information, and Critical Resources from Asymmetric Attacks, dated 10 Septem-
ber 1998. From this regulation it is assumed that U.S. Army medical treatment facilities and clinics will
be called upon to provide assistant to civilian first responders if a WMD terrorist act occurs and to
provide emergency room and inpatient treatment for both eligible DoD beneficiaries and civilian
casualties. This regulation specifically states that the Surgeon General will:

o Establish policy and guidance on the management and treatment of conventional and nuclear,
biological, and chemical (NBC) casualties.

o Coordinate emergency medical NBC response capabilities worldwide with other DoD, Joint,
Federal, state, local and HN agencies.

¢ Maintain medical NBC response teams to address nuclear, biological/emerging infection,
chemical accidents/incidents worldwide.

¢ Provide chemical and biological analysis of biomedical samples from patients/decease to assist
in the identification of agent(s) used against U.S. personnel.

¢ Provide guidance on the vaccination and prophylaxis against biological warfare agents.

During 2002, MEDCOM will publish Regulation 525-xx, Medical Emergency Management
Planning , which includes all medical teams and systems that could potentially be available to support
civil authorities in the event of a Chemical, Nuclear, Biological, Radiological Explosive (CNBR-E)
event or a terrorist attack with Weapons of Mass Destruction. The regulation also includes the Army
policy for fixed facility medical treatment facilities in support of local domestic First Responders.

The AMEDD has formed Specialty Response Teams (SRTs), which in some instances may
be designated Special Medical Augmentation Response Teams (SMART). These teams provide a
rapidly available asset to complement the need to cover the full spectrum of military medical
response—locally, nationally, and internationally. These teams are organized by the U.S. Army
Medical Command (USAMEDCOM) subordinate commands; they are not intended to supplant TOE
units assigned to Forces Command or other major commands. The regional medical commands
(RMCs), the United States Army Center for Health Promotion and Preventive Medicine
(USACHPPM), and the US Army Medical Research and Materiel Command (USAMRMC)
commanders organize SRTs using their table of distribution and allowances (TDA) assets. These
teams enable the commander to field standardized modules in each of the SRT areas to meet the
requirements of the mission. Members of the US Army Reserve (USAR) may be relied upon to
provide a variety of functions in support of the various SRT missions. The two SRTs that can most
likely to support NBC are the Special Medical Augmentation Response Team — Preventive Medicine
(SMART-PM) and the Special Medical Augmentation Response Team —
Nuclear/Biological/Chemical (SMART-NBC). The following paragraphs describe activities/programs
within the Army Medical Command (MEDCOM) that support civil authorities, consequence
management, and domestic preparedness.

Medical Capabilities. The U.S. Army Medical Command (MEDCOM) has organized,
trained and equipped Special Medical Augmentation Response Teams. Designated MEDCOM
Subordinate Commands will deploy SMARTSs in CONUS or OCONUS to provide short duration,
medical augmentation to Local, State, Federal and Defense Agencies or Medical Teams responding to
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disasters, civil-military cooperative actions, humanitarian assistance, Weapons of Mass Destruction
and emergencies within 12 hours of notification. Reaction time to and length of OCONUS missions
will vary based on the situation.

SMART Areas. There are a total of 43 SMARTS in ten functional areas that are capable of
responding.

(1) Trauma/Ciitical Care (SMART-TCC).

(2) Nuclear/Biological/Chemical (SMART-NBC).

(3) Stress Management (SMART-SM).

(4) Medical Command, Control, Communications, Tele-medicine (SMART-MC3T).
(5) Pastoral Care (clinical) (SMART-PC).

(6) Preventive Medicine (SMART-PM).

(7) Bum (SMART-B).

(8) Veterinary (SMART-V).

(9) Two Health Systems Assessment and Assistance (SMART-HS).

(10) Aero-Medical Isolation (SMART-AIT).

SMART Composition. The teams are composed of military officers, warrant officers, enlisted
soldiers, civilian employees and appropriate contractors of the Department of Defense assigned to
MEDCOM by name and capable of deploying to augment local, state and federal response assets in
domestic support, civil-military cooperative assistance, disaster relief and humanitarian assistance
operations in CONUS. There are approximately 287 MEDCOM Personnel designated to respond as
SMART members. These teams are trained and equipped and can be alerted and sent out within 12
hours of notification.

The National Medical Chemical and Biological Advisory Team (MCBAT) is comprised of
USAMRMC elements from USAMRIID and USAMRICD. These assets are Tier 1 elements of the
DoD Chemical Biological Rapid Response Team (C/B-RRT) and are ready to deploy worldwide
within 4 hours after receiving their orders. The RMC Chemical/Biological SMARTS are trained
medical teams located at the RMCs that can deploy in response to a chemical, biological, or
radiological incident. Examples of incidents that may require a rapid response include:

e Anaccident involving the transport or storage of NBC weapons,
¢ The release of CW or BW agents or radiological material,
¢ A leak of an industrial chemical, infectious material, or radioactive material.

The MCBAT is the principal DoD medical advisor to the Commander, C/B-RRT and the
Interagency Response Task Force. Both the MCBAT and regional Chemical/Biological SMARTS can
provide medical advice and consultation to commanders or local medical and political authorities for
preparation of a response to a threat or actual incident. They can also provide medical advice to
commanders or local authorities on protection of first responders and other health care personnel,
casualty decontamination procedures, first aid (for non-medical personnel) and initial medical
treatment, and casualty handling. The initial advice includes identifying signs and symptoms of NBC
exposure, first aid (self-aid, buddy aid, and combat lifesaver aid for military personnel), and initial
treatment when an incident has occurred. The MCBAT also assists in facilitating the procurement of
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needed resources. The RMC Chemical/ Biological SMART may, after initial assessment of the
situation, elect to use telemedicine reach back.

USAMRICD has developed a Chemical Casualty Site Team (CSST) with the capability of
rapid deployment in support of DoD or the MCBAT as part of the Foreign Emergency Response
Team (FEST), or the Domestic Emergency Response Team (DEST). The team is tasked to support
each specific mission. Personnel available for deployment consist of physicians, a nurse, toxicologists,
veterinarians, and laboratory specialists. These personnel, when coupled with their supporting
capabilities, are knowledgeable in the medical effects of a specific chemical warfare agent,
identification of chemical agents or their metabolites in biological samples, determination of blood
cholinesterase levels, technical and biomedical expertise required to enable protection of personnel
responding to chemical incidents or to guide decontamination of personnel and causalities, and
technical expertise to accomplish mission planning.

USAMRIID has developed the capability to deploy an Aeromedical Isolation Team (AIT)
consisting of physicians, nurses, medical assistants, and laboratory technicians who are specially
" trained to provide care to and transport patients with disease caused by biological warfare agents or
by infectious diseases requiring high containment. The AIT is a highly specialized medical evacuation
asset for the evacuation of limited numbers of contagious casualties, with lethal infectious diseases, or
for consultation on appropriate management of such casualties in the event of a mass casualty situation.
USAMRIID’s teams are deployable worldwide on a 12-hour notice using USAF transportation
assets.

Another asset that USAMRIID has is the Biological Threat Response Cell (BTRC). The
BTRC is designed to respond to any CONUS or OCONUS biological warfare or biological terrorist
event. The cell is composed of the Deputy Commander as OIC/POC, the Operational Medicine
physicians and the AIT, selected scientists and clinicians, a Biological Safety Officer, a logistician and
an engineer. USAMRIID also provides consultants to the Chem-Bio Rapid Response Team as
members of the MCBAT.

As a supporting capability, USAMRIID has a 16-bed ward with the capability of isolating (up
to Biosafety Level 3) patients with infectious diseases in a contingency situation. USAMRIID also has
a special Biosafety Level 4 (highest level of containment) patient care area designed for a maximum of
4 patients requiring this level of containment. These patient care areas are capable of providing
intensive care for critically ill patients with specialized personnel and equipment augmentation from
Walter Reed Army Medical Center. An additional supporting capability at USAMRIID is its capacity
for medical diagnostic assays for recognized biological agents.

MEDCOM has also taken the initiative to provide a standardized decontamination equipment,
documentation, and personnel training package for the command’s fixed medical treatment facilities.
This equipment and training will provide a decontamination capability at all Army fixed medical
treatment facilities for a CBRNE event. The intent is to standardize a minimum level of
decontamination capability by providing the same decontamination equipment and training to each
medical treatment facility. The execution phase began with the first shipment of equipment in
December 2000 and will end with the final equipment delivery and personnel training on 30 April
2001.
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4.7.7 Medical Countermeasures and Surveillance against NBC and other Battlefield
Toxicants and Occupational Health Hazards

Historically, most veterans’ health and benefit issues are related to service in combat
operations. U.S. forces are now more likely to deploy into non-combat environments such as peace-
keeping, peacemaking, humanitarian assistance, or training. Presidential Review Directive
(PRD)/National Science and Technology Council (NSTC)-5 directs DoD, the Department of
Veterans Affairs, and the Department of Health and Human Services to review policies and programs
and develop a plan that may be implemented by the Federal government to better safeguard those
- individuals who may risk their lives to defend our Nation’s interests. An NSTC Interagency Working
Group oversaw the work of four task forces that focused on (1) deployment health, (2) record
keeping, (3) research, and (4) health risk communication.

DoD policy that requires pre- and post-deployment health assessments, screenings, and
briefings shall be performed active and reserve component personnel deployed as a resulting of a Joint
Chiefs of Staff/Unified Command deployment order for 30 continuous days or greater to a land-based
location outside of the United States that does not have a permanent U.S. military treatment facility.
Routine shipboard operations that do not involve field operations ashore for over 30 days are exempt
from this policy. The details for completing these assessments are found in JCS Policy Memorandum
MCM-251-98, 4 December 1998, subject: Deployment Health Surveillance and Readiness;
ASD(HA) Policy Memorandum, 6 October 1999, subject: Policy for Pre- and Post-Deployment
Health Assessment and Blood Samples; and DoD Instruction 6490.3, “Implementation and
Application of Joint Medical Surveillance for Deployments,” August 7, 1997.

Deployment can encompass a wide range of missions in which additional operations in NBC
environments may expose a Joint Task Force to other toxic chemicals, radiological contamination, and
environmental contamination from industrial operations within the host nation. Standard U.S.
occupational health and environmental standards are not enforceable in a host nation scenario. As a
result, the JFC has been confronted with toxic industrial chemicals, radiological hazards, and long-term
environmental contamination from industrial operations within the host nation. The Joint Force
Commander must utilize organic NBC reconnaissance and preventive medicine medical surveillance
assets to identify host nation occupational and environmental hazards and to determine troop
deployment locations that will minimize the short- and long-term health risk during occupation by U.S.
forces. This type of information, if not provided by the host nation, is available from the Armed Forces
Medical Intelligence Center (AFMIC) and the U.S. Army Center for Health Promotion and
Preventive Medicine (USACHPPM). Joint medical surveillance within the theater of operations can
identify NBC related occupation, industrial, and environmental health hazards. Factors to be
considered will include the type of contamination and the prevailing wind direction. Proposed planning
factors for downwind hazard distances for some commonly known industrial chemicals are provided in
the USACHPPM Technical Guide 230A, “Short-Term Chemical Exposure Guidelines for Deployed
Military Personnel”. The technical guide is to be used as a tool to assess potential adverse health
impacts resulting from exposure to harmful chemicals as a result of uncontrolled industrial release,
sabotage, or from the intentional or unintentional actions of enemy or friendly forces. Preventive med-
icine assets within the theater can be employed to conduct joint medical surveillance and to provide
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recommendations to the Joint Force Commander for risk communication to minimize the short-term
and long-term health effects of toxic exposures to deployed military personnel. DoD Directives
(6055.1 and 6490.2) and Instruction (6490.3) apply to joint medical surveillance and safety and
occupational health in an NBC or otherwise contaminated environment.

The Joint Publication 3-11, Doctrine for Nuclear, Biological, and Chemical Defense
Operations sets forth principles to assist commanders and staffs to plan for and conduct joint,
multinational and interagency operations in which their forces may encounter the employment or threat
of NBC weapons and other toxic materials. It has taken into account new DoD and JCS policies,
directives, and instructions for joint medical surveillance and risk communication. New DoD standards
and guidelines are being developed for accurate risk communication. The Assistant Secretary of the
Army for Installations and Environment, ASA(I&E), is the DoD Executive Agent for developing these
new DoD nuclear, biological, chemical, and environmental (NBC-E) force protection policies.
ASA(I&E) is staffing a new Army policy entitled “Medical Force Protection: Environmental and
Occupational Health Threats Policy.” The need for this new policy was identified during the 1999
Medical Functional Area Assessment and was validated by the Deputy Chief of Staff for Operations,
Headquarters, Department of the Army, in a 23 July 1999 memo to the ASA(I&E). This new policy
for force health protection is urgently needed to permit the development of appropriate U.S. Army
doctrine, detection standards, and risk communication guidelines for use by commanders to protect
soldiers from battlefield toxicants and occupational health hazards during deployments.

4.7.8 Air Force Medical NBC Teams

The Air Force Medical Readiness Re-engineering efforts have created eight specialty teams
for NBC Medical Defense. These teams include (1) Theater Epidemiology Team, (2) Radiological
Assessment Team, (3) Wartime Patient Decon Team, (4) Bioenvironmental Engineering NBC Team,
(5) Infectious Diseases Team, (6) Preventative Aerospace Medicine Team, (7) Biological
Augmentation Team, and (8) In-place Patient Decon Team (USAFE). Following is a brief description
of the capabilities provided by these teams.

The Theater Epidemiology Team (TET) provides (1) theater medical and environmental
threat assessments, (2) theater disease surveillance and disease outbreak investigation, and
(3) baseline environmental monitoring. The TET is a theater-level medical asset.

The Radiological Assessment Team (AFRAT) is composed of two Nuclear Incident
Response Force (NIRF) Teams and one Radio analytical Augmentation Team. The NIRF Teams
include health physicists, industrial hygienists, equipment technicians, and bioenvironmental technicians.
The AFRAT provides comprehensive radiological monitoring, hazard evaluation, and health physics
support in a radiological response operation. The AFRAT is a service-level asset.

The Wartime Patient Decon Team (WMDT) is deployed in direct support of medical
treatment facilities operating in NBC threat environments. They construct and operate decontamination
sites and facilities in the vicinity of the supported medical treatment facilities. The WMDT is deployed
at the unit level to support a medical treatment facility. Currently, there are 33 complete teams (2
personnel packages and 1 equipment package each) in the Air Force inventory.
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The Bioenvironmental Engineering NBC Team provides the following capabilities in
support of CE Readiness NBC personnel: (1) NBC agent surveillance, detection and abatement, (2)
reconnaissance teams for NBC agent detection, (3) advice on health effects and human performance
due to extended wear of the ground crew ensemble, and (4) information on other NBC related health
risks to deployed forces.

The Infectious Diseases Team provides personnel that augment the capability to identify,
control, report, and provide treatment for infectious diseases and biological warfare agents in the
deployed theater. The Team is designed to be deployed to facilities with greater than 100 beds where
a significant threat for biological warfare casualties or infectious disease exists.

The Preventative Aerospace Medicine Team: (PAM) (1) identifies, monitors and prevents
disease and non-battle injury (DNBI), (2) performs health threat and risk assessment, such as
communicable disease tracking, (3) performs health hazard surveillance, (4) controls health hazards
through food, water and field sanitation inspections, and, (5) mitigates the effects and prevents DNBL
PAM teams are an integral to all deployed AIR Force medical treatment facilities. There presently are
35 teams in the inventory, and can deploy in increments of 2 to 9 personnel. PAM teams operate at
the unit level, while the TET serves as a theater medical asset.

The Biological Augmentation Team (BAT) is a three to two-person team of skilled medical
laboratory officer and enlisted personnel that provides rapid pathogen identification using nucleic acid-
based identification diagnostic capability. The team is modular so that it may augment other teams,
capabilities, and facilities. The BAT Team can analyze clinical samples

Such as food and water for pathogens of operational concern. There are currently 8 complete BAT
teams in the Air Force, and more are planned.

The In-place Patient Decon Team supports five U.S. Air Forces in Europe (USAFE)
medical treatment facilities (MTF).

4.8 READINESS REPORTING SYSTEM

CIJCSI 3401.02, the policy document for the Status of Resources and Training System
(SORTS) requires units from all Services to independently assess their equipment on hand and training
status for operations in a chemical and biological environment. This is a change to previous SORTS
reporting requirements and provides more visibility to NBC defense related issues.

The Services individually monitor their SORTS data to determine the type of equipment and
training needing attention. Units routinely report their equipment on hand and training status for
operations in a chemical or biological environment. Commanders combine this information with other
factors, including wartime mission, to provide an overall assessment of a unit’s readiness to go to war.

Additionally, the Commanders-in-Chief (CINCs) of the Unified Commands submit readiness
assessments at each Joint Monthly Readiness Review (JMRR). In the IMRR, CINCs assess the
readiness and capabilities of their command to integrate and synchronize forces in executing assigned
missions. As needed, CINCs address NBC defense readiness and deficiencies as part of the JMRR.
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USMC CBD Readiness Reporting. The Marine Corps has developed the Chemical and
Biological Defense (CBD) Calculator (automated program) that can be used by Commanders to assist
in assessing their unit’s CBD readiness. The CBD Calculator provides a measurable standard that
commanders can use to base their assessment on. Unit NBC personnel enter training and equipment
data into the calculator and automatically generate a recommended CBD readiness status formatted
for input to the SORTS report. The Marine Corps SORTS order is being revised to recommend that
all Commanders use the CBD Calculator when determining their CBD status for SORTS reporting. -

4.9 CB DEFENSE READINESS AND TRAINING ASSESSMENT

ISSUE: The Government Accounting Office (GAO) published a report, CHEMICAL AND
BIOLOGICAL DEFENSE: DOD Needs to Clarify Expectations for Medical Readiness,
GAO0-02-38, October 2002. A summary of the GAO recommendations and the DOD
response are listed below. In response, the Assistant Secretary of Defense for Health
Affairs (HA) has established a Task Force to address the medical issues. The HA Task
Force and Service programs will described in next year's report.

RECOMMENDATION 1: The GAO recommended that the SECDEF address the gap
between the stated CB threat and the current level of medical readiness by clarifying the
Department’s expectations regarding medical preparation for CB contingencies and, as appro-
priate, by directing the Joint Staff to integrate biological medical readiness in DPG.

DOD RESPONSE: Concur. As the coordinating body with the Services and the CINCs on
issues of this nature, the Joint Staff will be requested to conduct a re-examination of CB medi-
cal training issues and provide suggested adjustments to enhance the DoD’s medical readiness
posture.

RECOMMENDATION 2: The GAO recommended that the Services and Joint Staff support
completion of the Common User Database (CUD) by concluding an agreement regarding
which personnel are required to provide specific treatments. This database should eventually be
validated by proficiency testing of the identified personnel to help further refine training &
specialty mix requirements.

DOD RESPONSE: Concur. The Joint Staff will be requested to coordinate this effort with the
Services. The elements and scope of the Medical CUD must be widely disseminated and
agreed on by the Services and the Joint Staff so that general treatment of NBC casualties can
be jointly accomplished and trained to. The CUD must be comprehensive, include all echelons
of care, and consider Service specific environments. Additionally, the requirement to train physi-
cians to treat CB casualties must be accomplished in the Services and with standardized
protocols defined by the Joint Medical NBC Defense Readiness Working Group.

RECOMMENDATION 3: In furtherance of a tri-service approach to medial planning, the
GAO recommended that the Services and Joint Staff use enhanced modeling capabilities to
develop defensible and transparent risk assessments associated with various evacuation rates.
The Services and Joint Staff develop and approve joint models and tools to support more timely,
flexible and integrated planning for these threats and enable effective updating of both long-term
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specia lty mix evaluations and short-term combat medical requirements.

DOD RESPONSE: Concur. As noted in the GAO report, the sole DoD-approved tool for the
development of Health Service Support (HSS) predictive requirements to support theater opera-
tions is the Medial Analysis Tool (MAT). The MAT is capable of providing requirements (and
subsequently adequate modeling of those requirements through its Course of Action Analysis
function) for the WMD environment, once casualty rates are determined.

The many variables and the absence of historical data have, to date, precluded arrival at
any one set of conclusions that would be more logically defensible than another set as jointly
accepted planning factors. The Services will move forward in the development of CBRNE
associated casualty rate’s that would enable MAT to provide requirements data for the WMD
environment. This would give the Unified CINC’s a more tangible grasp of the casualty expec-
tations and the HSS assets subsequently required in an asymmetrical environment. Having said
this, the US has ratified the NATO Standardization Agreements [2475, 2476 & 2477] “Allied
Medical Publication P-8, Medical Planning Guide of NBC Casualties (NBC)” on 25 Aug 00,
which establishes a methodology for assessing NBC casualties and could serve as a basis for
casualty rate determination. The evacuation issue is greatly exacerbated by the BW threat; it
must be addressed as a joint issue and incorporated into medical modeling. Additionally, if the
GAO recommendation pertains to the percentage of patients that will require evacuation, DoD
concurs. However, if the GAO recommendation pertains to the evacuation (EVAC) policy,
DoD non-concurs. EVAC policy only places patients into the EVAC system, not into beds
thereby generating bed and personnel requirements. Bed generation is a function of the EVAC
delay and is determined by the average length of stay (ALOS) or stay time. Finally, the report
attributes inter-service disagreement as a major reason for the lack of standard CB casuaky/
evacuation planning factors. This is an over-simplification of a very real problem, which the
report acknowledges. The Joint Staff be requested to establish a joint CB casualty rates work-
ing group with representatives from the Services to determine rates for use in MAT modeling.

RECOMMENDATION 4: The GAO recommended that the Services develop CB medical
training requirements and assess the effectiveness of the training with rigorous proficiency
metrics and standards.

DOD RESPONSE: Concur. During the FY 01 Joint Medical NBC Readiness Conference, a
working group began to identify and quantify the medical NBC training requirements for all
Services to follow. The results of their work and plan will be briefed to the Joint NBC Board for
approval. The Joint Staff will be requested to take the lead in this effort and provide a written
proposal to establish the formation of a Joint, Services, and DoD medical NBC oversight group.

RECOMMENDATION 5: The GAO recommended that the Services develop and maintain
information management systems to monitor completion of required CB training and track the
proficiency of medical personnel, at least for the first responders and key personnel in high risk
areas of operations.

DOD RESPONSE: Concur. DoD suggests that the recommendation be worded as “...track
the proficiency of medical personnel, at least for those personnel identified as essential in the
medical response to an NBC event.” Rationale: the diverse nature of the NBC threat suggests
that the current wording is too narrow. Currently numerous stove-piped systems exist within the
Services to track training. The TRICARE Management Activity (TMA) will be tasked to
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develop a joint tracking system to monitor training and proficiency of personnel identified to
function in a CB environment.

RECOMMENDATION 6: The GAO recommended that the Joint Staff, CINCs and
Services increase the realistic exercise of medical support to a level commensurate with the
current CB threat assessments. To the extent there is a threat of mass casualtie s, exercises
should explore the limits of medical capabilities and the full consequences of the scenarios that
overwhelm them.

DOD RESPONSE: Concur. Historic “across-the-board” decreases in exercise funding for
medical participation have directly impacted upon the level and frequency of exercise involve-
ment. To maximize future medical participation, the Assistant Secretary of Defense for Health
Affairs [ASD(HA)] will request that the Joint Staff, working with the CINCs, emphasize
heightened medical participation in all relevant exercises. This would include participation in pre-
planning activities with J2, J3, J4, J7, and other directorates in order to develop realistic
scenarios that test our skills and capabilities in CBW environments.

139



Chapter 5

Status of DoD Efforts to Implement the
Chemical Weapons Convention (CWC)

5.1 INTRODUCTION

The CWC was opened for signature on January 13, 1993. The Convention entered into
force on April 29, 1997. As of January 1, 2002, 145 countries, including the United States, had
signed and ratified or acceded to the CWC. Another 29 countries have signed but not ratified.

5.2 DEPARTMENT OF DEFENSE IMPLEMENTATION OF THE CWC

Since the CWC entered into force, DoD has hosted more than 340 visits and inspections
at chemical weapons (CW) storage, former production, and destruction facilities. The Army
(the Service most directly impacted by CWC implementation activities) and DoD’s Defense
Threat Reduction Agency (DTRA) continue to host and escort inspectors from the Organisation
for the Prohibition of Chemical Weapons (OPCW) Technical Secretariat (TS). The OPCW is
charged with overseeing worldwide implementation of the CWC. TS inspectors conduct both
continuous and non-continuous monitoring at DoD CW destruction facilities and systematic
inspections at DoD CW storage, former production and Schedule 1 facilities. DTRA provides
CWC Orientation Training to United States Government (USG) national escorts and other
treaty compliance personnel and to date has provided training to over 700 USG personnel.

In addition to supporting inspections at DoD facilities, DTRA assists the Department of
Commerce (DOC) with CWC inspections at U.S. chemical industry sites pursuant to a Memo-
randum of Agreement. The DOC is the lead agency for chemical industry inspections. DTRA
supports DOC with training, escort, and logistic support on a noninterference, cost reimburs-
able basis. U.S. chemical industry inspections began in May 2000 and, as of January 1, 2002,
the OPCW had conducted 28 inspections.

DoD conducts a Chemical Weapons Agreements Implementation Working Group
(CWIWG) to implement the CWC. Through regularly recurring meetings, representatives of
the Office of the Secretary of Defense (OSD), the Joint Staff, the Military Departments, the
Military Services, and DoD agencies and activities coordinate planning efforts to ensure proper
implementation of the CWC. Formal meetings of the CWIWG are scheduled approximately
monthly and small group meetings are held as needed to address specific requirements in
support of the CWIWG. A Compliance Review Group (CRG) was established within DoD to
address, as needed, CWC compliance concerns. OSD, the Joint Staff, the Military Services, and
DTRA provide technical experts to support activity at the U.S. Delegation to the OPCW in The
Hague, The Netherlands.

The Army was tasked to destroy all chemical warfare materiel under the Program
Manager for Chemical Demilitarization (PMCD). PMCD includes programs for unitary
stockpile destruction, destruction of bulk agent by alternative technologies (non-incineration),
destruction of other chemical warfare materiel and the destruction of former CW production
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facilities. There is a separate Army program to demonstrate alternative technologies to destroy
assembled CW munitions. The Army coordinates closely with the OSD to ensure that these
programs are compliant with CWC provisions.

53  SAFETY ORIENTATION FOR INSPECTORS

All OPCW inspectors who conduct continuous monitoring at U.S. chemical weapons .
demilitarization facilities are required to attend a 32-hour safety orientation, which is broken
down into two sections and is presented by the Army. One section is a 24-hour hazardous waste
operations and emergency response (HAZWOPER) course which is a USG requirement of all
personnel who must be present on a more than short-term basis at U.S. chemical demilitariza-
tion facilities. The second section is an 8-hour Ammunition Safety Course. A 48-hour demil-
jtarization protective ensemble (DPE) procedures course is required only for those inspectors
designated by the OPCW TS, whose responsibilities would include the use of such protective
equipment. Approximately 211 currently assigned OPCW TS inspectors have attended
HAZWOPER training; 90 of the 211 inspectors have taken the 48-hour DPE class. The
orientation is conducted at the Chemical Demilitarization Training Facility in Edgewood,
Maryland. Annual 8-hour HAZWOPER refresher classes are also required, and are being
accomplished by the Army in The Hague. DTRA provides USG national escorts for OPCW
inspectors while attending required training at US facilities. DTRA insures that all inspectors
and escorts receive required training. '

54  PREPARATION OF DEFENSE INSTALLATIONS

The Military Services and DTRA have developed individual implementation and com-
pliance plans to provide guidance for their commands and activities under the CWC. The Mili-
tary Services have individually established implementation support offices which participate
actively at the DoD CWIWG, provide Service policy direction, and conduct ongoing liaison
with their major commands to ensure that all military elements are fully prepared for inspec-
tions under the CWC.

The Military Services continue to coordinate actively with DTRA to prepare DoD
installations for inspections under the CWC. All defense installations which are subject to dec-
Jarations under the requirements of the CWC, and many which are subject to challenge inspec-
tions even though not declared, have been visited by Military Service representatives and
DTRA technical experts. DTRA will continue to support site assistance visits and Army treaty
implementation and compliance meetings.

All of the Military Services have held exercises to test their preparedness for short-
notice CWC challenge inspections. Such exercises involve the active participation of Service,
DTRA, and other DoD representatives in the roles they would assume during a challenge
inspection. DoD and the Services have exercised written DoD guidance and procedures to test
the operational readiness of personnel and facilities. Commonly, the lead Service responsible
for developing an exercise also produces comprehensive Lessons Learned report to ensure DoD
readiness for possible challenge inspections. The Services have initiated efforts to ensure that in
the case of a challenge inspection affected commands take timely and appropriate measures,
based on lessons-learned, to demonstrate compliance while protecting security concerns.
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DoD organized both a tabletop and a mock challenge inspection exercise in 2001 ata
DoD facility and the TS participated by providing an inspection team. DoD’s objective in
including the TS was to better understand the challenges DoD would face in demonstrating
compliance and protecting national security and gauge TS readiness to conduct a challenge
inspection.

5.5 DEFENSE TREATY INSPECTION READINESS PROGRAM

The Defense Treaty Inspection Readiness Program (DTIRP), for which DTRA is the
executive agent, has implemented an extensive outreach program to provide information about
the CWC, security countermeasures, and facility preparation, to both government and DoD
industry. DTIRP provides training and awareness services through such fora as seminars, site
assistance visits, mock inspections, mobile training teams, industry associations, national corr
ventions and symposia. DTIRP also publishes various educational products (electronic media
and print) and administers electronic bulletin boards to provide information concerning the
CWC to government and industry. DTIRP, in close coordination with the Naval Surface War-
fare Center at Indian Head, MD, has produced and conducted the Chemical Technology Secur-
ity Course, to train USG personnel from the Departments of Defense, Commerce, and Justice.

The DTIRP has provided, and will continue to provide, arms control vulnerability
assessment teams in support of any requirement to assess risks to national security and United
States industry and research institutions such as those required under Public Law 106-113,
§1124.

In October 2001, Joint Staff and DTIRP co-sponsored a seminar to provide the CINC
CWC Supervisors a seminar formatted program updating them on DoD plans for executing
challenge inspections if one should occur in the CINC Area of Responsibility.

5.6 TECHNICAL EQUIPMENT INSPECTION PROGRAM

The Technical Equipment Inspection (TEI) Program ensures OPCW TS verification
equipment meets U.S safety, environmental and security requirements through a familiarization
process authorized by Conference of States Parties Decision 71. The familiarization results are
documented in the “Certification Report of Chemical Weapons Convention Organisation for
the Prohibition of Chemical Weapons Technical Secretariat Equipment.” In addition, TEI
performs chemical agent monitoring of inbound equipment at the Point of Entry to protect U.S.
personnel and to prevent inaccurate findings as a result of pre-existing contaminants on the
verification equipment.

5.7 ARTICLE X ASSISTANCE AND OTHER ASSISTANCE

Under Article X of the CWC, a State Party to the treaty may make an appeal for
assistance through the Director-General of the TS. In accordance with a condition established
in the U.S. Senate’s Advise and Consent to the Ratification of the CWC, the United States will
provide “no assistance. ..other than medical antidotes and treatment,” which the USG deems

are necessary, to those CWC States Parties that have requested assistance under Article X of
the CWC.

Under the CWC, DoD has not provided any chemical weapons detection equipment or
assistance in the safe transportation, storage, and destruction of chemical weapons to other
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States Parties. Such assistance, however, is being provided to Russia under DoD’s Cooperative
Threat Reduction (CTR) program.

5.8 ARMS CONTROL TECHNOLOGY

DTRA conducts research, development, test and evaluation (RDT&E) to support U.S.
roles in global CW arms control and nonproliferation initiatives. The primary goal of the pro-
gram is to protect DoD equities and minimize the threat to national security interests posed by
U.S. involvement in CW arms control activities. Related objectives are to assist the U.S. in
meeting legal obligations imposed by treaty provisions, support development of U.S. policy,
minimize implementation costs, enhance the safety of inspections and conduct research and
development (R&D) on enabling technologies for future treaties or nonproliferation initiatives.
Current emphasis is on technologies and procedures for onsite analysis under the CWC, devek
opment of advanced non-destructive evaluation, and environmental characterization of the
emerging CW threat.

DTRA developments to date include analytical software for use in chemical analysis by
gas chromatography/mass spectrometry (GC-MS). This software satisfied a critical requirement
to prevent the release of potential sensitive or confidential business data during CWC inspec-
tions. Additionally DTRA has developed and fielded non-destructive analysis technologies that
have been employed as confidence building measures under the CWC. These technologies
have also demonstrated their mult- functional role in other nonproliferation related efforts such
as United Nations Special Commission (UNSCOM) inspections in Iraq and more recently,
support to law enforcement agencies at events such as the Democratic National Convention and
the Olympics in Atlanta. DTRA, in cooperation with Finland, also continues to develop and
validate procedures for GC-MS sample preparation and is currently finalizing Version 3.0 of
these procedures in support of Senate ratification condition 18 of the CWC. Finally, DTRA is
cooperating with the intelligence community in the evaluation of new threat agents and their
degradation pathways.

144



DoD Chemical and Biological Defense Program
Annual Report to Congress :

Volume I: Annexes

ANNEX Page
A Contamination Avoidance Programs..........ccccecevvevueriereeneerenenenenneceeseessesscsesesesinens A-1
— Detectors and MONILOTS .....cccvevirerveercernrenerrreireeeeseeseesseeereseeseesssssesstassssssessnsssseseens A-1
— Biological Long Line Source Release and Point Detection.........coceceveeveenveniivecnncnnen A-11
— Stand-Off Detection and Remote/Early Warning...........ccceccevevveceencnesininiinnnnennenen. A-13
— NBC RECONNAISSANCE ......cueeveereriererrerierenieerierisseesseseesessessesessesseneeesessassssessesssnssssnsens A-16
— Warning and REPOTtING .......cceevevieriirienenienientnenieecesee e estesscssese et esaesisssssaesnssnes A-18
— RADIACS..... ettt ettt bbb a s bbb A-19
— DARPA PIOZTAMIS .....ocvevveeeerereteetesteeeerrerese ettt etess e e snesnessese et s eneesnsnesbasaasaas A-20
B Modeling & Simulation Programs...........cccceviininiiininiineeiee e B-1
— Hazards ANALYSIS ......cccovieieeniniiieiereicniniicce ettt B-1
— Operational Effects ANALYSIS.......cccoevurrireriinceciniininiiiisisnesesse e ssssesesesas B-4
— Simulation Based AcquiSition SYStemMS .......cccoceecereeirreeiinerncriisiniieceeieieneeneenes B-7
— Training SIMUlAtion SYSLEMS .......cc.cceeriririeeriereniereeese et sassesaesnens B-9
C Non-Medical Protection Programs...........ccececrerenerienneninenrinnesssssenesnsisnennesinees C-1
— Individual Protection EQUIPMENL..........ccccorvreeririenieninirereneneecrenecsesesis e C-2
— RESPITALOTY ..ottt be et s sr et en C-2
— Ancillary Mask EQUIDIMENL........cccovieievenieiinenirccrencncnienccnencserese e C-6
— Battlefield Protective SUitS........cccovveviiineveniinineneniecneerseceesenenissssseneesnes C-7
— PTOtECHIVE ACCESSOTIES .vveuverurrveeirreeeeeiesieesteseessesseeneeestessessesntesbressessnssssensens C-10
— SPECIAILY SUILS ..uveirierieeieeceeeereecree e et e e rrre e reesesesare e sseonessabsesessnasasnsesanas C-12
— Collective Protection EQUIPMENE.......ccccoveeieeresierreeiereneeieeseesrreseere s seesieseecsneesnas C-14
— Tentage and Shelters........ccociiviiiereeiieicceee ettt saens C-14
— Collective Protection SYStEMS ......couvccevuereerreeiiereeireteseesinsesessseessesseessessnsens C-17
— Generic NBC Filters and Collective Protection Filtration Systems.................. C-19
D Decontamination PrOGrams .........cccecviivinieierienieneneninenesiienntesssnessesenssnsessesessennes D-1
— PEISOMMNEL......oiiiiiiiicicire ettt D-1
— Combat Equipment, Vehicles, and Aircraft ...........cocooevevrvenicninnicesnenneecnenns D-2
E Joint Medical Chemical, Biological, and Radiological Defense Research Programs.. E-1
E.1 Medical Chemical Defense Research Program...........ccccceeevccnvinniiniinnnnicnnnns E-1.
E.2 Medical Biological Defense Research Program...........cccoueveevnereneecccnnininnnennn, E-12
E.3 Medical Nuclear (Radiological) Defense Research Program..........ccccccevennininens E-35
F Joint NBC Defense LOZISICS ....ccvcveeeiireeiiinreneriereseseseee s eseesaeresreeseesisseessssnensennes F-1
G Joint Nuclear, Biological, and Chemical, Defense Program Funding Summary......... G-1
H Statement Regarding Chemical and Biological Defense Programs
Involving Human SubJECtS......c.cveeeeieeeieieieeeteeeee et se e see s e e e e saeaee H-1
I Congressional Reporting Requirements: 50 USC 1523.......ccoevverernnreneneeecneerecenene I-1

J  Actonyms and ADDIEVIAHONS ........c.cceveeveriererieiereresteeesesteeeeseeeseesesentenesesseesessenseseane J-1



Annex A

Contamination Avoidance Programs

Table A-1. Contamination Avoidance RDA Efforts

Category Nomenclature Status USA USAF USMC | USN
Automatic - M22 Automatic Chem Agent Detection Alarm (ACADA) Production Joint Joint Joint Rqmt
Detectors - Improved Point Detection System (IPDS) Production Rqmt
and - Improved CAM (ICAM) Production Rgmt Interest Rqmt Rqmt
Monitors - Joint Chemical Biological Agent Water Monitor JCBAWM) |RDTE Joint* Joint* Joint* Interest
- Joint Chemical Agent Detector (JCAD) RDTE Joint* Joint* Joint* Joint*
- Biological Point Detection
--Interim Biological Agent Detector (IBAD) Fielded Rgmt
--Biological Integrated Detection System (BIDS NDI) Fielded Rgmt
--BIDS P31 Fielded Rgmt
--DOD Biological Sampling Kit Fielded Joint Joint Joint Joint
- Detection System, Biological Agent: Joint Portal Shield Production Joint Joint Joint
- Joint Bio Point Detection System (JBPDS), Block I RDTE Joint Joint Joint
Remote/ - Joint Service Lightweight Stand-off Chemical Agent RDTE Joint Joint Joint Joint
Early Waming Detector (JSLSCAD)
- Joint Service Warning and Identification RDTE Interest | Interest Interest | Interest
LIDAR Detector (JSWILD/Artemis)
- Joint Bio Stand-off Detection System (JBSDS) RDTE Joint Joint Joint Joint
NBC - Joint Service NBC Reconnaissance System (JSNBCRS) RDTE
Recon --NBCRS/CB Mass spectrometer * Rgmt Rgmt
--Joint Service Light NBCRS/Lightweight Recon System * Joint Joint Joint Interest
(JSLNBCRS)
- Interim Armored Vehicle-NBC Recon Vehicle (NBCRV RDTE Joint
Block II)
Warning and - Joint Warning and Reporting Network (JWARN) RDTE/Prod Joint Joint Joint Joint
Reporting -- Multipurpose Integrated Chemical Agent Detector * Rgmt Rgmt
MICAD)
Radiation - AN/UDR-13 Pocket Radiac Production Rgmt Interest
Detection - AN/PDR-75 Radiac Fielded Rgmt Rqmt
- AN/PDR-77 Radiac Fielded Rqgmt
- AN/VDR-2 Radiac Fielded Rqmt Rqmt
- Multi-Function Radiac Fielded Rqmt
- ADM-300A Ficlded Rqgmt
Joint= Joint Service requirement Joint*=Draft Joint Service requirement
Rqgmt= Service requirement Int-NIR= Service interest, no imminent requirement
Rgmt, Interest= sub-product requirement or interest *= Sub-product(s) of a Joint project

LRIP= Low Rate Initial Production

DETECTORS AND MONITORS

FIELDED AND PRODUCTION ITEMS

Chemlcal Agent Monitor (CAM) and Improved Chemical Agent Monitor (ICAM)

The CAM is a hand held instrument capable of detecting, identifying, and providing
. relative vapor hazard readouts for G and V type nerve agents and H type
blister agents. The CAM uses ion mobility spectrometry (IMS) to detect

and identify agents within one minute of agent exposure. A weak
- radioactive source ionizes air drawn into the system, and the
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CAM then measures the speed of the ions” movement. Agent identification is based on characteris-
tic ion mobility and relative concentrations based on the number of ions detected. The ICAM has
the same chemical agent detection capability as the CAM; improvements are that it is 300% more
reliable, starts up 10 times faster, and the modular design is much less expensive to repair. The
ICAM has the additional features of an RS-232 data communications interface, and the ability to
be programmed for new/different threat agents. The four pound, 15" long ICAM can be powered
either by an internal battery or by an external source through the ICAM’s combination power/fault
diagnosis/RS-232 plug. The ICAM may be used for a variety of missions, to include area recon-
naissance and area surveillance, monitoring of decontamination operations, and medical triage
operations. The ICAM significantly reduces the level and frequency of maintenance vs. CAM
without affecting performance. The ICAM sieve pack has double the capacity of the two CAM
sieve packs, which results in twice the operational life of the ICAM over the CAM. When fielded,
the ICAM will significantly reduce operating and sustainment costs associated with the CAM by
$135 million over its life cycle in present day dollars. This savings is based on the total planned
procurement of the ICAM, and would be greater if all CAMs were replaced by ICAMs.

M31 Biological Integrated Detection System (BIDS)
Non-Developmental Item (NDI) & Pre-Planned Product Improvement (P3I)

BIDS uses a multiple technology approach, both developmental and off-the-shelf materiel, to
detect biological agents with maximum accuracy. BIDS is a vehicle-mounted, fully integrated bio-
logical detection system. The system, which is a collectively-protected, HMMWV-mounted S788
shelter, is modular to allow component replacement and exploitation of “leap ahead” technologies.
The NDI variant is capable of detecting and presumptively identifying four BW agents simultane-
ously in less than 45 minutes. Thirty-eight BIDS NDI (version shown) were fielded to the 310th
Chemical Company (U.S. Reserve) during FY96. This gave DoD its first credible, rapidly deploy-
able biological detection capability. The BIDS is a Corps
level asset. The P31 BIDS is capable of detecting and
presumptively identifying 8 BW agents simultaneously
in 30 minutes. The suite is semi-automated and contains
next generation technologies such as the Ultraviolet
, Aerosol Particle Sizer (UVAPS), Chemical Biological
.- Mass Spectrometer (CBMS), Mini-Flow Cytometer, and

P the Biological Detector (BD). Fielding of 38 systems to
k the 7" Chemical Company was completed in October
1999. In 4QFY03, the third BIDS company, 13th Chem-
% ical (P31), will be fielded at Ft. Hood, Texas.

Interim Biological Agent Detector (IBAD)

IBAD provides shipboard detection of biological warfare agents. IBAD consists of a particle
sizer/counter, wet wall cyclone particle sampler, and hand held assays (HHAs) for the presump-
tive identification of suspect aerosol particles. IBAD is capable of detecting an increase in the
particulate background, which may indicate a man-made biological attack is underway, and
sampling the air for identification analysis. IBAD can detect a change in background within 15
minutes and can identify biological agents within an additional 30 minutes, utilizing the HHAs. It
is an interim rapid prototype system that started service with the fleet in FY96. Twenty IBAD
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systems have been fielded. These systems will be among ship platforms as dictated by fleet
priorities.

Detection System, Biological Agent: Joint Portal Shield

The Joint Portal Shield (JPS) is DoD’s first net-
worked biological detection system. Portal
Shield is a Joint Service capability for biologi-
cal detection at high value fixed assets. The sys-
tem uses an innovative network of sensors to
increase probability of detecting a biological
warfare attack while decreasing false alarms
and consumables. The JPS system consists of a
variable number of biological sensors forming a
network under the command and control of a
centralized command post computer (CPC). e
The CPC communicates with and monitors the operation of each sensor. The sensor is modular
in design and can detect and presumptively identify up to eight BW agents simultaneously in less
than 25 minutes. Currently, nine overseas sites are fielded and outfitted with JPS networks.
Twelve additional sites are being fielding with scheduled completion by 4QFY02. In addition the
systems have a chemical sensor interface (M22, M21, M90), which provides an integrated
chemical and biological sensor network capability.

The JPS program was initiated in FY96 as an Advanced Concept Technology Demonstra-
tion (Air Base/Port Biological Detection ACTD). With a successful Military Utility Assessment
(MUA) in FY97, a fielding in FY98 in support of Operation Desert Thunder and a Directed Pro-
curement memorandum from The Office of the Joint Chiefs of Staff, a Milestone III review was
held and approved in Jan FY99. The MS III transitioned the program from an ACTD into pro-
duction and the system was approved for the fabrication, installation, and support at high value
CINC fixed sites overseas. The fielding (237 sensors) when completed will provide coverage at
21 fixed sites.

Production is ongoing with 97 sensors scheduled for delivery in FY02. Currently 52 of
the 97 are in transit for additional CENTCOM sites located in Oman, the Kingdom of Saudi
Arabia, United Arab Emirates, Qatar and Bahrain.

The Commanders-In-Chiefs from the United States Central Command (CENTCOM) and
the Pacific Command (PACOM) are the operational sponsors of the JPS program. Contractor
Logistics Support (CLS) personnel are on-site at fielded locations in the CENTCOM and
PACOM theaters of operation to maintain and repair the Joint Portal Shield equipment. In FY02
the Service sites began transition of operations and sustainment (O&S) support from the Joint
Program Office of Biological Defense to a Service responsibility. In FY03 all O&S support will
become a Service responsibility.
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Joint Biological Point Detection System (JBPDS)

JBPDS provides point biological detection capabilities for all four services and throughout the
battlespace. The system, which complements Joint Portal Shield and P31 BIDS and replaces the
NDI-BIDS and IBAD, is both more reliable and sensitive than all predecessor systems. The sen-
sor’s highly maintainable and modular design detects and presumptively identifies ten BW agents
simultaneously in less than 20 minutes. Its detection suite is common across multiple configura-
tions (i.e., the XM96 Man Portable, the XM97 Shelter, the XM98 Shipboard, and the XM102
Trailer Mounted for airbase, vehicle, surface combatant and marine expeditionary applications).
The system may be operated locally or remotely, and
fully automates the functions of: collection (capturing
samples of the suspect aerosol for systems and confirma-
tory analysis), defection (interrogating and broadly cate-
gorizing the contents of the aerosol), identification (pro-
viding presumptive identification of the suspect BW
agent), and warning (providing visual and audible alert
to local and remote control units). This acquisition strat-
egy allows for significant economies throughout the
RDA process, eliminating duplicative efforts among the
Services, and greater logistic supportability in joint oper-
ations. The current strategy also offers the fastest pos-
sible fielding of these urgently required systems, as well
as the flexibility needed to continuously improve the
system (by virtue of a parallel Block II Spiral
Development effort) with the latest advances in the bio-
logical detection/identification, information processing
and engineering sciences.

Hand Held immunochromatographic Assay (HHA)

The HHA is a simple, antibody-based test used as a quick screen to presumptively identify BW
f - agents from environmental samples. HHAs are inexpensive, easy to use, very reliable,
and provide presumptive identification in 15 minutes. HHAs are designed to presump-
N tively identify one agent per HHA and can currently identify ten different BW threat
and four simulant agents. Training HHAs are also available. HHAs are read at 15 min-
utes and can either be read by eye or incorporated into automated detection device
(e.g., XM-99 Joint Portal Shield, Joint Biological Point Detection System (JBPDS),
etc.). HHAs should not be used for the analysis of soil samples and are not for diagnos-
tic use. HHAs must be stored at 4°C, but cannot be frozen. Shelf life at refrigeration
temperatures (4°C) is 2 years. The HHA has a one-time use only capability, cannot be
reused once fluid is applied, and must be disposed of as medical waste. All HHA
. ... results must be confirmed by a “Gold Standard” laboratory.
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DoD Biological Sampling Kit

The DoD Biological Sampling Kit, with its associated HHAs, provides a
presumptive identification capability for BW agents in environmental ¢
samples and are employed for: field screening suspect munitions or '
munitions fragments for presence of biological warfare (BW) agents;
screening envelopes or packages that display suspicious liquids, powders or
suspensions; screening suspect terrorist laboratory or weapons materials
that might be associated with the manufacture or delivery of BW agents; or
as a contamination identification kit for indoor areas where it is suspected
a BW agent has been released in fairly high concentrations. The DoD
Biological Sampling Kit contains a panel of 8 HHAs, a blue-capped tube
containing a bottle of buffer solution and cotton tipped swabs, and a basic ...
instruction card. Training DoD Biological Sampling Kits are also available as well as an
interactive, multimedia training CD-ROM. The DoD Biological Sampling Kit must be stored at
4°C, has a one-time use only capability, and is not for diagnostic use. All components of the DoD
Biological Sampling Kit must be disposed of as medical waste. All HHA results must be
confirmed by a “Gold Standard” laboratory.
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M256A1 Chemical Agent Detector Kit

The M256A1 kit can detect and identify field
concentrations of nerve agents (sarin, tabun,
soman, GF, and VX), blister agents (mustard,
phosgene oxime, mustard-lewisite, and lewis-
ite), and blood agents (hydrogen cyanide and
cyanogen chloride) in both vapor and liquid
form in about 15-20 minutes. The kit consists
of a carrying case containing twelve chemistry
sets individually sealed in a plastic laminated
foil envelope, a book of M8 chemical agent
detector paper, and a set of instructions. Each
detector ticket has pretreated test spots and
glass ampoules containing chemical reagents.
In use, the glass ampoules are crushed to release a reagent, which runs down pre-formed channels
to the appropriate test spots. The presence or absence of chemical agents is indicated through
specific color changes on the test spots. The kit may be used to determine when it is safe to
unmask, to locate and identify chemical hazards (reconnaissance), and to monitor decontamination
effectiveness.

Instruction Cards

" Sealed Vapor-Sampler

Heater Pads

' MBS Paper

Vapor Sampler

ABC-MS8 VGH, and M9 Chemical Agent Detector Paper

M8 and M9 paper are dye impregnated papers that change
color when exposed to liquid chemical agents or aerosols.
These papers cannot detect chemical agents in vapor form.
M8 paper (shown) comes in 4" by 2 '/," booklets. Each
booklet contains 25 sheets of detector paper that are capable
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of detecting G series nerve agents (sarin, tabun, soman, and GF), V type nerve agents, and H
(mustard) type blister agents. M8 paper can identify agents through distinctive color changes from
its original off-white: yellow-orange for G, blue-green for V, and red for H. M8 paper is typically
used to identify unknown liquid droplets during chemical reconnais-
sance/surveillance missions. M9 (SR119) detector paper (shown right) is
rolled into 2-inch wide by 30-feet long rolls on a 1.25-inch diameter core. M9
paper can detect G and V nerve agents, H agents, and L agents but it cannot dis-
tinguish the identity of agents. It turns pink or a shade of red when in contact with
liquid chemical nerve and blister agents. M9 paper is typically placed on the
BDO, equipment, and vehicle exteriors to wam personnel of the presence of a
liquid chemical agent.

M18A3 Chemical Agent Detector Kit

The M18A3 can detect and identify dangerous concentrations of nerve agents (sarin, tabun,
soman, GF, and VX), blister agents (mustards, phosgene oxime, mustard-lewisite mixture,
phenyl dichloroarsine (PD), ethyl dichloroarsine (ED), and methy! dichloroarsine (MD)), blood
agents (hydrogen cyanide and cyanogen chloride), and choking agents (phosgene) in about 1-4
minutes. The kit is also used to confirm results of the M256A1 kit. The M18A3 kit contains a

“squeeze bulb and enough detector tubes, detector tickets, and chemical reagents needed to
conduct 25 tests for each agent vapor. The kit also contains a booklet of M8 chemical agent
detector paper to detect liquid agents. Agent vapor detection is indicated by the production of a
specific color change in the detector tubes. The M18A3 kit is only used by special teams such as
surety teams or technical escort personnel.

M272 Water Test Kit

The M272 kit can detect and identify hazardous levels of nerve, blister,
- and blood agents in treated or untreated water resources in about 20
# minutes. The kit contains enough detector tubes, detector tickets, a test
- bottle, and pre-packed, pre-measured test reagents to conduct 25 tests
for each agent. The kit also contains simulants used for training. Agent
k> . detection in water is indicated by the production of a specific color
", change in the detector tubes or in the ticket. The M272 was fielded in
- 1984 and does not meet current lower level detection requirements.

MS8A1 Automatic Chemical Agent Alarm (ACAA)

The M8A1 ACAA is a system that continuously samples the air to detect the presence of danger-
ous concentrations of G and V type nerve agent vapors. This system is currently being replaced by
the ACADA in many Army units. Displaced M8A1 systems are being cascaded to lower priority
units throughout the Army. The M8A1 ACAA may be employed in a number of configurations,
but all configurations are built around the M43A1 detector unit and the M42 alarm unit. The con-
figurations differ primarily in their mountings and power supplies: ground mounted and battery
operated, or mounted on a vehicle and powered by the vehicle’s electrical system. The M43Al
detector unit measures 7 1/2" x 5 1/2" x 11". Using the battery in ground mounted operations adds
another 7 3/4" to the height. The M43A1 detector unit uses a radio-isotope to ionize molecules in
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the air that is pumped through the system, then detects electrical current changes that occur in the
presence of nerve agents. The M43A1 detector unit will alarm within about 1-2 minutes from
exposure to agent. The M42 alarm unit is a remote visual and audible alarm that measures 7" x 4"
x 2 1/3". The M42 alarm unit may be placed up to 400 meters from the M43 A1 detector unit to
give users warning of an approaching agent cloud.

M90 Automatic Agent Detector (AMAD) o,

The AMAD is an automatic nerve and mustard agent detector that detects
agents in vapor form. This system is currently in use by the Air Force. It
transmits an alarm by radio to a central alarm unit.

Automatic Liquid Agent Detector (ALAD)

The ALAD is a liquid agent detector that can detect droplets
of GD, VX, HD, and L as well as thickened agents. It
transmits its alarm by field wire to a central alarm unit.
Although the remote transmission is useful, the device only
detects droplets of liquid agents. It must be used in
conjunction with other point or standoff vapor agent detectors
to afford a complete detection capability.

Chemical Agent Point Detection System (CAPDS), MK21, MOD1

CAPDS is a fixed system capable of detecting
nerve agents in vapor form, using a simple
baffle tube ionization spectrometer. Installed in
a ship’s upper superstructure level, CAPDS
obtains a sample of external air, ionizes air-
borne vapor molecules, and collects them on a
charged plate after eliminating lighter mole-
cules via the baffle structure. When a sufficient
mass of ions is collected, a pre-set potential is
achieved, and an alarm signal is generated and
sent to both Damage Control Central and the
bridge. The system has been installed on almost *
all surface ships.
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Improved (Chemical Agent) Point Detection System (IPDS)

The IPDS is a new shipboard point detector and alarm that replaces the existing shipboard
CAPDS. IPDS uses special elongated ion mobility cells to achieve the resolution necessary to
counter false alarms caused by interferent vapors. IPDS can detect nerve and blister agent vapors
at low levels, and automatically provide an alarm to the ship. The unit is built to survive the
harsh sea environment and the extreme electromagnetic effects found on Navy ships.
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M22 Automatic Chemical Agent Detection Alarm (ACADA)

ACADA is a man-portable, point sampling alarm system that provides
significant improvement over current capabilities; it detects and identifies
all nerve agents, mustard, and lewisite, by class. ACADA provides con-
current nerve and blister agent detection, improved sensitivity and
response time, agent identification capability, improved interference re-
jection, extensive built-in test, a data communica-
tions interface, and the capability to be pro-
grammed for new threat agents. It replaces the
MB8A1 Alarm as an automatic point detector and
augments the CAM as a survey instrument. The
ACADA consists of an off-the-shelf non-develop-
mental item (NDI)}—the GID-3 chemical agent
alarm. A shipboard version of the ACADA is being built to address the unique interferents found
aboard Navy ships that cause false alarms on the NDI ACADA. The shipboard version of
ACADA will serve to cover the Navy’s emergency requirements until the Joint Chemical Agent
Detector can be fielded.

DETECTORS AND MONITORS

RDTE ITEMS

Agent Water Monitors

The Joint Service Chemical Biological Agent Water Monitor is a cooperative
RDTE effort, chartered to develop a detection system which will detect chemical
and biological agents in water. The detector will feature multi-agent capabilities,
and operate automatically, improving both ease and response time of existing
system. The project will accommodate the four services’ requirements.

Rationale:
s Joint Army, Air Force, and Marine Corps requirement
¢ Navy interest

Key Requirements:
e Detect and identify chemical agents and agents of biological origin in water
e Perform monitoring automatically with continuous and batch sampling capabilities
o Easy to operate and support in forward areas, austere environments, and limited

lighting

Description:
The Agent Water system will improve current water monitoring and purifying capabil-
ities. It will automatically detect CB agents at or below harmful levels in water and not
false alarm to common interferents. The system will be compact, man-portable and easy
to use, and be decontaminated to a negligible risk level.
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Joint Chemical Agent Detector (JCAD)

The JCAD is a fully cooperative RDTE effort, chartered to develop a chemical
agent detector for a variety of mission requirements and service platforms. The
detector will provide warfighters near-real time information on the presence of
chemical agents so that miosis or more severe effects can be avoided and not
subvert the mission. The project will accommodate the four services’ requirements.

Rationale:
¢ Joint Army, Navy, Air Force, and Marine Corps requirement

Key Requirements:
e Small, lightweight detector capable of detecting presence of chemical agent vapors
o Capable of de-waming, allowing for rapid reduction of protective postures
o Detect, identify, quantify, and warn of
presence of even low levels of nerve, blister,
and blood agents in vapor form in aircraft and shipboard interiors
e Operated/maintained by ship’s force;
operate in a shipboard environment

Description:

JCAD will provide a detector or a network of
detectors capable of automatic-
ally detecting, identifying, and
quantifying chemical agents
(nerve, blister, and blood) inside
aircraft and shipboard interiors.
The device must be sufficiently
sensitive to warn aircrews before
accumulation, over the entire
mission, of levels of agent that
may cause miosis or more severe
effects. JCAD will also provide
hand-held monitoring capabil-
ities, protecting the individual
soldier, sailor, airman, and
marine through the use of pocket- Post-Attack
sized detection and alarm. Monitor

Pre-Concentrator -
to Meet Low Level
Detection Limits

Real-Time Monitor
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Force Medical Protection/Dosimeter ACTD

Rationale:

e Supports Joint Forces Command (JFCOM)

Key Requirements:

e Develop an individually worn sampler that can continuously measure and archive
exposure levels of chemical and biological warfare agents using passive sampling
methodology (Phase I)

¢ Include real-time analysis, an alarm to wam the wearer of an immediate chemical
hazard, and a trap for biological agents for later analysis (Phase II)

o Develop extensive concepts of operations (CONOPS) encompassing diverse
operational forces and scenarios

Description:
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The Force Medical Protection Dosimeter ACTD seeks to develop an individually worn
sampler that can continuously measure and archive exposure levels of chemical and
biological warfare agents. The Phase I of the development emphasizes collection and
archiving of exposure to chemical agents using passive sampling methodology. Phase II
includes real-time analysis, an alarm to wamn the wearer of an immediate chemical
hazard, and will trap biological pathogens for later analysis.

Improved detection and identification capabilities will provide greater awareness of
immediate chemical exposure risk, more precise identification of exposure, and amount
of individual or multiple doses, which will result in improved situational awareness, treat-
ment, and record keeping. Additional payoffs will include the ability to perform real-time
analysis of agents, communication of exposure information to command centers, and
increased battlefield awareness and intelligence.

Specific challenges include developing technologies to collect, analyze, and differentiate
between agents, interferents, and naturally occurring compounds; improving selectivity
and sensitivity to agents. Providing communications capabilities and real-time alarm
while reducing size and weight will require advances in sampling methods, chemical
analysis techniques, and electronics. Developing CONOPS for use of a sampler will
require modeling, experimentation, field testing to improve capabilities and increase
utility, and analysis to determine value of information of exposure data collected,
especially if exposure levels are below threshold clinical effects levels.
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BIOLOGICAL LONG LINE SOURCE RELEASE AND POINT DETECTION

RDTE ITEMS

Biological Point Detection is a fully cooperative acquisition effort chartered to
develop new biological point detectors and detection systems for the four services.
The BIDS effort encompasses development of an integrated system as well as
several stand-alone biological detectors. In addition, a Joint Biological Point
Detection System (JBPDS) is under development. JBPDS will be a system that can
stand alone, or be used in a suite of systems.

Joint Biological Point Detection System (JBPDS) Block II

Rationale:
¢ Joint Army, Navy, Air Force, and Marine Corps requirement

Key Requirements:
e Automatically detect, identify and warn of the presence of biological warfare and
produce a sample for transport to and further analysis by designated laboratories.

e Simultaneously identify eight to ten agents with and interchangeable library of assays

for all ITF-6 agents.

: Identifier
e Detect cloud concentrations better than Air
Block I and/or militarily significant Conditioner Confirmatory
levels of BW agents at a detection Sample
probability of 90% in less than five \\% /
mm'utes‘ Trigger/
¢ Reliability of 0.92. Detector .

e Availability of 0.90.

e
e Mean Time Between Operational Mission Central

Failure of 288 hours Controller
¢ Mean Corrective Maintenance Time for POWer ,
Operational Mission Failure Repair of Supply ¥
5 hours or less. Y EXME I
¢ Provide a common suite of biological detection Commuenzzgti ons
equipment that can be applied to all four
services’ designated platforms Potential JBPDS Block Il Configuration

Description:
This developmental system will replace all existing biological detection systems (BIDS,
IBAD and the Joint Portal Shield Network System), and complement the JBPDS Block I
in the field. It will provide biological detection capabilities for all four services and
throughout the battlespace. The Block Il JBPDS program will undertake a spiral develop-
ment process to exploit rapid advances taking place in the biological detection and
identification, information processing and engineering sciences. The Block II Develop-
ment effort will yield technology advancements and insertions into the Block I Production
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effort and provide for the fastest possible fielding and upgrade of joint biological detec-
tion capabilities. The PM, JBPDS plans to award a Development contract in FY03 for the
design, integration and fabrication of Block II JBPDS. Block II Low Rate Initial Produc-
tion is anticipated to start in FY06, with first unit equipped in FY07.

Critical Reagents Program (CRP)
Rationale:

o Supports all Services, DoD first responders, Federal Agency’s, and NATO countries’
biological detection programs

Key Requirements:

¢ Provide Total Life Cycle Management for the critical reagents (antibodies, antigens,
and gene probes and primers), Hand Held Assays (HHAs), and DoD Biological
Sampling Kits necessary to the operation of all DoD biological detection systems.

e Ensure best quality reagents and HHAs are available in time and in adequate
quantities.

o Ensure adequate security and surge capability of critical reagents and HHAs.

e Produce Hand Held Assays (HHAs) and DoD Biological Sampling Kits that are
critical to all DoD biological detection programs.

Description:

The Critical Reagents Program (CRP) ensures the quality, availability, and security of
BW reagents, Hand Held Assays (HHAs) and DoD Biological Sampling Kits, which are
critical to the successful development, test, and operation of DoD biological warfare
detection systems and medical biological products. The program maintains an R&D effort
to ensure the best possible reagents are available for use against both current and emerg-
ing threats and to include analysis of commercially available reagents and technologies.
The CRP has instituted a program-wide quality assurance program and addresses relevant
security issues. The CRP consolidates all DoD antibody, antigen, gene probe/primer,
HHA, and DoD Biological Sampling Kit developments and requirements. The CRP
currently has reagents and HHAs to detect 10 BW threat agents from the ITF-6A threat
list. The CRP provides required reagents and HHAs to support fielded DoD BW detection
systems (BIDS NDI and P31, XM-99 Joint Portal Shield, IBAD, and DoD Biological
Sampling Kits) and developmental systems (JBPDS), as well as other Federal Agencies
and NATO allies. The near future requires the development of 12 additional reagents to
support the development and fielding of JBPDS Block II and the development of
environmental and diagnostic molecular reagents for the JBAIDS. Outlying years will
focus on the development of reagents to identify new and emerging threats and the
procurement of improved reagents to replace older stocks.
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STAND-OFF DETECTION AND REMOTE/EARLY WARNING

FIELDED AND PRODUCTION ITEMS

AN/KAS-1/1A Chemical Warfare Directional Detector (CWDD)

This is a semi-portable system designed to detect nerve agent
vapor clouds at ranges up to five kilometers. The AN/KAS-1/1A
must be removed from its stowage case and set up on a :
pre-installed pedestal for operation. A trained, diligent
operator must manually aim the detector at the suspect
cloud and interpret its infrared images to determine
whether or not the cloud contains nerve agent vapors.
The AN/KAS-1A provides a remote video display, an
enhanced capability for vapor cloud analysis, and a remote
relative bearing indicator useful for avoiding the agent cloud or
other surface target with a thermal signature.

. M21 Remote Sensing Chemical Agent Alarm (RSCAAL)

The M21 RSCAAL is an automatic scanning, passive infrared
sensor that detects nerve (GA, GB, and GD) and blister (H
and L) agent vapor clouds based on changes on the infrared
spectrum caused by the agent cloud. It is effective at line-of-
sight distances of up to five kilometers. The alarm is used for
surveillance and reconnaissance missions in both vehicle- .
mounted and tripod-mounted modes.

STAND-OFF DETECTION AND REMOTE/EARLY WARNING

RDTE ITEMS

Joint Service Lightweight Standoff Chemical Agent Detector (JSLSCAD)

Rationale:
¢ Joint Army, Navy, Air Force, and Marine Corps requirement. (Army is lead Service)

Key Requirements:
¢ Automatically detect nerve; blister, and blood agents at a distance up to 5 km
¢ Lightweight and employed from manned and unmanned systems
o Capable of being data-linked with centralized hazard information data collection
center

e Capable of remote operations; aerial and on-the-move operation
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~ Description:

JSLSCAD will be capable of scanning 360° x 60°, and
automatically detecting nerve or blister agents at a distance
up to 5 km. The system will be light, compact and operate
from a stationary position or on-the-move. The JSLSCAD
Michelson interferometer employs a passive infrared
system that will detect presence of chemical agents by
completing a spectral analysis of target vapor agent chem-
ical clouds. JSLSCAD is envisioned for employment on
various platforms and in various roles, including fixed site
defense, unmanned aerial vehicles, tanks and other
vehicles, and on board ships. Among the vehicle platforms
will be the JSLNBCRS (both HMMWYV and LAV
variants).

Joint Service Warning and Identification LIDAR Detector (JSWILD/Artemis)

our services.

JSWILD is a joint effort chartered to develop a chemical warning and identifica-
tion system for each of the Services. JSWILD will utilize an active LIDAR sensor
1o perform rapid agent identification and ranging to satisfy requirement for all

Rationale:
e Army, Navy, and Air Force interest

Key Requirements:
e Automatically detect, range, and map CW agents at distances of up to 20 km
e Scan atmosphere and terrain to detect chemical vapors and airborne liquids and

particles

¢ Provide stand-off capability for both
fixed site and reconnaissance
¢ Provide rapid agent concentration

mapping

Description:
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JSWILD/Artemis will be a vehicle-mount-
able (concept shown), contamination monit-
oring system, which detects and quantifies
all types of chemical agent contamination
(mcludmg agent rain, vapors, and aerosols)

in a stand-off mode from a distance of 20 kilometers (km). The JSWILD/Artemls will
operate from fixed sites ground vehicles, or shipboard. The system has distance-ranging
and contamination-mapping capabilities and transmits this information to a battlefield

information network.
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Biological Remote/Early Warning

The Joint Biological Remote Standoff Detection System (JBSDS) program is
intended to give the warfighting commander a significantly shortened decision
cycle regarding biological attacks; that is, the commander will see and be able to
react to a biological attack much faster, thereby allowing many more personnel to
take protective measures before they become exposed to the biological warfare
agents. This means that fewer people will become casualties, and fewer people
will have to take post-attack medical treatments.

Joint Biological Standoff Detection System (JBSDS)
Rationale:
¢ Joint Requirement
Key Requirements:

e Detect and track aerosol clouds out to 15 km

e Discriminate biological particles from non-biological particles in aerosol clouds out to
3 km

e Operate at fixed site or in stationary mode from mobile platform

e Operate in conjunction with bio point detectors

o Operationally skin and eye safe

Description:
The JBSDS will be a standoff early warning biological detection system. The system will
be capable of providing near real time, on-the-move detection of biological attacks/ inci-
dents and standoff early detection/ warning of BW agents at fixed sites or when mounted
on multiple platforms, including NBC reconnaissance platforms. JBSDS will be
employed to provide detection of biological hazards employed by various means and will
provide early warning via the Joint Waming and Reporting Network (JWARN). JBSDS
will augment and integrate with existing biological detection systems to provide a bio-
logical detection network capa-
ble of near real time detection
and warning theater-wide to lim-
it the effects of biological agent
hazards against U.S. forces at
the tactical and operational level
of war. JBSDS will have the
flexibility to wam automatically
or to allow for human interven-
tion in the detection-to-alarm
process. JBSDS will be em-
ployed in support of various

s 0

areas of interest (e.g., fixed IR LIDAR Cloud Detection & Tracking (15 km)

. . EE UV LIDAR Generic Discrimination (Bio vs. Non-Bio) (3 km)
sites, air/sea ports of debark- A%”  Early Waming Communications

ation, amphibious landing Command & Control Nodes
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sites, etc.), remotely, in unattended configurations, or on platforms to include vehicles,
aircraft, and ships. JBSDS will pass detection information and warnings through existing
and planned communications networks (e.g, JWARN). Commanders may integrate
JBSDS outputs with information from intelligence, meteorological and oceanographic,
radar, medical surveillance, local area operations, and other available assets to increase
force protection, mitigate the consequence of biological hazards, and maximize combat
effectiveness.

NBC RECONNAISSANCE

FIELDED AND PRODUCTION ITEMS

M93 NBC Reconnaissance System (NBCRS)

The M93 NBC Reconnaissance System, known as
i the FOX, is a high mobility armored vehicle capa-
ble of performing NBC reconnaissance on prima-
: 1y, secondary, and cross country routes through-
- out the battlefield. The NBCRS was procured as a
Non-Developmental Item and is capable of detec-
= tion, wamning and sampling the effects of NBC
weapons and is used as a reconnaissance vehicle
to locate, identify and mark chemical and nuclear
contamination on the battlefield. The M93 FOX
usually accompanies the scouts or motorized reconnaissance forces when performing its NBC
mission. The NBCRS has an overpressure filtration system that permits the crew to operate the
system in a shirt sleeve environment which is fully protected from the effects of NBC agents and
contamination. It utilizes a secure communications system to wam follow-on forces. Samples
gathered are forwarded to the Theater Area Medical Laboratory for further analysis and verifica-
tion. The mobility platform is a six wheeled all wheel drive, armored combat vehicle capable of
cross-country operation at speeds up to 65 MPH. The Fox System is fully amphibious and is capa-
ble of swimming speeds up to 6 MPH. The M93 NBCRS has been fielded worldwide to the Army
and Marine Corps forces.

M93A1 - FOX NBC Reconnaissance System (NBCRS)

The Block I Modification-M93A1 NBCRS contains an & " 7
enhanced and fully integrated NBC sensor suite consisting & .} R
of the M21 RSCAAL, MM1 Mobile Mass Spectrometer, |
CAM/ICAM, AN/VDR-2, and M22 ACADA. The NBC
sensor suite has been digitally linked together with the
communications and navigation subsystems by a dual-pur-
pose central processor system known as MICAD. The
MICAD processor fully automates NBC Warning and :
Reporting functions and provides the crew commander full situational awareness of the Fox s
NBC sensors, navigation, and communications systems. The M93A1 FOX is also equipped with
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an advanced position navigation system (GPS & ANAV) that enables the system to accurately
locate and report agent contamination. The NDI mobility platform is a six wheeled, all wheel
drive armored vehicle capable of cross-country operation at speeds up to 65 MPH. The Fox
System is also fully amphibious and is capable of swimming at speeds up to 6 MPH. It is used as
a reconnaissance vehicle to locate, identify, and mark chemical and biological agents on the
battlefield. The FOX usually accompanies the scouts or motorized reconnaissance forces when
performing its NBC mission.

NBC RECONNAISSANCE

RDTE ITEMS
NBC Reconnaissance System (NBCRS) Block 11

Rationale:
e U.S. Army and U.S. Marine Corps Requirements

Description:

The Block I modification will incorporate enhanced chemical and biological detectors
that will allow on-the-move standoff chemical agent vapor detection (i.e., JSLSCAD).
Biological agent detection capability is added for the first time through the Chemical Bio-
logical Mass Spectrometer (CBMS). The CBMS also improves the detection and ident-
ification of liquid agents. Integration of common NBC technical architecture will facil-
itate low-cost expansion/upgrading of on-board computers. The NBCRS Block II Pro-
gram will provide CB Sensor Suites to the Army’s Nuclear, Biological and Chemical
Reconnaissance Vehicle (NBCRV) Program, which will be used to equip the Army’s
future Brigade Combat Teams.

Joint Service Light NBC Reconnaissance System (JSLNBCRS)

Rationale:
e Joint U.S. Army, U.S. Air Force, and Marine Corps Requirements

Key Requirements:
¢ Stand-off and point detection from vehicle mounted or dismounted operations
¢ Chemical standoff detection
e Detection while on-the-move
capability from speeds of 0-45 kph

¢ Biological point detection and
identification

e A dismountable, handheld, self-
contained chemical point detection
capability

¢ Radiological detection capability
(vehicle mounted or dismounted
operations)

e (Collective protection
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¢ Environmental Conditioning Unit capable of providing climate conditioning for the
crew and equipment
¢ Overpressure protection from all known agents

Description:

The JSLNBCRS will provide a premiere vehicle for accurate, rapid NBC combat hazard
information by verifying the absence of, finding, mapping, and marking radiological, bio-
logical, and chemical hazards. The JSLNBCRS will be an integration of advanced NBC
detection and analysis equipment suited for Marine Air-Ground Task Forces (MAGTFs),
U.S. Air Force tactical forces, and U.S. Army Light Contingency Forces. Two variants,
the High Mobility Multipurpose Wheeled Vehicle (HMMWYV) (variant shown) and the
Light Armored Vehicle (LAV) are planned and will house the same equipment.

WARNING AND REPORTING

FIELDED AND PRODUCTION ITEMS

Joint Service Warning and Reporting Network (JWARN) (FUE FY 99)

Rationale:

e Army, Navy, Air Force, and Marine Corps requirement

Key Requirements:

Capable of interfacing with all NBC detectors and sensors

e Capable of interoperability with all service command and control systems
e (Capable of generating NBC reports
¢ (Capable of automatic transmission of NBC alarm and data
e Capable of vehicle operation
Description:
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JWARN is an automated Nuclear, Biological, and Chemical (NBC) Information System.
JWARN will be essential for integrating the data from NBC detectors and sensors into the
Joint Service Command, Control, Communication, Computers, Information and Intelli-
gence (C'T?) systems and networks in the digitized battlefield. FWARN will provide the
Joint Force a comprehensive analysis and response capability to minimize the effects of
hostile NBC attacks or accidents/incidents. JWARN will also provide the Joint Forces
with the operational capability to employ NBC warning technology that will collect,
analyze, identify, locate, report and disseminate NBC threat and hazard information.
JWARN will be located in command and control centers at the appropriate level defined
in Service-specific annexes and employed by NBC defense specialists and other designa-
ted personnel. It will transfer data automatically from and to the actual detector/sensor/
network node and provide commanders with analyzed data for decisions for dissemina-
ting warnings to the lowest echelons on the battlefield. It will provide additional data pro-
cessing, production of plans and reports, and access to specific NBC information to im-
prove the efficiency of NBC personnel assets. A Block I upgrade is planned to automate
NBC warning and reporting tools and to standardize NBC warning and reporting require-
ments across the Service boundaries.
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RADIACS

FIELDED AND PRODUCTION ITEMS

AN/VDR-2

The AN/VDR-2 measures gamma dose rates from 0.01
uGy/hr (micro-Grays per hour) to 100 Gy/hr and beta

dose rates from 0.01 pGy/hr to 5 ¢cGy/hr. The unit func- °
tions simultaneously as a dose rate meter and dose me- ~
ter with independent adjustable alarms that can be set at
any level over the entire range. Dosage data is independently stored in non-destructive memory
for display on command and may be retained when the unit is turned off. The unit is powered by
three 9 volt batteries.

AN/PDR-75 Radiac Set

The AN/PDR-75 measures dose from 0 to 999 cGy (centi-
Gray). The Radiac Set consists of a dosimeter and a reader. It
provides the capability to monitor and record the exposure of
individual personnel to gamma and neutron radiation. Each
individual will be issued a DT-236/PDR-75 dosimeter. This
device, wom on the wrist, contains a neutron diode and a phos-
phate glass gamma detector. When a determination of exposure
is required, the dosimeter is inserted into a CP-696/PDR-75
reader, which then displays the cumulative neutron and gamma
dose. The reader is issued at the company level and the dosimeters
are issued to all combat, combat support, and combat service support

%\‘\\ﬁ:ﬁ personnel. The reader can be powered by a BA-5590 lithium battery,

vehicle battery, or external power supply via adapter cables provided.

AN/PDR-77 Radiac Set
The AN/PDR-77 Radiac Set is a set of port-
able radiation detection equipment for detec-
ting alpha, beta, gamma, and x-ray radiation.
The set consists of a radiacmeter to which one
of three radiation probes can be attached for
measuring particular types of radiation. The
probes are part of the set. The set includes
accessories and basic test and repair parts for
unit maintenance including a carrying pouch
with shoulder straps capable of holding the
radiacmeter, alpha probe, and beta/gamma
probe for field use. The entire set is contained
in a carrying case (large briefcase) for easy
portability and storage.
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AN/UDR-13 Pocket RADIAC - Production (FUE FY99)

~ The AN/UDR-13 Pocket RADIAC is a compact,
% hand-held, tactical device capable of measuring the
\«', gamma dose-rate and gamma and neutron cumulative
‘gg dose in a battlefield environment. Its pocket size
} permits convenient use by troops on foot. Alarm pre-
* sets are provided for both the dose-rate and total dose
modes. A push-button pad enables mode selection and
# functional control. Data readout is by liquid crystal
display. It will replace the obsolete IM-93 quartz fiber
dosimeter and the PP-1578 Dosimeter Charger.

Multi-Function Radiation (MFR) Detector -Production

This program improves radiation detection equipment by replacing the current suite of logistic-
ally unsupportable assets. Present detectors (PAC-1S, AN/PDR-43 and AN/PDR-56F) have
exceeded maintainability standards. Original manufacturers have either discontinued production
or are no longer in business. An improved capability is required to support both wartime and
peacetime nuclear accident response operations. A production contract was awarded in March
1995. First deliveries were made in 1997.

ADM-300A Multifunction Survey Meter

The ADM-300A is a battery-operated, self-diagnostic, multiple
functional instrument. It 1s used alone to locate and
measure low and high intensity radioactivity in the form
of gamma rays or beta particles. It is used with external
probes to locate and measure alpha, beta, gamma, and
x-rays, and neutron radiation.

DARPA Programs

Tissue-Based Biosensors Program

Accomplishments:

e B-cell sensor prototype system fabricated and tested. Simulant detection down to 200
particles in solution reported.

¢ Engineered liver and vascular endothelial cells into chip format. Genetically induced
fluorescent reporter elements for cell stress into liver cells for detector system.

o Used green fluorescent protein to optically tag transcriptional upregulation cellular
events (NFkB) for FLUORO-tox prototype high throughput cell sensor system

¢ Initiated fluorotox database for data mining cell responses to unknown pathogens.

o Demonstrated 4 order magnitude increase in cell survival by introducing extremophile
genes into labile cells.
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¢ Defined mechanism of action of operational neurotoxicants from engine lubricant in
neuronal based hand held biosensors.

Description:

DARPA is exploring the use of biological cells and tissues as detector components for
sensor devices that will report on chemical and biological toxins. Cells and tissues can be
used to report on the functional consequences of exposure (mechanism and activity) to a
wide spectrum of chemical and or biological toxins, whether they are living or dead, or
whether they have been bioengineered and are currently undetectable by other means
(antibodies, nucleic acid sequencing). Technical issues that are being addressed in the
program include, (1) the fabrication of biocompatible matrices and interfaces for the long-
term retention of cell and tissue function, (2) pattern recognition from critical pathways
responsible for the interfaces for the long-term retention of cell and tissue function,
(2) pattern recognition from critical pathways responsible for the processing of toxins,
(3) sampling strategies to accurately extract and present the toxin from air, liquid, or solid
samples, and (4) systems integration into a functional device. The current focus of the
program is on the use of neuronal and immunological cells and tissues as detectors for
such devices. Engineering of cells and tissues of these origins, including stem cells, is
proceeding in order to optimize sensor performance requirements and fabricate prototype
devices for testing evaluation.

Microfluidic Molecular Systems Program

Accomplishments:

¢ Demonstrated discrimination of 0.4% differences in cell impedance using
micromachined dielectrophoreses system.

¢ Demonstrated on-chip circulation—controlled transport of target liquids through
combination of integrated fluidic channels and reaction components.

¢ Demonstrated microscale enabled immunoassay with enzyme labelers to replace
conventional optical label.

e Demonstrated microfan and filter system to capture airborne particulates into liquid
for input to detection system.

e Demonstrated efficient transport of DNA over cm distances using electrophoretic
confinement and transport through electrophoretic vias.

e Demonstrated a multi-channel device that is able to carry out six independent assays
simultaneously using a single point detector.

Description:
Micro total analysis systems are being developed through focused research on micro-
fluidic, chip-scale technologies. Automated sample collection and sample preparation are
key front-end processes for early biological agent detection, whether it is by immuno-
assays, DNA assays, or tissue-based assays. To scale down these processes into miniatur-
ized, multiplexed detection systems, microfluidic chip-scale components need to be
developed. Microfluidic components/devices currently being developed by DARPA
include chip-scale micropumps/valves, particle separation filters, fluidic interconnects,
fluidic manipulation of hybridized microbeads, controlled mixing/dosing, etc. Several
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demonstrable handheld prototypes, such as a programmable microfluidic system for
remote sensors, are currently being tested.

Pathogen Genome Sequencing Program

Accomplishments:

Sequencing and analysis of the pathogenic bacteria Brucella suis, Coxiella burnetti,
Burkholderia mallei, Rickettsia typhi, and several orthopoxvirus variants is nearing
completion.

Random phase sequencing via low-level coverage of Ochrobactrum anthrop, a near
neighbor of Brucella suis was completed.

Random phase sequencing with high level coverage of Bacillus cereus and Bacillus
thuringiensis, near neighbors of Bacillus anthracis was completed.

Re-initiated sequencing of Franciscella tularensis in FY01 with completion
anticipated in 3Q FY02. Sequence information is available via National Library of
Medicine for all but O. anthropi (http://wwwlncbi.nlm.nih.gov/entrez/query.fcgi?db=Genome).

Description:

DARPA has made a commitment to sequencing the genomes of one representative strain
for each of the high threat biowarfare agents identified by the Chairman of the Joint Chief
of Staff threat list. This effort, undertaken with broad community interaction, supports
Biological Warfare Defense research activities sponsored by DARPA and is intended to
satisfy the needs of Department of Defense components, the Intelligence Community, and
other governmental organizations. Interest is focused on BWD pathogens, and non-
pathogenic near neighbors thought to be important to establish a basis for low false alarm
detection and identification via genotype analysis. The work also contributes to the
development of advanced unconventional pathogen countermeasures.

Protection Program

Accomplishments:
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Built first prototype of water disinfection pen (size of a thick fountain pen) based on
an eletrochemical cell. The pen was able to create a mixed oxidant solution that is
more potent than tablets used nowadays by the forces: the mixed oxidant pen was able
to destroy many waterborne pathogens to at least 3 to 4 log removal.

Demonstrated that harmonic pulsing of a reverse osmosis membrane increases water
flux through the membrane and decreases the total dissolved solids.

Built first prototype water distillation unit the size of a coffee mug that distills water.
The distillation unit was able to desalt seawater without clogging. Tests on water-
borne bugs show at least a 4 log removal. The water generation rate was measured to
be approximately 0.3 liters in 5 minutes.

Built first generation air purification unit to destroy airborne pathogens by thermocat-
alytic destruction. The destruction efficiencies for various air pathogens and simulants
in the high 90% range. The goal is to get towards at least 99.999% removal rates.
Began work on advanced carbon surface treatments to improve adsorption capacity
and kinetics.



Contamination Avoidance Programs

Description:

There are two related programs currently ongoing within DARPA that further enable the
individual warfighter by providing significantly more mobile and flexible water purifica-
tion and desalinization systems and better air filtration media. The intent is to demon-
strate highly efficient, smaller, lighter, high water through-put technologies for water
purification and desalinization, and to explore pioneering air filtration schemes that have
an acutely high utility for the DoD enabling new mission scenarios that are critical to the
changing battlefield environment. The water desalinization and purification systems
would meet Army Operational Requirements (i.e., effectively treat salt/brackish water and
nuclear, biological and chemical contaminated water, purify 0.2 liter water per minute,
weigh less than 2 Ibs., efc.) The proposed man-portable water units will be multifunc-
tional in that they can be used for several functions, such as water purification, power
generation and camp stoves. Work in air purification develops simple air filtration and
purification systems for the individual that provide significant improvements over the
current charcoal filter gas mask technology (which have remained virtually unchanged for
over 20 years). The intention is to develop air purification systems for collective
protection that will require much less maintenance and greater personal safety than
current based-carbon recirculating filters.
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Annex B

Modeling and Simulation Programs

Table B-1. Modeling and Simulation RDA Efforts

Category Nomenclature Status USA USAF USMC | USN
Hazards - VLSTRACK RDTE/Fielded | Joint* Joint* Joint* Joint*
Analysis - CWNAVSIM RDTE Rgmt
Systems - MESO RDTE Joint* Joint* Joint* Joint*
- CBW-CFX RDTE Joint* Joint* Joint* Joint*
- HPAC Fielded Joint* Joint* Joint* Joint*
- D2PC/D2Puff Fielded Joint* Joint* Joint* Joint*
- JEM RDTE Joint* Joint* Joint* Joint*
Operational - STAFFS RDTE Joint* Rgmt Joint* Joint*
Effects Analysis | - JOEF RDTE Joint* Joint* Joint* Joint*
Systems - JMNBCDST RDTE Joint* Joint* Joint* Joint*
Simulation - NCBR Simutator RDTE Joint* Joint* Joint* Joint*
Based - VPS RDTE Joint* Joint* Joint* Joint*
Acquisition
Systems
Training - VERTS RDTE Joint* Joint* Joint* Joint*
Simulation -TSC RDTE Joint* Joint* Joint* Joint*
Systems
Joint= Joint Service requirement Joint*=Draft Joint Service requirement
Rqmt= Service requirement Rgmt = sub-product requirement or interest
HAZARDS ANALYSIS
FIELDED AND PRODUCTION

Vapor, Liquid and Selid Tracking (VLSTRACK)

VLSTRACK is a chemical and biological agent hazard assessment model that predicts the
behavior of agents and the resulting hazards from a chemical or biological weapons attack.
This model has been specifically verified and validated against all known data concerning
passive defense against biological and chemical weapons and is the only model accredited by
the Department of Defense for this purpose. As such, it supports operational decisions,
operational contingency planning, threat assessment doctrine, acquisition program studies, and
requirements generation. VLSTRACK Version 3.1 is currently available and fielded directly
from the science and technology program. Limited training is also available from the developer.

Hazard Prediction and Assessment Capability (HPAC)

HPAC is a nuclear, chemical and biological hazard prediction system that predicts hazards
resulting from the use of our forces on opposition facilities or assets. It is the only model
accredited by the Department of Defense for this purpose. HPAC Version 4.0 is a modular
system of capabilities using a Gaussian puff methodology Transport and Dispersion engine
called SCIPUFF to drive specific nuclear, biological or chemical event applications. It has a
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broad data base system and is able to use various weather data inputs. HPAC supports
operational decisions, operational contingency planning, threat assessment doctrine, acquisition
program studies, and requirements generation. HPAC Version 4.0 is currently available and
fielded directly from the Technology development program conducted by the Defense Threat
Reduction Agency (DTRA). Training is also available from the developer.

D2PC

D2PC is a Gaussian plume transport and diffusion model that predicts potential hazards
involving accidental releases of chemical warfare agents in the U.S. Army’s stockpile and non-
stockpile programs. The model is used in the planning and response phases of potential acci-
dents. D2 is used to support funding decisions by the Army and Federal Emergency Manage-
ment Agency (FEMA) to enhance safety in the local civilian communities, including location of
planning zones, sirens, tone alert radios, and collective protection facilities. Automated links
allow direct input of on-site meteorological data, continuous updating of projected hazard areas,
and rapid communication of model results to County and State Emergency Management Agen-
cies. D2 is currently being phased-out and replaced with the D2-Puff model. D2-Puff version 4.0
is a kinematic gaussian puff model that accounts for spatial and temporal variability in a wind
field over complex terrain. D2-Puff is currently installed at five stockpile sites and is scheduled
for installation at the three remaining sites in CY02. The U.S. Army Safety Office has accredited
the D2 model for all applications; D2-Puff has full accreditation at three sites and partial accred-
itation at two other sites. An Independent Verification & Validation was performed on both
models in 1999. Training is provided on-site periodically. Model development is funded by the
U.S. Army SBCCOM Program Manager for the Chemical Stockpile Emergency Preparedness
Program.

HAZARDS ANALYSIS

RDTE ITEMS

CWNAVSIM

Rationale:
¢ Navy requirement

Key Requirements:
¢ Predict ship system degradation resulting from a chemical attack.
e Predict Mission Oriented Protective Posture (MOPP) requirements resulting from a
chemical attack.
¢ Predict shipboard chemical agent detection system effectiveness.

Description:
CWNAVSIM was developed to address specific Naval acquisition program decisions
regarding Chemical weapons defensive systems, specifically, the needed Tactics, Tech-
niqu